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October 2005

On behalf of the IBM Center for The Business of Government, we are pleased to present this report,
“Transforming the Intelligence Community: Improving the Collection and Management of Information,”
by Elaine C. Kamarck.

While Congress and the executive branch have taken a top-down view to reforming the work of the
intelligence community to improve national security, Dr. Kamarck takes a bottom-up view. She stresses
the importance of cultivating a new culture among frontline analysts that is based on the principles of the
field of knowledge management. This field stresses the importance of combining both the implicit knowl-
edge of individual analysts—which some call “experience and wisdom”—with the explicit knowledge
developed within their organizations, such as maps and decoded messages.

To do this, Dr. Kamarck describes how the principles of knowledge management can be applied within the
intelligence community. For example, she suggests approaches for creating greater access to real-time infor-
mation by analysts and users, along with the strategic rotation of employees and the use of matrix manage-
ment approaches. These approaches would include greater use of open, unclassified sources of information
as well as adopting lessons from the Defense Department’s Goldwater-Nichols reforms of the mid-1980s
that led to greater integration of the military services.

While the principles in this report can be applied in many agencies, federal executives in agencies with
employees on the front lines in the nation’s war on terrorism will find the insights and lessons in this
report well worth their time to read as they prepare their strategic approaches to more effectively manage
for bottom-line results in coming years.

Albert Morales Stephen Conver

Managing Partner Partner

IBM Center for The Business of Government IBM Business Consulting Services
albert.morales@us.ibm.com sconver@us.ibm.com
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TRANSFORMING THE INTELLIGENCE COMMUNITY

EXECUTIVE SUMMARY

In the years since the end of the Cold War, the
intelligence community (IC) has engaged in much
soul searching but with little action. That is begin-
ning to change in the wake of intelligence failures
surrounding September 11, 2001, and in Irag. But
the solutions enacted so far, especially the creation
of the Office of the Director of National Intelligence,
do not get to some of the real problems in the com-
munity. The community was built to follow the
Soviet monolith, and it needs fundamental reforms
in the ways ordinary intelligence officers work to
meet the new threats of the 21st century.

The field of knowledge management is a convenient
starting point for attempting to understand what has
to happen for the IC to become capable of dealing
with 21st century threats. Knowledge management
suggests that the IC of the future should seek to
combine the tacit knowledge of the organization
with its explicit knowledge. It should allow freer
access to information and create ways of learn-

ing from both internal and external networks.
Redundancy should be regarded as an important
aspect of organizational design along with the
strategic rotation of employees and matrix manage-
ment. Finally, the IC should create mechanisms to
learn from its mistakes and mechanisms that allow
it to operate in real time in order to become capable
of continuous innovation and adaptation.

The report concludes with eight recommendations
aimed at building a different, more comprehensive
intelligence community capable of providing its
customers with knowledge about the threats that this
country and the world will face in the years ahead.

www.businessofgovernment.org



TRANSFORMING THE INTELLIGENCE COMMUNITY

Background

When the Cold War ended, the leaders of the intel-
ligence community (IC) adjusted their assessments
of national security threats to the United States to
reflect the decreased threat from the Soviet Union
and the increased threat from terrorism. In recogni-
tion of this new era, the intelligence community
had, by the mid-1990s, created a new section to
deal with the nation states that emerged in the
collapse of the Soviet Union, downsized its Soviet
efforts, created sections to deal with “trans-national”
threats, increased its terrorism budget, and identi-
fied the threat posed by Al Qaeda.! The intelligence
community’s internal efforts were reinforced by other
reform efforts in and out of government. All together
in the decade after the fall of the Soviet Union and
before 9/11, no fewer than 12 high-level groups had
examined the IC and made recommendations for
reform. Inside the government, attention to the need
for change was buttressed by the Federal Bureau of
Investigation’s (FBI) strategic plan, Keeping Tomorrow
Safe, and by a massive strategic planning exercise in
the Central Intelligence Agency (CIA) that looked at
China, the information revolution, and other aspects
of the post-Cold War world.

In addition, these reports were augmented by

two reports from Vice President Al Gore’s National
Performance Review. Outside the government,

calls for change came from nine other high-level
organizations. Typical of the reforms called for were
these taken from the 1993 National Performance
Review: “the 13 components of the intelligence
community [should] act more effectively and more
efficiently as a team.... [the intelligence community
should] develop integrated personnel and training
systems ... [the intelligence community should]
reassess information collection to meet new
analytical challenges.”?

IBM Center for The Business of Government

Political scientist Amy Zegart reviewed all the
recommendations that emerged in this decade

and found that they shared common themes:

“... the intelligence community’s lack of coherence
or ‘corporateness’; insufficient human intelligence,
personnel systems that failed to align intelligence
needs with personnel skills or encourage information
sharing; and weaknesses in setting intelligence
priorities.”® Together, Zegart counted 340 recommen-
dations to improve U.S. intelligence capability.*

But of these, only 35 reforms were implemented.
Clearly, throughout the 1990s, reform in the intel-
ligence community received more lip service than
action. September 11 should have changed that—
but even then it took a while. In the first two years
after the greatest American intelligence failure since
Pearl Harbor, no one was fired and very little was
changed.® In an historic interlude eerily reminiscent
of the period between 1944 and 1947 when the

FBI fought bureaucratic battles in opposition to

the formation of the CIA, the period between
September 11, 2001, and December 2004 saw
intense bureaucratic skirmishes designed to prevent
change in the intelligence community.® But after
three years of relative inaction, a combination of
factors—the failure to find weapons of mass destruc-
tion in Iraq, criticisms raised during the presidential
election campaign, and intense pro-reform lobbying
by victims of 9/11—finally resulted in passage of the
Intelligence Reform and Terrorism Prevention Act

of 2004.

Nonetheless, when change finally did happen it
struck many as orthogonal to the real problems of
the community. The most widely touted reform was
the creation of the position of Director of National
Intelligence (DNI), an idea that had been around
for years and was supposed to cure the problems
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operations across the military services.

positions in the 15 agencies.

ness of the new role of the DNI.

What Is the Office of the Director of National Intelligence?

In late 2004, Congress passed the most comprehensive reform of the U.S. intelligence community since its
formation over 50 years ago—the Intelligence Reform and Terrorism Prevention Act of 2004. A key element of
this legislation was the creation of the Office of the Director of National Intelligence (ODNI) to manage across
the 15 different agencies that constitute the intelligence community.

In March 2005, President George W. Bush selected former ambassador John Negroponte to serve as the first
Director of National Intelligence (DNI). Director Negroponte inherited an existing staff that had previously sup-
ported the director of the Central Intelligence Agency (CIA) in his role as director of central intelligence. The CIA
director, in that role, had limited authority to coordinate across the intelligence community. The new Office of
the Director of National Intelligence ultimately will be expanded to as many as 300 to 500 staff members, largely
drawing on existing staff from across the community. This approach was inspired by the successful Goldwater-
Nichols legislation adopted in the mid-1980s to reform the Defense Department by encouraging more joint

The legislation, the Intelligence Reform and Terrorism Prevention Act of 2004 (P.L. 108-458), also transfers to the
DNI two key authorities previously held by the CIA director: providing national intelligence to policy makers (as
opposed to tactical intelligence for military commanders) and heading the intelligence community, with authority
to set priorities and draft a budget for national intelligence programs.

The legislation strengthens the intelligence budget authority previously held by the CIA director. It specifically

stipulates that the DNI will “develop and determine” the community’s budget, allows the DNI to withhold funds
until recipients comply with DNI spending priorities, and, with some limits, allows the DNI to reallocate funding
among programs and agencies. The DNI also is granted the authority to approve appointments to key leadership

While the legislation is intended to create a stronger central intelligence authority, some observers suggest that
many of its provisions could be interpreted differently. The law gives the president the authority to issue guide-
lines to ensure a consistent interpretation. How these guidelines evolve will ultimately determine the effective-

arising from the lack of integration among the
various aspects of the intelligence community.”
The legislation also authorized the establishment
of an office—the Office of the Director of National
Intelligence (ODNI)—to support this position.

To date, the office is attracting experienced and
talented people and its power has been reinforced
by actions of the George W. Bush administration.
For example, they have moved the President’s Daily
Brief (PDB) out of CIA and into the ODNI and
extended the power of the ODNI over the FBI'’s
intelligence budget.

But the creation of the DNI is unlikely to solve the
deep operational problems the U.S. government has
had anticipating the new security threats of the 21st
century. In the end, passage of legislation creating
the DNI was the quintessential political fix to a polit-
ical problem. These kinds of fixes tend to have cer-
tain things in common: They tend to be high profile
and low power. The creation of the position is trotted

out as a solution to a myriad of problems that the
person in that position can’t possibly hope to solve,
and an additional layer of bureaucracy is created
between producers and consumers. And, finally, to
get the legislation passed, the power in the position
usually comes down to two things: (1) the power of
the person in that position to persuade other power-
ful actors in the system to go along with him or her,
and (2) the extent of presidential backing. Actual
budgetary power usually turns out to be more of an
illusion than a lever. This has been the experience
of the “drug czar,” an office created in 1988 to over-
see the 50-odd federal agencies involved in the war
on drugs.®

Thus, to date, the major organizational innovation
in a community everyone agrees is in need of
innovation is the creation of an office that essen-
tially “oversees” and “coordinates” other established
entities. This proposal had become the centerpiece
of lobbying by members of the 9/11 Commission

www.businessofgovernment.org
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Abbreviations and Acronyms
CIA Central Intelligence Agency
DI Directorate of Intelligence, CIA
DNI Director of National Intelligence
DO Directorate of Operations, CIA
FBI Federal Bureau of Investigation
HUMINT human intelligence
IC intelligence community
NIC National Intelligence Council
NSA National Security Agency
ODNI Office of the Director of National

Intelligence

PDB President’s Daily Brief
WMD weapons of mass destruction

who, aided by the emotional power of the families
of the 9/11 victims, sought to make sure that their
report was not ignored. This was ironic given that
one of the major strengths of the 9/11 Commission
report was the exceedingly detailed and authentic
accounts of the internal workings of various
government agencies—from the operational foul-
ups between the CIA and FBI that resulted in Khalid
al-Mihdhar and Nawaf al-Hazmi being allowed to
enter the United States to the pre-9/11 interpretation
of Foreign Intelligence Surveillance Act information
that resulted in keeping relevant National Security
Agency (NSA) and CIA information from domestic
criminal investigators. In the many government
foul-ups chronicled by the 9/11 Commission, few
occurred as a result of insufficient budgetary author-
ity, and many occurred as a result of bureaucratic
procedures so far down in the bureaucracy that they
are unlikely to be uncovered, let alone changed, by
the creation of a terrorism czar. Thus, to this author
and others, the organizational recommendations of
the 9/11 Commission bear little or no relationship
to the governmental problems that are so stunningly
recounted in the text.?

IBM Center for The Business of Government

The ODNI is likely to wield some power in the short
term because so much of the Bush administration’s
reform agenda in the intelligence arena is associated
with this innovation. But it may lack the statutory
clout needed to outlast the politics of its creation.
Creation of the ODNI reflects the sort of thinking
best summed up by a first-century Roman satirist:
“We tend to meet any new situation in life by reor-
ganizing. And what a wonderful method it can be
for creating the illusion of progress while producing
confusion, inefficiency, and demoralization.”™
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What Can the Intelligence
Community (IC) Learn from
Knowledge Management?

So if the creation of the ODNI is unlikely by itself
to achieve fundamental reform in the intelligence
community, what is? The problem with the ODNI

is that it deals with the very top of the community,
and yet the kinds of transformations called for in
the 21st century deal with how the frontline work
of that community is done. In an article written for
RAND, Deborah Barger argues that what is needed
is a revolution in intelligence affairs similar to what
took place in the military. The end objective of

this revolution should lead to “changes in people’s
behavior and day-to-day activities.”"" This report
attempts to lay out ways in which the emerging
field of knowledge management can foster creative
thinking about reforms at the front lines of the intel-
ligence community, the kinds of reforms likely to
change day-to-day activities. It will argue that what
the 21st century policy maker will need is global
knowledge that informs policy. The scope and depth
of that knowledge is fundamentally different from
what was needed by policy makers during the Cold
War and will thus require a frontline transforma-
tion of existing intelligence organizations and the
creation of new ones. The creation of the ODNI will
not guarantee that these reforms happen. However,
if the experienced officials who are now beginning
to staff the ODNI hope to escape becoming the 21st
century version of the drug czar, they would be well
advised to make fundamental organizational trans-
formation their primary goal.

So how can the new and emergent field of knowl-
edge management help in fundamentally restructur-
ing the front lines of the intelligence organizations?
Knowledge management studies have examined
how private sector companies create and use
knowledge as part and parcel of their organizational
culture. It is a common sense methodology that

attempts to organize the valuable internal informa-
tion of a company, much of which is experiential,
and integrate it into the more formal information
flows in ways that help the company stay com-
petitive. Corporate giants like Motorola, Microsoft,
IBM, and General Electric have worked hard at the
integration of internal knowledge. By organizing in
ways that are designed to maximize the creation of
new knowledge, these companies hope to apply the
knowledge of the company to innovations in both
products and processes.

Knowledge management arises in response to two
characteristics that the competitive global informa-
tion economy shares with the national security
community: uncertainty and data overload. Much
of the work on knowledge management in the
corporate community began in the late 1980s and
early 1990s when it emerged as a consequence

of both globalization and the information revolu-
tion.”? Knowledge management is an integral part
of an economy where “the only certainty is uncer-
tainty, the one sure source of lasting competitive
advantage is knowledge.”" In addition, knowledge
management tries to cope with the paradox of data
overload. In the 21st century, computers allow us
to collect and manage huge amounts of data, but
unless the data lead to changes in organizational
structure and changes in work, they won't do
anyone much good. The management guru Peter
Drucker writes, “as soon as a company takes the
first tentative steps from data to information, its deci-
sion processes, management structure, and even the
way its work gets done begin to be transformed.”

The IC of the 21st century will also have to cope

with uncertainty and data overload. Gone is the
stability of the nation-state era when intelligence

www.businessofgovernment.org
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could be defined as ascertaining the capacities and
the intentions of other nation states—and the work
of intelligence could be operationalized into more
or less discrete tasks such as stealing state secrets
or counting armored tanks. Divining the capacities
and intentions of other national actors was never
easy, but at least it was bounded. This work is not
going away. In fact, with the rise of China as a
potential adversary, it may be more important than
ever. But in an era when loose networks of terror-
ists, working in autonomous cells, can bring global
cities to their knees and threaten populations with
nuclear or biological weapons, the very source of
the national security threat is uncertain, and the IC
has to develop an additional paradigm to deal with
non-state threats. Terrorism is not the only non-state
threat. We have national security concerns about
proliferation, organized-crime trafficking in strategic
materials, chronic conflicts, genocidal outbursts that
demand intervention, failing states, and destabiliza-
tion from disease outbreaks, to name but a few.

Uncertainty means that we need to conceptualize
the IC as a community that provides knowledge and
makes sense of the world to policy makers—a func-
tion fundamentally different from conceptualizing
the IC as a community that provides information.
The IC of the 20th century could provide informa-
tion because it was built around an enemy that was
known, stable, and bounded. Because the Soviet
empire was, by and large, a closed system, intel-
ligence was developed and then defined around the
stealing of secrets. Stealing secrets on behalf of the
state was the classic work of espionage. In the Cold
War, the IC knew who the enemy was and what had
to be learned about them.

There were enormous advantages to this stability.
For example, the IC knew what languages spies and
analysts would need—Russian, Russian, and more
Russian. There was widespread consensus on the
name, location, and threat posed by the enemy, and
this consensus allowed Congress to give the IC the
benefit of the doubt when it came to operational
issues. Once that consensus on the enemy was gone,
Congress would become irate over previously toler-
ated practices such as the recruitment of unsavory
characters in Central America. The unintended con-
sequence was to generate a chilling effect on the
CIA and to create what more than one insider has
referred to as a risk-averse culture in the very busi-
ness—spying—where risk is needed. And, finally,

IBM Center for The Business of Government

because the Soviet Union was a closed system, the
IC did not have to compete with CNN, websites, or
bloggers; it had a near virtual monopoly on informa-
tion about Soviet intentions and capabilities.

According to one former intelligence community
officer, “To a certain extent, the Soviet Union is still
alive and well in the cultures and in the bureau-
cratic authorities of the IC.”" In contrast to the
Soviet threat, many of the national security threats
of the 21st century are not stable, they are not
bounded, and, in fact, they are not even known.

A small example of this is the fact that President
Bush no longer talks about Osama bin Laden. While
his detractors maintain that this is because bin
Laden is still at large, there is a more fundamental
reason. In the years since the 9/11 attacks, we have
come to understand that terrorist threats do not at all
resemble the highly organized Soviet threat of the
20th century. Officials from the intelligence services
of many different countries agree on the fact that
killing bin Laden, capturing his associates, or bomb-
ing his camps will not end the threat. CIA Director
Porter Goss recently told NBC News: “Certainly the
Al Qaeda organization represents the embodiment
of some kind of a network of global terrorism....

But we think in a kind of organized Western mind
about what a network would look like. It'’s not. It's
very amorphous. Some of it is self-starting. There are
cells here and there are cells there that are loosely
related.”'® In the Western mind, “we reduce conflict
to leaders and tend to believe that if we get rid of
the leaders, we get rid of the problem.”"” This is not
so with many 21st century threats.'

Second, the unparalleled amount of data collected
by the U.S. government doesn’t necessarily make
us smarter or safer. Sad testament to this phenom-
enon was the fact that within days of the attacks
of September 11, every newspaper in America
had photographs and biographical information on
all the hijackers. The amazing speed with which
this information was pulled together was one
simple reminder that while we had the data on
the hijackers, the systems in place would not allow
it to be translated into the kind of knowledge that
could have allowed us to predict threats and
prevent catastrophe.

Every day the U.S. government collects vast amounts
of information via its satellites. And yet there are
backlogs of conversations waiting to be translated
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and backlogs of satellite photographs to be looked
at.'” For instance, one expert described the data-
overload problem as follows: “In FY ‘03, with the
Global War on Terrorism and all the data that come
out of Afghanistan, plus all of the criminal and
fraud data we processed in the lab, if we printed

it and stacked it, it would have been over 18,000
Washington Monuments.... We are packing more
and more data in smaller and smaller places, charg-
ing less and less for it, and we are putting them in
more and more devices, and we can’t keep up.”?°

These changes in the post-Cold War national secu-
rity picture have resulted in the conviction within
much of the intelligence community that “our
fundamental business objective will change from
intelligence, that is the stealing of secrets, to that of
providing information, information that is from both
open and closed sources, that can be used by policy
makers and the public at large.”?" This is, frankly,

a very different and much more complex business
than stealing secrets from the Soviets, and it involves
reforms at the front lines of the community. And
while the author is the first to admit that there are
profound differences between private and public
sector organizations, the wisdom gleaned from the
private sector should be used to stimulate thinking
about public sector reforms in the critically impor-
tant area of intelligence for national security.

Eight themes appear and re-appear in the knowledge
management literature that suggest lines of reform in
the intelligence community. They are as follows:

1. Creating new knowledge requires tapping
the tacit knowledge of an organization and
combining it with the organization’s explicit
knowledge.

2. Knowledge-producing organizations allow free
access to information.

3. In knowledge-producing organizations, there is
extensive learning from others and employees
are embedded in outside networks.

4. In knowledge-producing organizations,
redundancy is not regarded as waste, rather
it is regarded as a key aspect of organiza-
tional design.

5. Knowledge-producing organizations engage
in “strategic rotation” of their employees.

6. In knowledge-producing organizations,
sequence is replaced by synchrony.

7. In knowledge-producing organizations,
systems exist that allow for learning from
past experience.

8. Knowledge-producing organizations engage
in continuous innovation.

Tacit and Explicit Knowledge

The intelligence community needs to develop ways
to combine tacit and explicit knowledge.

Tacit knowledge is highly personal, hard to
formalize, and difficult to communicate to others,
in contrast to explicit knowledge, which is formal-
ized, rational, and easily communicated to others.
Real knowledge usually involves the meaningful
interaction of the two. There is a significant amount
of literature on tacit knowledge, sometimes called
“implicit” knowledge. Tacit knowledge is defined as
“a natural concept that refers to a type of knowledge
that has been shown in previous research to be use-
ful in predicting performance in real-world endeav-
ors.” It is a “key to intelligent behavior in practical
settings, it is the practical know-how that one needs
in order to succeed.”?? Implicit learning is defined
as: “the non-intentional, automatic acquisition

of knowledge about structural relations between
objects or events.”?

Tacit knowledge has been shown to be critical to a
wide variety of fields, from law to medicine, from
management to teaching, and from sales to the mili-
tary.?* In their study of military leadership, Horvath
et al. conclude that this knowledge “operational-
ized or supplemented the doctrinal guidelines....
[And was] learned over time through experience
in real-world settings.”?* And in a recent best-
seller titled Blink: The Power of Thinking Without
Thinking, Malcolm Gladwell popularizes much of
this research by weaving together stories of how
the unconscious knowledge of experts is exercised
nearly instantaneously.?°

But as important and fundamental as tacit knowl-
edge is to highly skilled work, organizations have a
hard time capturing and using it. An exception is the
Matsushita Electronics Company. Ikujiro Nonaka,

a leading expert on knowledge management in the

www.businessofgovernment.org
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private sector, tells how Matsushita set out to design
a home bread-making machine. They were having
trouble getting the machine to knead the dough cor-
rectly, so the company sent an employee to the bak-
ery known to make the best bread in Tokyo to study
with the chief baker. The best baker in Tokyo had a
certain technique, developed over many years, for
kneading bread. This technique, pure tactic knowl-
edge on the part of the master baker, needed to be
transferred to the machine’s kneading arm. After
studying his methods and observing the baker, she
was able to go back to the company and work with
the engineers to design a machine that more closely
reproduced the baker’s style. The result was the best-
selling machine on the market.?”

On one level, organizations value tacit knowledge.
It is one of the reasons why CEOs so often come up
through the “line” portions of the corporations and
why in retailing even the highest-level executives
are expected to “walk the floor” and have some
experience in sales. Much of modern management
science preaches flattening organizations, listening
to the “edge” of the organizations, empowering the
front lines, and other strategies that are attempts to
capture the tacit knowledge usually held by those
closest to the customers. But creating organiza-
tions that routinely and effectively integrate tacit
knowledge with explicit knowledge and use it for
continuous improvement is not so easy. Writing in
the California Management Review, Liam Fahey and
Laurence Prusak conclude, “in spite of the empha-
sis upon tacit knowledge in both traditional epis-
temology and the recent knowledge management
literature, organizations seem especially reluctant to
grapple with its management.”?®

This is very much the case in the intelligence com-
munity. In the IC, the possessors of tacit knowledge
are the people who work in country in the CIA’s
Directorate of Operations, otherwise known as

the “handlers” of spies and the spies themselves.
Because the collectors of intelligence in the field
live in a foreign country, speak the native language,
and interact with the locals, they tend to possess the
tacit knowledge that, in combination with explicit
knowledge, is so critical to figuring out what is
going on. That is one of the reasons why almost all
intelligence reform commissions have called for
more spies, or human intelligence (HUMINT.) And
that is why one of the most disastrous assumptions
of the post-Cold War era was that the U.S. could
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do with fewer human sources of intelligence and
more satellites.

Since 9/11, recruiting in the Directorate of Opera-
tions has been robust, and lip service, at least, has
been given to the need to build up HUMINT.?* But
the literature of knowledge management suggests
that more spies won't necessarily produce bet-

ter intelligence if the tacit knowledge they acquire
along the way isn’t sufficiently integrated with the
explicit knowledge that the analysts back in Langley
collect. This is a challenge in any organization, but
it is an even bigger challenge in an organization that
has built a wall between operations and analysis and
considered that wall a virtue. In a recently declas-
sified essay from 1961, a member of the IC who
was critical of the separation of spies from analysts
describes the separation of operations and analysis
as based on two assumptions. First, the analyst is
presumed to be better at the job of evaluation—even
though the collector makes decisions every day on
what to pursue and what to ignore that are part and
parcel of the evaluation process. Secondly, the col-
lector is assumed to be undependable “as a maker
of objective judgments” because of his contact with
his sources and his personal interest in the suc-

cess of his operations.*® A more recent member of
the intelligence community adds that while no one
wanted analysts running cases, the distance the
analytical community maintained from reporting
sources grew larger and larger on the grounds that
that was the only way to preserve objectivity.

The lack of trust between the Directorate of
Intelligence (DI) and the Directorate of Operations
(DO) at the CIA was fully reciprocal. Just as analysts
didn’t trust the judgment of collectors, collectors
didn’t trust analysts. And even if they did, very few
members of the DO wanted to add more people to
the inner circle of knowledge and operations.

While there are, no doubt, merits to these argu-
ments, they have been used to justify a division
between the DO and the DI that has grown so large
as to be counterproductive, especially in a world
where the enemy is not constant and thus the pre-
diction of surprise is difficult. A CIA operative in
Tehran in the late 1970s recalls arguing for permis-
sion to use the word revolution in a communiqué
to Washington in February of 1978. Later that year,
the chief analyst for Iran wrote the following, now
famous (or infamous) report, stating that Iran is “not
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in a revolutionary or even pre-revolutionary stage.”*'
His experience recalls the admonition of the opera-
tive who, writing in 1961, explained, “Many of the
indicators simply do not speak to the analyst in his
remote office with the same ring they have for the
collector experiencing them in the field.”*> What is
lost is the tacit knowledge of the collector.

The extent to which this knowledge is lost is even
more critical in a world where security threats are
constantly changing and unbounded. One former
security expert posed the question as follows: “The
nation state tended to specialize and professionalize
such things. It drew a bright line between collectors
and analysts. The market state won’t put up with
that. It will not allow experts to have the final say.

[t wants more...."*?

The need for more knowledge means that the intel-
ligence community will also have to expand its defi-
nition of the community to include more collectors
of information than those typically found in the DO.
The holders of relevant tacit knowledge are not just
spies but police officers on the beat in every city
and town in the world. Volumes have been written
about the conflicts between “cops and spies.” But
usually these refer to the decades-long conflicts over
turf between the FBI and CIA. The fact is that in the
21st century we will need to depend not just on FBI
agents but on ordinary cops on the beat in cities
around the world.

Experienced police know when something is wrong.
A Philippine policewoman named Aida Farsical
trusted her intuition one night in 1995 when a rou-
tine fire alarm went off in Manila. Her “intuition”
led to the arrest and interruption of the famous
“Bojinka” plot, which, had it been successful,
would have resulted in fatal explosions aboard 11
long-haul airline flights between the United States
and Asia.** The homegrown American terrorist
Timothy McVeigh, who was executed for blowing
up the Murrah Federal Building in Oklahoma City,
was caught by Charlie Hanger, an alert Oklahoma
highway patrolman.’® And the “Millennium Plot” to
blow up Los Angeles Airport was disrupted by Diana
Dean, an alert customs agent at the Port Angeles
border crossing from Canada into the United
States.>* In the past three years, British police have
broken up at least two cells, and maybe as many

as five cells, that were planning major attacks—

even though, sadly, they failed to interrupt the

July 2005 attack.*” And the New York City Police
Department, with officers based around the world
and specialized anti-terror teams that integrate
what’s going on in Pakistan as well as what's going
on in the Bronx, is a model for the new role of big-
city police departments in the I1C.3

The “street smarts” of cops on the beat may con-
stitute the ultimate in tacit knowledge and the best
chance to avert catastrophes. Capturing that knowl-
edge is the first of many challenges confronting the
front lines of the intelligence community.

Implications for Intelligence

Community Actions

The CIA especially, but the larger IC as well, needs
to focus on its core mission—the creation of valu-
able secret knowledge that makes sense out of the
various perplexing and unknown threats of the 21st
century. This will involve not just more spies but the
creation of a closer relationship between collectors
and analysts, one that will allow the organization
to capture both tacit and explicit knowledge. Some
have suggested having analysts spend more of their
working life in country than they currently do and,
simultaneously, breaking down the walls that exist
between collectors and analysts so that they have
more of a collaborative relationship.

An organization more tightly focused on secrets

still needs analysts who are dealing with open
source data as well as secret information. One
experienced intelligence professional summarized
the symbiotic relationship by using the metaphor

of a jigsaw puzzle: “you have this nifty piece of the
jigsaw puzzle, a very important piece, a secret. But
you don’t know where the hell it fits. But the open
source people may give you the picture on the cover
of the box, and now, ‘aha, | see the whole picture,
that’s where it fits.” And yet the open source people,
trying to look at this picture, may have drawn it
without this key piece of the puzzle; they may have
to actually rearrange the picture if they find it.”*
Thus, focusing the CIA on the collection of valuable
secrets involves the kind of open source knowledge
that many analysts currently use, but it should be
integrated with secret knowledge in a way that
makes the secrets more valuable.

www.businessofgovernment.org
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Access to Information

The intelligence community needs to free up access
to information.

All the techniques of knowledge management
depend upon open access to information within

the company. In companies that work to create
knowledge, there are no differentials in information
between those at the top, those in the middle, and
those on the front lines. Nonaka argues, “When
information differentials exist, members of an orga-
nization can no longer interact on equal terms,
which hinders the search for different interpretations
of new knowledge.”*° The literature on knowledge
management advocates establishing knowledge net-
works, knowledge repositories, and communities of
practice. In recent years, principles of just-in-time
management have been employed in knowledge-
heavy industries such as healthcare to reduce the
amount of time knowledge workers have to spend
to stay current.”!

One of the most common organizational mistakes
is to treat knowledge as if it existed “predominantly
outside the heads of individuals.” This problem,
identified by Fahey and Prusak, stems from the diffi-
culties organizations have understanding that “data”
is no substitute for knowledge. Information technol-
ogy allows organizations to build elaborate knowl-
edge bases and search engines, and in the course
of this data management, they tend to forget that
knowledge does not have a life of its own—it only
exists when people use it!*

If ordinary private sector organizations have trouble
sharing knowledge in ways needed to turn data into
knowledge, imagine how much more complex this
problem becomes when much of the data is secret.
Secrecy impedes the free flow of information. The
famous “need to know” dictum only works in a
world where you know what you need to know. In
a world characterized by a high degree of flux and
uncertainty, it is hard to know what a given analyst
or consumer needs to know. Bruce D. Berkowitz
and Allan E. Goodman, two of the most thoughtful
intelligence experts around, write, “A culture that
assumes facts are secret until determined otherwise
can have all sorts of pernicious effects.... Secrecy
runs counter to the essence of the information revo-
lution, where the free flow of information drives
productivity and creativity.... Organizations in the
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Information Age take advantage of such ideas by
operating as open, fluid networks.”* Echoing these
sentiments, Congresswoman Jane Harman, rank-
ing Democrat on the House Special Intelligence
Committee, suggests moving from a “need to know”
culture to a “need to share” culture.

In addition, it is possible that, in the Information
Age, the sheer number of covert items needed to
put together a security puzzle may have decreased
relative to the number of overt items readily avail-
able. During the Cold War, the Soviet Union worked
hard to keep both its intentions and its capabilities
secret. In the war against Osama bin Laden, the
capabilities are hidden but the intentions are not. In
Imperial Hubris, a U.S. intelligence official, critical
of the lack of understanding that the U.S. govern-
ment has shown in its policies in the Muslim world,
spends a large part of his book showing how the
bulk of Osama bin Laden’s intentions were public
and available for all to see—as was information on
Afghanistan. “The great bulk of it [information on
the mujadeen] requires no access to signals intelli-
gence, clandestine collection, diplomatic reporting,
or satellite imagery. A trip to the local library prob-
ably would suffice....”*

One journalist who covers intelligence describes
the changing relative value of secrets as follows:
“We live in what | sometimes call the age of overt
action. Most of the things that matter in the world
today happen in open space, in front of the televi-
sion cameras.”* Yet, in spite of these changes, the
intelligence community clings to secrecy. Even inter-
nal processes designed to balance the risk of reveal-
ing secrets against the need to share information
tend to err on the side of protecting secrets. One
student of the process summed up the problem as
follows: “Let’s face it, our business is collecting and
protecting secrets, but the secrets that we collect
are not useful unless we share them appropriately.
As our secrets become more and more time critical,
it is imperative that we provide this information to
others quickly and seamlessly, but we must still
protect our secrets.”4®

Secrecy prevents the IC from turning data into
knowledge, and it reinforces the organizational
stovepipes that plague all large organizations—
public and private. This is dangerous in two
respects. First of all, secrecy tends to hide, or at
least obscure, the analysts’ visibility into the reli-



TRANSFORMING THE INTELLIGENCE COMMUNITY

ability of sources. An internal intelligence commu-
nity report, commenting on what went wrong with
intelligence in Irag, concluded that all too often
clandestine reporting used different descriptions for
the same source—with the result that analysts were
led to believe they had corroborative information
from more sources than was actually the case.*’ In
addition, excessive secrecy allows analysts to rely
on unreliable sources. One of the most famous is
called “Curveball,” an Iraqi defector who provided
information on supposed biological weapons in Iraq
to the Defense Department’s intelligence office and
whose claims were not discredited until 15 months
after they were featured prominently in Secretary of
State Colin Powell’s address to the United Nations
that made the case for war.* Secrecy within the
government and the paucity, indeed absence, of
other real information—contextual or otherwise—
on Saddam Hussein’s government allowed the
government to draw conclusions that were to
prove false.

The second problem with secrecy within the intel-
ligence community is that it tends to reinforce orga-
nizational stovepipes. Within the community there
are groups that focus on regions and countries, and
groups organized around functional expertise and
crisis response. Two different studies of why the IC
failed in its assessment of weapons of mass destruc-
tion (WMD) in Iraq cite the failure to meld exper-
tise on WMD with expertise on the political and
cultural situation in Iraq. An internal intelligence
community report concluded that in the intelligence
world, technical analysis came to dominate regional
analysis—resulting in a lack of perspective and
comprehensive understanding of the Iraqi target.*
The Commission on the Intelligence Capabilities

of the United States Regarding Weapons of Mass
Destruction (hereinafter referred to as the Silberman/
Robb report for its chairs, Laurence Silberman and
Chuck Robb) concludes, “In short, the intelligence
community did not sufficiently understand the
political dynamics of Saddam Hussein’s Irag, and

as a consequence did not understand the political
and economic pressures that led to his decision to
destroy his WMD stockpiles while continuing to
obfuscate about Irag’s possession of WMD.”*

Transnational threats cannot be fully understood
without also understanding the geography in which
they thrive—be they the Muslim ghettos of British

industrial cities or the failed states of Africa. But
understanding the “mysteries” as opposed to the
“puzzles” of the 21st century requires the constant
integration of different kinds of information since,
as Gregory F. Treverton writes, “most of the criti-
cal questions facing American foreign policy are
mysteries.”' Studies of high-reliability organizations
find that they regularly bring different departments
together in order to better understand problems.
Secrecy is inimical to the kind of cross-organiza-
tional cooperation found in organizations that
create knowledge.

Finally, secrecy allows the IC to hide its mistakes
and avoid change. This is one of the major differ-
ences between bureaucracies in the IC and bureau-
cracies on the domestic side of the government.
Domestic agencies have a very hard time hiding
their mistakes. The IC doesn't.

Implications for Intelligence

Community Action

As we have seen, secrecy is a major impediment to
knowledge sharing. As a first step, the IC as a whole
should try to standardize its security clearances and
its classification processes within the federal gov-
ernment. This will allow for the creation of internal
“communities of practice,” or “directories” of people
who have substantive knowledge about specific
issues. Most practitioners of organizational trans-
formation begin with what is commonly referred to
as “the low-hanging fruit”—meaning those things
that are relatively straightforward and that signal the
direction in which the organization should move.
Removing obstacles to communication within

the 15 federal IC entities is low-hanging fruit. It

is straightforward and would signal a new era of
“jointness” in the IC.

Years ago, a reform commission called the Murphy
Commission on Governmental Reorganization
called for a “unified personnel system for the foreign
service agencies, designed to eliminate rivalries and
provide a mechanism to support all non-military
overseas options. In effect, the channels through
which the State Department, the Central Intelligence
Agency, the International Communications Agency,
[Unites States Information Agencyl, and the Agency
for International Development now recruit, train,
and deploy their junior officers would be replaced
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by a single body.”>> While it may not be necessary
to establish a unified personnel system, it is clearly
time for more uniformity in the clearance system,
and all new IT systems should be compatible
across agencies.

External Networks

The intelligence community should make use of
external networks.

The global trend in manufacturing has been to pro-
duce fewer and fewer parts of a product in house,
instead relying on a network of subcontractors. For
instance, corporate giants like Ford Motor Company,
General Motors, and Dell find themselves embed-
ded in “value networks” or “production networks.”
Timothy Sturgeon of the Massachusetts Institute of
Technology writes that “a network highlights the
nature and extent of the inter-firm relationships that
bind sets of firms into larger economic groups.”>*
The trend toward networks can be seen in the pub-
lic sector as well, where government has contracted
out much of its social service work to nonprofit
organizations, for-profit organizations, and even
churches.™

The organizational move to networks in the private
sector and in the public sector reflects the desire
for both specialization and innovation that allow
for the flexibility so central to organizations in the
Information Age. Rather than designing automobile
interiors themselves, Ford Motor Company finds it
makes sense to contract out interiors to companies
that specialize in interiors. Rather than trying to
figure out a regime for getting welfare mothers back
to work, state governments routinely contract out
that work to a variety of providers who focus on
those programs.

The “production network” in the creation of relevant
national security information in the 21st century
will need to involve many actors outside the IC
itself. But if differences in security clearances and
rules hamper the sharing of information within the
United States federal government, those rules and
the culture they reinforce are fatal to the sharing of
information outside the IC. Creating collaborative
networks within and among government intelligence
and law enforcement is difficult enough. As the IC

is called upon to provide a higher level of cultural
expertise and analysis, it will be called upon to

IBM Center for The Business of Government

monitor the cyber café and the defense minister’s
office. The IC already relies on large amounts of
open source data, and its reliance on open sources
is likely to increase, not decrease. The IC will be
called upon to distinguish fact from fiction in this
increasingly open and diverse world. If, as discussed
earlier, it is important to understand the reliabil-

ity of clandestine sources such as the infamous
“Curveball,” it is equally important to be able to sort
out fact from disinformation from outright fiction on
the Internet.

This involves a great deal of work—much of it new.
The organizational solution is to create the equiva-
lent of a production network for the production of
intelligence that can take advantage of expertise and
perspectives that may not reside within intelligence
or law enforcement structures. To do this effectively,
the IC will have to rely on open source material
and embed itself in the networks of journalists,
academics, businesspeople, political consultants,
and scientists that already have the experience
needed to sort out complexity in the world.

However, in the course of trying to create these
networks, the IC will come up against people who
do not have—and may not want—security clear-
ances. While certain portions of the intelligence
community develop relationships with professionals
who have relevant (usually country-based) exper-
tise, there is a limit on the number of people who
wish to have regular contact with a secret agency.
For journalists, identification with the IC could
cause sources to dry up—quickly. For academics,

it could hamper the perception of their objectivity.
For American business, it could cut sales. And for
the American political consultants who increas-
ingly advise political leaders in countries around
the world, and who could offer incredibly impor-
tant insights into the intentions of national leaders,
it could be the end of their business.>> And since,
as the nuclear non-proliferation expert Ash Carter
points out, the government has had and will con-
tinue to have a hard time recruiting and retaining
top scientific talent, given the more lucrative pros-
pects in private industry, it will need to “forge better
links with the outside scientific community so that
advice and insight are ‘on call.” "% This conclusion
is true not just for nuclear experts but for experts in
the spread of diseases that, intentionally or uninten-
tionally, could constitute a new and extraordinarily
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Excerpts from “Building a Comprehensive Open Source Intelligence Capability”
By W. Scott Gould

Overview

The WMD Commission,®” Congress, and the President have made the case for improving the open source intelligence
capabilities of the intelligence community. Now the intelligence community faces the challenge of designing an open
source capability that will incorporate open source intelligence into virtually all of its products. This IBM white paper
proposes a model for creating a Directorate of Open Source Intelligence (DOSI) that is fully integrated into the intel-
ligence community and will facilitate cooperation and collaboration among the constituent agencies of the intelligence
community, other federal agencies, state and local governments, and the private sector.

The intelligence community (IC) is already overwhelmed with incoming information, and additional data alone will
not necessarily improve the analysts” ability to provide predictive, timely intelligence to the warfighter and policy
maker. The IBM white paper recommends the organizational structure, business processes, and human and technical
capabilities required to build a comprehensive, efficient open source intelligence capability. Embedded in these struc-
tures, processes, and requirements is the recognition that frontline intelligence analysts need better tools to cut through
the clutter. Consequently, training and a constantly running, adaptive, automatable, and customizable technology
solution will be central to the utility of the capability.

Why Open Source Intelligence Is Now Needed

The information revolution of the past 20 years has resulted in a huge shift of information into the public domain.
Today, the amount of open source information®® accessible to the intelligence community is immense and rapidly
expanding. It includes a wide variety of web-based materials (blogs, online publications, and commercially available
databases), printed materials (pamphlets and underground newspapers), audio and video feeds (television and radio
broadcasts and taped public speeches), and imagery (photographs and commercial satellite images).

This open source information is a powerful resource for the intelligence community, giving analysts a new window into
the outside world. Beyond obvious functions such as monitoring extremist websites, open source information and tools
can provide a new depth of understanding into the societal, cultural, and political dynamics and events taking place

in countries around the world. The context or background developed through this enhanced understanding has the
potential to inform and improve the full range of intelligence products.

Unfortunately, not only is much open source information going uncollected, but also analysts do not have the tools
they need to successfully exploit such an overwhelming array of data. It is impractical to hope that the U.S. intelligence
community would ever be able to collect and analyze all of the information that is available. However, with the correct
policies and resources, the intelligence community has the opportunity to vastly increase its exploitation of open source
information. Further, with the proper analytical and collaboration tools, the intelligence community’s resources can be
leveraged to better target the highest value open source information.

What an Open Source Model Would Look Like

Open source information is accessed or collected from a vast array of sources on a prioritized basis. Raw information is
immediately made available to analysts throughout the intelligence community. Analysts are given access to customizable
and automatable analytical tools including machine translation, knowledge discovery, trend analysis, and social-network
analysis tools to allow them to cut through the clutter. Training on efficient and effective use of these tools will be the key.

The model calls for a small cadre of open source intelligence (OSINT) specialists who will develop specialized OSINT
products, best practices, and training programs for the rest of the community. The OSINT specialists will also build and
administer a network of civilian experts, both foreign and domestic, cleared and uncleared, who can provide cultural
context and intelligence. This resource would be available to all members of the IC.

Finally, for the new open source capability to be successful, its management must be centralized and empowered. Strong
central management is needed to overcome the traditional skepticism of the community toward OSINT and to make sure
this resource is fully integrated into the intelligence process throughout the community. Centralization will provide impor-
tant economies of scale when dealing with vital technology and policy issues.

W. Scott Gould is Vice President, Public Sector Strategy and Change, IBM Business Consulting Services. His e-mail:
w.scott.gould@us.ibm.com.

To read the full paper, go to www.businessofgovernment.org/gli.

www.businessofgovernment.org

17



TRANSFORMING THE INTELLIGENCE COMMUNITY

18

disruptive national security threat. Thus, to truly take
advantage of networks in the creation of relevant
national security knowledge, we may need to turn
to new organizational forms outside of the IC.

Implications for Intelligence

Community Action

Embedding the IC in external networks is difficult.
The IC needs to look outward, toward collaborations
with the intelligence services of other nations, and
inward, toward collaborations with state and local
law enforcement entities. In a recent meeting of
intelligence professionals in Madrid, the participants
concluded, “It is the duty of all nations to maintain
their own security, but it is also their duty to actively
assist in the security of all other nations—terrorism
threatens everyone’s security.”*® They suggest the
creation of regional centers for analysis and the
review of clearance and classification regimes.

In addition, the IC needs to figure out how to cap-
ture the tacit and explicit knowledge of police forces
and state troopers in the United States. It has been
suggested that 1 to 2 percent of the approximately
600,000 to 700,000 police officers in the country
be given special training and a technology to tie
them together with the federal IC as a means of
capturing the street smarts of those who are most
likely to come across terrorist cells.*

But when it comes to capturing the relevant knowl-
edge that resides in the private sector—be it in busi-
ness, academia, or journalism—it’s not as simple as
the creation of a network and the reform of classi-
fication. Some people will never want to be associ-
ated with a spy organization, especially one that,
as appears likely, will conduct more and more
clandestine operations as time goes by. And yet
there is an enormous amount of open source infor-
mation that has relevance for 21st century threats.
The Silberman/Robb commission stated, “there is
not yet an institutionalized, effective method to
exploit open source resources that would have
allowed a better understanding of developments in
[rag.”®" They recommend creation of a small cadre
of open source analysts in the ODNI.%

Many other dedicated intelligence professionals
share this concern about the need to increase open
source collection and analysis by, for example,
monitoring the bloggosphere. But at some point
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one has to wonder if we aren’t asking the current
[C—especially the CIA—to simply do too much.
We want more and better HUMINT, which we can
get only if we have analysis that can guide col-
lection and put it in context. And we want more
and more analysis of a huge open source world,
where much of the data might be intentionally or
unintentionally misleading. The answer to the lat-
ter dilemma is to create networks of experts who
are outside the IC. But is it realistic to assume that
an effective open source capacity can be built in a
secret organization?

My conclusion is no. While secrecy may have gone
too far in some instances, secrecy is here to stay.
Graham Allison argues that the only way to prevent
a nuclear terrorist disaster is to increase our stock
of “shooters”—people who can carry out targeted,
covert operations—and espionage.® To the extent
that the capacity for covert action remains in the
CIA and is enhanced, Pakistani professors, Afghan
journalists, and others that the United States may
wish to learn from will have trouble even getting
into the building—assuming they even want to try.
And those who would want to try we may not want.
Al Qaeda would like to infiltrate the CIA—as many
as 40 suspicious individuals have apparently tried
just that in recent months.®*

Thus, rather than attempt to load on to a secret
organization the job of analyzing open source
information, we should bite the bullet and create

a new, open source analytic arm in the U.S. govern-
ment. This could be located in a variety of places,
but one logical place is in the State Department as
a supporting staff in the office of the undersecretary
for public diplomacy. This is a new job. Given the
growing hatred toward Americans in certain parts of
the world, it is a job that has yet to be done well. To
do that job effectively, the undersecretary needs a
lot more than a background selling soap. He or she
needs the deep cultural analysis and understanding
that can only come from tapping into a wide vari-
ety of non-governmental networks. This staff should
be distinct from the CIA, the DNI, and the State
Department’s Bureau of Intelligence and Research.
It should not have access to secret information. If it
is seen as a front for the CIA, then it will have diffi-
culty building the open source networks it needs.

Others have suggested that the government cre-
ate a new agency that would conduct open source
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analysis for the government as a whole, along the
lines of the Congressional Research Service or exist-
ing federally funded research and development
centers (FFRDCs) such as RAND and the Institute for
Defense Analyses.®> And yet this new open source
organization should be responsible for the creation
of a product that is seen regularly by the same
policy makers who view the secret products being
produced by CIA/ODNI. In addition to cultural
analysis that bears on national security questions, a
purely open source organization can incorporate the
health and scientific community to help policy mak-
ers monitor potential global instability resulting from
environmental or health degradation. The job of
reconciling open source and secret data must ulti-
mately fall with the president and his designees—in
this instance, the National Security Council.

Redundancy

The intelligence community needs to
value redundancy.

In knowledge-producing organizations, redundancy
is not considered waste; it is looked upon as a key
aspect of organizational design. In companies,
redundancy is used to create internal competition.
At Canon, for instance, “The company organizes
product-development teams according to ‘the prin-
ciple of internal competition.” A team is divided into
competing groups that develop different approaches
to the same project and then argue over the advan-
tages and disadvantages of their proposals. This
encourages the team to look at a project from a vari-
ety of perspectives. Teams work on the same product
and then argue over aspects of product design.”®

In the U.S. business culture, redundancy in product
development fits the cultural beliefs in the value of
competition. Thus, many companies have developed
strategies designed to get parts of their organizations
to compete against other parts. However, the value
of redundancy and internal competition depends

on how it is managed. In their research, the organi-
zational theorists Jeffrey Pfeffer and Robert Sutton
found that “internal competitions didn’t just harm
the losers. They harmed everyone who had a stake
in the organization.”®” They go on to urge caution in
the use of internal competition.

In the intelligence community, as in the corporate
world, redundancy can be a blessing or a curse,

depending on how it is managed. The motivating
factor for the creation of the ODNI was the fact that
15 agencies in the U.S. government were involved
in intelligence work. Somehow the assumption was
that if they were better coordinated, the intelligence
would be better. This argument fits some intelligence
failures but misses many others. In the case of 9/11,
it could be argued that the various pieces of the
puzzle might have come together if there were one
center such as the new Terrorist Threat Integration
Center or the new ODNI—although much of the
relevant data may not have made it that far up the
food chain. On the other hand, some of the criti-
cism of the 9/11 intelligence failure and much of the
criticism of the Iraq intelligence failure stem from
the absence of competition in the production of
intelligence estimates. “Group think” and the “con-
tinuation of basic trends” are responsible for many
failures. In the case of 9/11, the assumption was that
Osama bin Laden would strike outside the United
States. In the case of Iraq, “collectors of intelligence
absorbed the prevailing analytic consensus and
tended to reject or ignore contrary information.

The result was ‘tunnel vision’ focusing on the intel-
ligence community’s assumptions.”®®

The problem of group think is not new. “The most
distinguishing characteristic of failed estimates—
the Sino-Soviet split, the development of the ALFA
submarine, the Qadhafi takeover in Libya, the OPEC
[Organization of Petroleum Exporting Countries]
price increase, the revolutionary transformation of
Ethiopia, the Soviet invasion of Afghanistan, or the
destruction of the shah’s Iran—was that it involved
historical discontinuity, and, in the early stages,
apparently unlikely outcomes.... Analysts of the
period clearly lacked a doctrine or a model for
coping with improbable outcomes.”® In the case

of Israel’s failure to predict the 1973 Yom Kippur
War, group think around the conditions under
which Egypt would attack were so strong that
Ephraim Kahana writes, tongue in cheek, that

“even if President Sadat himself met Mrs. Meir

and informed her that he was about to hurl his
army against Israel, Meir would probably ask him

if he had long-range bombers and Scud missiles....
Hearing President Sadat reply in the negative, Mrs.
Meir would no doubt say, ‘Okay, when you get these
weapons come and see me again and we'll talk.” ”7°

The problem before the IC is to develop processes
that overcome the powerful tendencies toward
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group think without asphyxiating the internal coop-
eration so necessary to the production of knowl-
edge. One solution is to institutionalize competitive
analysis so that it becomes a feature of every intel-
ligence product from the President’s Daily Brief to
the National Intelligence Estimates. A high-level
group of intelligence professionals concluded that,
to the extent alternative analysis is used, it is epi-
sodic, “tacked on” to conventional analysis instead
of being an essential component and not particu-
larly effective in influencing the policy process.”
Perhaps that is why, in spite of the fact that alterna-
tive analysis was supposed to be standard practice,
Congress recently passed legislation giving the DNI
the authority to enforce alternative analysis of intel-
ligence products.”

Another strategy for introducing redundancy into
the intelligence product is to mandate an alterna-
tive narrative, that is, another explanation for the
same pieces of information. In addition, it may be
time to add other competitive intelligence products
to the President’s Daily Brief. The tradition of pre-
senting only one PDB to the president and other
policy makers—and the resultant pressure to forge
consensus—results in a loss of information for the
very person who needs it most. Building effective
redundancy into the IC will involve changes in its
products and in the ways consumers use and under-
stand them. There are some early signs of change

in this direction. Apparently President Bush has
recently begun to receive a variety of different intel-
ligence reports and, prompted by the findings of
the Silberman/Robb report, the new DNI is looking
for ways “to highlight differences among analysts at
various agencies.””?

Finally, the IC might come to value redundancy and
competitive analysis, but it will be for naught if the

customers of those products—the president and the
national security apparatus—don’t. Intelligence, for
the foreseeable future, will simply take up more of

the president’s time.”

Implications for Intelligence

Community Action

Open source versus secret reporting is one way to
build redundancy into the intelligence process. It is
one powerful form of competitive analysis, but the
value of redundancy argues for competitive analysis
to be built into every IC product. Among the objec-
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tions to this strategy is the fact that policy makers,
particularly the president, are assumed to have little
time for competing and confusing analysis. Thus,
internal pressures to “sign on” to intelligence assess-
ment and to declare evidence a “slam dunk” are
assumed to help the president. As we have seen,
they don't.

For the foreseeable future, U.S. presidents will
simply have to spend more time on foreign policy
and more time on intelligence. Gone are the naive
days of the 2000 presidential election, when both
George Bush and Al Gore spent so much time in
classrooms you would have thought they were
campaigning for local school board. In our lifetimes
at least, the mantle of global leadership will fall on
American presidents no matter who they are and
no matter their policy.

All presidents and some members of the House and
Senate will have to spend less time on some domes-
tic issues, perhaps devolving major responsibility
on some issues back down to the states, and more
time getting foreign policy right. This is one part

of the job of national leaders that, for all practical
purposes, can’t be learned too much ahead of time.
Senators and representatives need to stop rotating
off oversight committees and stay there long enough
to develop the expertise they need to do the job.

To do that job well they will need more and com-
peting intelligence resources. The President’s Daily
Brief should regularly contain competitive analysis
that the president sees. And the president should
see a regular analysis of open source information.
Much of the information might be redundant, but
that’s okay—redundancy is a key aspect of effective
knowledge communities.

Job Rotation and Matrix
Management Systems

The intelligence community should explore the
strategic rotation of employees and matrix
management systems.

Knowledge-producing organizations create new
knowledge through the “strategic rotation” of their
employees. In manufacturing, job rotation has
been known to relieve repetitive stress injuries and
to contribute modestly to productivity increases.
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Companies such as IBM and McDonald’s encour-
age cross-functional job rotations and have found
that these rotations help them retain top talent and
enrich their products.” Strategic rotation is another
way of making sure that information is shared
widely throughout the company and that employees
gain a better understanding of the whole and not
just the parts.

In the U.S. government, the most visible and, in
some ways, wrenching experiment with strategic
rotation has come in the military, as it adapts to the
changes required by the passage of the Goldwater-
Nichols reforms. In 1986, tired of inter-service com-
petition and the lack of coordination that resulted
in some notable military disasters such as the failure
to rescue the Iranian hostages, Congress passed leg-
islation that sought to bring about massive cultural
change in the military by creating one fighting force
out of four.”® Part and parcel of those changes was
the requirement that officers complete a full tour of
duty in a joint assignment prior to being selected to
the general and flag officer pay grade. “Jointness” is
now an accepted part of the military culture.

In an effort to transform the FBI into a more effec-
tive counter-terrorist organization, a new career path
for special agents was established. This career path
gives all agents experience in intelligence collection,
analysis, and dissemination, and makes intelligence
officer certification a prerequisite for advancement.””

In addition to the strategic rotation of employees,
companies use matrix management to break down
boundaries between divisions and specializations.
It is at once a strategy and a culture, as evidenced
by an early article on the topic titled “Matrix
Management; Not a Structure, a Frame of Mind.”
In it, the authors caution, “Keeping a company
strategically agile while still coordinating its
activities across divisions, even continents, means
eliminating parochialism, improving communica-
tion, and weaving the decision making process into
the company’s social fabric.””®

The concept of matrix management is especially
important to the intelligence community, where it
may not be practical or advisable to make people
rotate jobs. After all, the community needs deep
technical expertise in things like the interpretation
of satellite photography and the construction of

small nuclear devices. And it needs deep cultural,
social, and language expertise in regions and coun-
tries and ethnic conflicts. But what we learned the
hard way in the first decade of really trying to deal
with transnational threats is that “transnational
issues require combinations of regional and func-
tional expertise.””” In other words, just because a
new set of issues is “transnational” doesn’t mean
that national and regional expertise is irrelevant.
In fact, “Terrorism has a base—when you separate
it out from its regional base you lose something.”%

The systematic strategic rotation of analysts with
functional expertise into units responsible for
regional expertise may be one way to prevent the
kinds of mistakes that happened in Iraq when tech-
nical expertise was taken out of its political and
social context. An internal review of the problems
leading up to the incorrect intelligence in Iraq
concludes that offices which focus on functional
and technical issues have narrowly focused intel-
ligence—and this narrowly focused intelligence
needs to be integrated into pieces that are produced
by regional or country analytic units.®' The chal-
lenge before the IC is to retain and reward expertise
while creating a culture that communicates across
divisional lines.

Implications for Intelligence

Community Action

Internally, the IC should experiment with both
strategic rotation of employees and with matrix
management systems. This cannot come at the
expense of expertise. But regular participation in
cross-functional groupings should be built into the
expectations of employees throughout the IC, just as
it is built into the expectations of young officers in
today’s military. These kinds of management strate-
gies should help prevent situations where one form
of expertise controls the intelligence product.

Synchrony, Not Sequence

In the intelligence community, actors need to learn
to replace sequence with synchrony.

In private sector markets, the modern era has seen
“the traditional sequence of research, development,
manufacturing, and marketing ... replaced by syn-
chrony: specialists from all these functions work
together as a team, from the inception of research
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to a product’s establishment in the market.”®? This
change is in response to a much speeded-up world,
a world where product cycles dropped from years
to months.

The intelligence community is not exempt from

this speeded-up product cycle. In the days when
the IC watched primarily the Soviet behemoth, the
traditional sequence of tasking, collection, analy-
sis, alternative analysis (sometimes), and presenta-
tion to the policy maker sufficed. But in a world of
“amorphous, continuous threats, for which there
may be no ‘right time,” ” this sequence may need

to be replaced with a more synchronous process.®
Sequential processes worked well when intelligence
agencies had to figure out puzzles. It is far less use-
ful in a world of mysteries. In the future it is likely
that collectors, analysts, and policy makers will have
to work simultaneously in order to understand an
emerging surprise.

Implications for Intelligence

Community Action

The fast pace of communication in today’s world
means that sequence is already being replaced by
synchrony for policy makers. No wonder the IC
often feels like it is, as one consumer put it, “12
hours ahead of CNN.” IC products and the con-
sumption of those products need to adapt to the
fast pace of the Information Age.

Learning from the Past

The intelligence community needs to be able to
learn from the past.

Knowledge-producing organizations view both
success and failure systematically and use failure
as an opportunity for learning. A study of more
than 150 new products concluded that “knowledge
gained from failure is often instrumental in achiev-
ing subsequent successes.... In the simplest terms,
failure is the ultimate teacher.”%* After Boeing intro-
duced two new airplanes that ended up with serious
problems, the 737 and 747, the company created
“Project Homework.” Project Homework looked
back at the development of the 737 and 747 and
compared that development process to the process
used to develop the 707 and the 727—two of the
companies’ most profitable planes. A set of lessons
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learned was developed and then applied to other
start-ups.

In addition to Boeing, companies like Xerox and
British Petroleum have made post-project reviews
a regular part of their organizational culture. The
result is a culture that values “productive failure
as contrasted to unproductive success.”® Richard
Farson and Ralph Keyes show how companies
like 3M, Monsanto, and Apple have created
breakthroughs by effectively “managing the post-
failure era.”s

Creating this kind of culture in the government has
always been difficult, but in an intensely partisan
era like today’s it is even more difficult. For one
thing, the political class to which public sector orga-
nizations respond is very reluctant to admit failure
of any kind. When admitting failure is unavoidable,
as in the case of 9/11 and Iraq, the responsibility
for looking at failure tends to be given to outside
organizations, who then impose solutions—often
through legislation—on the guilty parties. The very
people who should be participating in the review of
failure—those inside the agencies—are, in the pub-
lic sector, often kept out of reviews. This results in

a defensive crouch on the part of many within

the organization and simplistic but important-
sounding recommendations. But it does not afford
the very people who could benefit from the reviews
the opportunity to learn. In the aftermath of the
failure to predict the fall of the shah of Iran, all case
officers in the country were called home. Some of
them waited to be debriefed as to why the agency
had missed the signs of the coming revolution. The
debriefing never came.®”

But some parts of the government do, in fact, try

to learn from past mistakes. The Army began con-
ducting After Action Reviews in the 1990s. The
After Action Review “is a review of training that
allows soldiers, leaders, and units to discover for
themselves what happened during the training and
why.... [They] are not critiques because they do
not determine success or failure.”® The amazing
thing about After Action Reviews is that they involve
everyone—regardless of rank—and they are struc-
tured to discuss leader mistakes. The After Action
Reviews mirror the corporate post-failure reviews in
their focus on learning from mistakes.
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Implications for Intelligence

Community Action

The intelligence community needs to be able to
learn from its past mistakes, even those that are
shrouded in secrecy. Every intelligence failure—
large or small—should be followed by an internal,
non-punitive review, the purpose of which is to
understand where the IC went wrong. This needs to
be institutionalized and the people involved in the
mistake need to be protected if the mistake was an
honest one. Furthermore, the lessons from the mis-
take have to be shared broadly within the IC and,
to the extent possible, with policy makers.

Four decades ago, information about the lack of
readiness of the Cuban people to welcome invad-
ers and overthrow Fidel Castro never made it to the
president. Three years ago, similar information about
the problems likely to be encountered when occu-
pying post-war Iraq appears to have been squelched
or ignored or both.

Continuous Innovation

The intelligence community needs to engage in
continuous innovation.

In the private sector, the strategies enumerated
earlier are used to create organizations capable

of continuous innovation—the basic purpose of a
knowledge-creating company. Successful 21st cen-
tury companies have to respond to markets that are
global and constantly changing. Thus, they have
developed a more holistic approach to management
than the companies of the industrial age.

Similarly, 21st century national security threats

are global, transnational, and constantly changing.
A community built to monitor the Soviet behe-
moth did not require the constant creation of new
knowledge. One very distinguished national security
expert summed up the changes as follows: “The
notion that | accepted, until recently, that the job

of the CIA was to steal secrets, just doesn’t match
the reality of today—it’s a relic of the Cold War....
Intelligence is likely to be less about stealing secrets
than telling the decision makers what is really going
on.”® Monitoring the Soviet Union did not require
the same degree of constant innovation that con-
tinual adaptation to a whole range of state- and
non-state-based security threats does. These require

a new organizational ethos—one that, hopefully,
this report will help the community understand.

Implications for Intelligence

Community Action

No government organization is very good at con-
tinuous improvement. The obstacles in its way are
myriad. But the items offered in this report, if taken
together, would go a long way toward creating an
organization capable of continuous improvement.
Continuous improvement is not simply a cultural
attitude but comes from carefully designed systems,
systems whose purpose is to create the kind of
knowledge that permits change and adaptation.
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Building a 21st century intelligence community
will take time and a political commitment to
reform that lasts even when presidents change
and the opposite political party takes over. Many
have likened the challenge to the long and difficult
process of creating “jointness” in the military—

a bipartisan process that took from approximately
1947 to 1986 and beyond. “The intelligence
agencies,” says former Department of Homeland
Security Inspector General Clark Kent Ervin, “are
embarking on a similarly long road to reform.”?

Building a 21st century intelligence capacity will
also involve the creation of new and often larger
institutions. The United States has never been com-
fortable with the business of intelligence, but it is
time that the country matured into the global leader-
ship role thrust upon it by victory in the Cold War.
An effective, global intelligence capacity should
not be looked upon as an affirmation of a policy
of unilateral action by the political right wing, nor
should it be looked upon by the political left wing
as a rejection of multi-lateralism. It is simply a fact
of life that modern foreign policy makers will need
access to a deeper and more robust intelligence
capacity than they now have—whether the foreign
policy goal is regime change in Iraq or intervention
in humanitarian disasters like Darfur.

One place to begin is to study the constructive
impact the war colleges have had on military
reform. Using that example, a National Intelli-
gence University, similar to the war colleges,

should be created. This should be separate from

the ongoing work of the IC but responsible for
long-term research and development. The CIA has

a small internal division responsible for training and
for some unclassified outreach, called the Sherman
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Kent School for Intelligence Analysis. This could
be a starting point.

Fundamental reform of the intelligence community
is essential to global leadership. We now know,
beyond the shadow of a doubt, that we do not know
what our national security threats will look like. The
solution is to build a different, more comprehensive
intelligence community capable of providing its
customers knowledge about the threats that this
country and the world will face. The following
recommendations are intended as a modest first
step on that road:

Recommendation 1: The intelligence community
should create a National Intelligence University,
similar to the military war colleges, to provide
continuous education and research to the American
intelligence community.

Recommendation 2: The intelligence community
should focus the CIA on the collection of secrets
and sense making, and create a closer working
relationship between collectors and analysts of
intelligence as a means of collecting better and
more meaningful secrets.

Recommendation 3: The intelligence community
should have freer access to information and embed
itself in a series of internal government networks.

[t should standardize security clearances and
classification processes within the federal govern-
ment, and all IT systems should have multi-
agency compatibility.

Recommendation 4: The intelligence community
should embed itself in a series of external networks
including local police, other national governments,
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and academic and business circles. This network
can be created and managed by the NIC (the
National Intelligence Council), which has the
advantage of being beholden to no other large
bureaucracy or by another entity within the ODNI.

Recommendation 5: The intelligence community
should create a purely open source intelligence
capacity that has no connection to secret organiza-
tions and allow the creation of a purely open source
product that is seen by the same policy makers who
see the secret products.

Recommendation 6: The intelligence community
should experiment with both strategic rotation of
employees and with matrix management systems.

Recommendation 7: The intelligence community
should institutionalize systematic review of
intelligence failures and share widely the
knowledge gained.

Recommendation 8: The intelligence community
should develop ways of providing intelligence to
policy makers in real time.
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