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Foreword

On behalf of the IBM Center for The Business of
Government, we are pleased to present this new report,
Digital Modernization for Government: An Implementation
Framework, by Gregory Dawson with Arizona State
University, James Denford with the Royal Military College of
Canada, and Kevin Desouza and Marc Picavet with
Queensland University of Technology in Australia.

Governments today increasingly face the challenge of how to integrate
transformational digital technologies like artificial intelligence, while
maintaining or modernizing legacy infrastructure and applications. This
challenge is compounded when officials seek to create value for the
public from digital modernization when those technologies have evolved
via different strategies, including “waterfall” approaches that often take
longer to implement than “agile” approaches.

This report leverages interviews with government leaders, existing case
studies, and prior research to create an evidence-based framework for
digital modernization. The framework can help government leaders to
innovate by harmonizing across multiple computing environments and
transformation strategies, increasing effectiveness and efficiency to
improve results for the public.

This report builds on multiple prior IBM Center reports by the authors
that have helped government leaders to achieve success in technology
implementation, including Artificial Intelligence in the Public Sector: A
Maturity Model and A Roadmap for IT Modernization in Government. The report
also contributes new research around agile government, adding to the content
accessible to government leaders and stakeholders though the Agile Government
Center (led by the National Academy of Public Administration in collaboration with
the IBM Center).

We hope this report helps government leaders to improve their development and
implementation of digital government.

Daniel J. Chenok

Executive Director

IBM Center for

The Business of Government
chenokd@us.ibm.com

Adam Jelic

Vice President and Senior Partner
Business Transformation Services
IBM

ajelic@us.ibm.com
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Executive Summary

All levels of government are being tasked with taking greater advantage of the boom in tech-
nology. However, these efforts are limited both by legacy system debt, and confusion about
how to harmonize maintaining legacy systems while still modernizing or transforming other
systems. There is also a great deal of confusion about the difference between modernization
and transformation.

In this context, digital modernization refers to the necessary incremental evolution of the sys-
tems that enable them to continue serving their intended purpose, generally focused on main-
taining or improving operational efficiencies. By contrast, digital transformation focuses on
redefining how the business of the entity gets done. As such, transformations are far more
ambitious and carry a higher risk and reward.

There are several issues associated with successfully modernizing or transforming systems:

Issues Description

Often agencies need to realize what they want is secondary to their
budget realities. Remaining aware of these budget realities can drive far
more realistic goals.

Tension hetween
desires and realities

Tensions between Tradeoffs between modular and monolithic systems is fundamentally a
modular and tradeoff between flexibility and simplicity versus integration and control.
monolithic systems Choosing smartly is necessary for success.

The cost of newness | Government has long been fascinated by new and exciting ideas

in government stemming from private industry, these may introduce new costs.
Solving the agile Government has historically been bound to a waterfall approach, but
versus waterfall inventive agencies are now better able to merge agile with waterfall to
conundrum achieve better outcomes.

The challenge Large established vendors have long been the preferred vendors for

of new versus government agencies, but new entrants can also bring innovation

established vendors | important for transformation.

The need for data Securing and governing accurate and up-to-date data is critical for the
management successful usage of any system.

Accessibility versus | Agencies need to resolve the struggle between having highly accessible
security data with the need for appropriate cybersecurity.
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Mindful of these issues, this report offers a framework for resolving these issues and enacting
effective modernization and transformation.

Solutions

Description

People at the center
of all technology
decisions

Despite appropriate focus on the latest technology, people should be central
to effective modernization and transformation.

Robotic Process
Automation (RPA)

RPA is emerging as an elegant and relatively easy solution to solving many of
the vexing technology challenges that exist within government.

Generative Al

Much as GenAl is overtaking industry, it has the capability to provide a
substantial boost to government but only with adherence to ethical Al
standards and principles.

Know what TIME it is

All systems are not created equal and all value is not created equal. Knowing
when to Tolerate, Improve, Migrate, or Eliminate (the TIME model) a system
is helpful to ensure that funds are being spent most effectively.

Agile/flexible
processes versus
structure

Government has long relied on highly structured processes and much of
that has been driven by procurement regulations. Shifting the mindset to
incorporating agile principles into a waterfall design can be helpful while still
remaining compliant with procurement rules.

Creative and detailed

Despite the rigor of government procurement rules, agencies still have a

contracting with great deal of flexibility in contract operations. Taking advantage of this yields
vendors and providers | far better outcomes.

Curiosity has long been proven critical to success in many places, being
Curiosity endlessly curious on how to improve things is probably the best starting

place for government.

Enacting effective change rests on successfully performing the five steps below, while focusing
on the four observations that follow.

Element

Description

Select experienced leaders with technical and change-management

Step 1—Ensure the right
leadership is in place

skills, align them with the mission, define roles, provide
resources, communicate vision, and maintain engagement to drive
transformational IT system success.

Step 2—Determine the
appropriate implementation
approach

Choose waterfall for stable, well-defined projects and agile for
evolving, user-focused initiatives. Assess scope, culture, and expertise,
or adopt a hybrid model for structured oversight and adaptability.

Step 3—Determine the

Learn from established vendors for stability and reliability, and new
vendors for innovation and agility. Assess track records and goals or

vendor approach use a mix to balance modernization with minimized risk.
Create a centralized data governance framework, use automated tools,
Step 4—Implement a robust | ensure cybersecurity, and conduct regular audits. Foster accountability

data management plan

and training to maintain data accuracy, security, and adaptability in
government technology solutions.

Step 5—Determine which
technologies are (and are
not) appropriate

Choose technologies aligned with goals, scalable, sustainable, and
compliant. Prioritize cost-effectiveness, interoperability, vendor
reliability, and future innovation. Engage stakeholders to ensure
operational efficiency and public service priorities are met.
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Element Description

Consideration 1—
Recognize and resolve the Align goals with clear priorities, engage stakeholders early, and use
inherent tension between phased implementation. Advocate scalable, cost-effective solutions
what you would like to do like open-source software. Promote cross-department collaboration
(desires) and what can be and training to maximize resources and achieve outcomes.

done (reality)

Consideration 2—Resolve Choose modular or monolithic systems based on agency needs,

the tension between scalability, cost, and goals. Modular offers flexibility; monolithic
modular and monolithic ensures simplicity. Engage stakeholders, assess constraints, and
systems consider hybrids to balance functionality and growth.

Prioritize user-centric design, stakeholder engagement, and
inclusivity. Use feedback-driven prototyping, transparent
communication, and training to build trust, empower users, and
ensure technology enhances public service delivery effectively.

Consideration 3—Put
people at the center of all
technology decisions

Stay curious by connecting the project's purpose to your growth,
breaking tasks into milestones, learning proactively, collaborating,
reflecting on impact, staying organized, and embracing challenges as
learning opportunities.

Consideration 4—Remain
curious throughout the
effort

Government depends on successful technology operations, and this report serves as a guide
for success to bring digital change that will improve agency operations.
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The Challenge of Modernization

In today’s rapidly evolving digital landscape, organizations across all industries, including
government, are increasingly focused on leveraging technology to remain competitive and
agile. However, especially in the case of the public sector, these modernization efforts are not
always successful.

For example, in April 2023, the Internal Revenue Service (IRS) described how it was going to
use the billions of dollars it received from the Inflation Reduction Act of 2022, and the tens of
billions of dollars appropriated to it in August 2022, to transform the administration of the
nation’s tax system and its underlying services provided to the taxpayers. The technology por-
tion of the plan described how the IRS would retire and replace legacy tax systems, give tax-
payers access to their data via online portals, and provide continued security and privacy of
tax data.! In all, there are 142 separate projects to accomplish these goals. The scope of the
planned transformation was incredible.

However, in its audit, the GAO has noted that adequate planning has not taken place and that
this planning was necessary to build a go-forward roadmap to implement the strategic portion
of the plans. Shortly after, Congress sliced the IRS technology budget by $20 billion in March
of 2024.2 While progress is being made on the effort, much work needs to be done.

Two terms frequently used in technology are digital modernization and digital transformation.
Although they are sometimes used interchangeably, these terms refer to different strategies
with distinct goals and methodologies. Understanding the differences between them is crucial
for organizations aiming to strategically harness technology to drive growth, enhance effi-
ciency, and innovate in an increasingly digital world. As one of our interviewees said, “One of
(our) first issues is probably from a strategic perspective [in] making the differentiation in
terms of what is a modernization effort and what is a transformation effort.”

1. U.S. Government Accountability Office. (2024, March 19). Information Technology: IRS Needs to Complete Planning and Improve
Reporting for Its Modernization Programs. https://www.gao.gov/products/gao-24-106566.

2. Heckman, J. (2024, March 21). Congress proceeds with $20B cut to IRS modernization fund in FY 2024 spending deal. Federal
News Network. https://federalnewsnetwork.com/budget/2024/03/congress-proceeds-with-20b-cut-to-irs-modernization-fund-in-fy-
2024-spending-deal/.


https://www.gao.gov/products/gao-24-106566
https://federalnewsnetwork.com/budget/2024/03/congress-proceeds-with-20b-cut-to-irs-modernization-fund-in-fy-2024-spending-deal/
https://federalnewsnetwork.com/budget/2024/03/congress-proceeds-with-20b-cut-to-irs-modernization-fund-in-fy-2024-spending-deal/

DIGITAL MODERNIZATION FOR GOVERNMENT: AN IMPLEMENTATION FRAMEWORK

IBM Center for The Business of Government

Digital modernization is information technology (IT) housekeeping—the necessary incremental
evolution of systems to ‘keep the lights on'—but it is vital to ensure that systems are fit for
purpose and secure. These efforts involve activities such as upgrading and scaling of existing
information systems to keep up with internal and external pressures on existing business pro-
cesses. Modernization efforts are generally focused on operational efficiency and maintaining
service quality but without changes to the underlying processes, structures, and people.

The primary goal of modernization is to ensure that existing technology can support the
demands of contemporary business environments. For many organizations, outdated technol-
ogy can become a bottleneck, impeding growth, causing inefficiencies, and driving up mainte-
nance costs. Modernization seeks to remove these roadblocks by making systems more
efficient, scalable, and cost-effective. Public policy makers are generally in favor of digital
modernization since it is a safer and cheaper investment with fewer downside risks.

Digital transformation is more significant. In transformation, the organization is looking to
leverage digital affordances to redefine how the business of government gets accomplished.
These efforts often involving building entirely new digital systems which have significant impli-
cations of how work is done. Unlike modernization, which focuses on upgrading existing tech-
nologies, transformation often introduces new technologies that change business models,
organizational processes, and customer interactions. Digital transformation, for example, may
involve adopting artificial intelligence, the Internet of Things (loT) or blockchain technology to
create new products, services, and revenue streams. Transformation is more disruptive by
nature, requiring shifts in organizational structure, routines, strategy and, often, culture.

The implementation approach for modernization versus transformation also varies.

Modernization projects tend to be less disruptive, as they usually build on the existing tech-
nology stack. The objective is to make improvements while maintaining continuity in opera-
tions. It is a way of improving without incurring a great deal of technology debt. As a result,
modernization can often be implemented gradually, with systems being upgraded in stages.

In contrast, technology transformation requires a more comprehensive and often riskier
approach. It typically involves cross-functional collaboration, redesigning workflows, and
upskilling or reskilling the workforce to work with new technologies. Transformation initiatives
also tend to be more expensive and time-consuming but can result in deeper, more impactful
changes not only to the organization’s technology stack, but also to its underlying processes
and competitive positioning. Not surprisingly, the success rate of transformation, by dint of
their larger scope, is less than for modernization efforts.

Another important distinction is in the outcomes of each approach. Modernization focuses on
efficiency gains, cost reduction, and system reliability. For example, updating an ERP platform
may lead to faster processing times, improved data security, and lower maintenance costs.
Transformation, on the other hand, aims to create new value propositions and growth oppor-
tunities. An agency that undergoes a digital transformation may develop entirely new digital
services or reimagine its customer experience in ways that were previously not possible. This
aligns with what the IRS was trying to do: fundamentally change how their business oper-
ated. While modernization typically provides immediate operational benefits, transformation
can open doors to long-term strategic advantages.

10
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Finally, technology modernization and technology transformation serve distinct but comple-
mentary purposes in an organization’s technology strategy. Modernization focuses on upgrad-
ing existing systems to improve efficiency and maintain relevance, while transformation seeks
to fundamentally reimagine how technology can be used to create new business models and
opportunities. Both approaches are critical to navigating today’s rapidly changing technologi-
cal environment, but understanding their differences is key to deploying the right strategy for a
given organizational goal. For most organizations (in or out of the public sector), success in
the digital age requires modernization to ensure that systems are up-to-date and secure, and
transformation to stay ahead of competitors and meet evolving customer expectations.
Balancing these two strategies allows organizations to not only keep pace with change but to
lead it.

While digital modernization and transformation are often viewed as two ends of a continuum,
most digital projects are more likely to look as falling somewhere in between the extremes,
with elements of the two intertwined. A digital project may start as a modernization effort but
then the scope grows into a transformation effort. Similarly, a transformation effort may be
down-scoped due to a lack of funding or end user support or a change in vision from
leadership.

The development of Diia in Ukraine provides a great example of a transformation.® Starting
with the establishment of Ukraine’s Ministry of Digital Transformation (MDT) in 2019, the
U.S. Agency for International Development (USAID) has been providing technical, financial,
and legal assistant in MDT’s development of Diia, a mobile application and online portal that

3. USAID. (2023, January 18). USAID Administrator Announces Intent to Provide $650,000 in Assistance for Digital Transformation.
https://www.usaid.gov/news-information/press-releases/jan-18-2023-us-supported-e-government-app-accelerated-digital-transfor-
mation-ukraine-now-ukraine-working-scale-solution-more-countries.

11
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connects Ukraine’s citizen with 120 government services as a one-stop-shop. After Russia’s
invasion of Ukraine in 2022, Diia has also allowed Ukraine's citizenry to connect to its gov-
ernment’s social support services in areas closed by war, and has been used by citizens to
access aid and other critical services. Diia is much more than simply putting new technology
in place but is rather about fundamentally reexamining how work is done.

Ganesh Selvaraj, who is head of data and Al within a leading public agency, compared his
experience of modernization versus transformation as such:

OO

[Modernization] was a big spend. But did it change the way we work? Probably
not. Maybe it gave us a bit of a user experience and reduced from frustration. But
predominantly we were doing the same job in a new technology and the methodol-
ogies were lifted and shifted. We carried the same problem: how we organized our
information. We didn’t introduce any new taxonomies that’s aligned to the busi-
ness needs. It’s the same problem on a new technology. Maybe it was a bit faster
and [more] responsive. And maybe it gives some flexibility for people to access
things from outside office network and stuff. [Later we did] a proper transforma-
tion, not just a modernization. Basically, it was a full-scale replacement of all the
technology . . . it was a complete refurbishment. The entire business model and
operating model changed with it. From how the customers were dealt with, how
the feedback was processed, how they move [service delivery]. | think the whole
operating model changed in that journey.

sly

But public sector organizations struggle with differentiating what is a modernization effort and
what is a transformation effort and, without this differentiation, it presents a challenge to
develop strategies that successfully integrate legacy systems with new digital technologies. In
fact, the sheer ubiquity and persistence of embedded legacy systems make their retirement
almost impossible and this creates a dynamic where most of the funding and focus of the
organization shifts to maintaining current government operations, leaving little budget or focus
for either modernization or transformational activities. Even the time and attention that is
required to decommission a legacy system is problematic since operational continuity must
continue during the decommissioning of the legacy system and the spinning up of the
transformational system. As one interviewee told us, “The retirement of legacy [is] almost
impossible in terms of big government engines.”

At the end of the day, making the decision to embark on a modernization or transformation
requires unraveling several key issues.

12
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Issues in Successful Balancing between
Modernization and Transformation

Through our research, we identified seven issues that need to be resolved in achieving successful
modernization or transformation.

Issue 1—Tension between desires and realities

It is easy getting caught up in the buzz words of modernization and transformation and imagine
a new world, largely unencumbered by legacy system debt—but this fantasizing has a real cost
and level of effort associated with it. As noted earlier, technology modernization is about upgrad-
ing and refining, increasing efficiency and preserving functionality value, with a short-to-medium
term time horizon. In contrast, transformation aims for a major overhaul of systems and pro-
cesses, aligning with future opportunities and possibilities due to disruptive innovation.
Differences in budget allocation and the willingness to change hinder the balance between these
approaches, creating tension and slowing progress.

Budget realities are a central issue, as modernization projects often require less upfront invest-
ment than full transformations. Agencies operate within strict budgetary constraints, often driven
by election cycles, short-term goals, and public pressure to reduce spending. Because modern-
ization projects typically present lower immediate costs, they are often seen as safer, less finan-
cially risky options compared to the extensive investment transformation requires. Yet, choosing
modernization over transformation can lead to higher long-term expenses due to the technical
debt associated with repeatedly upgrading outdated systems rather than investing in entirely new
frameworks. This budget disparity creates tension, as departments must decide whether to pur-
sue short-term gains at the potential expense of longer-term sustainability.

There is no getting around the problem of legacy system technical debt. Bob Osmond, CIO of
the Commonwealth of Virginia, estimated that his spending goal is 80 percent devoted to
legacy systems and 20 percent available for transformation, but the reality is closer to 90
percent/10 percent and he struggles to avoid having to spend 100 percent of his budget on
legacy systems. This is not uncommon and agencies need to grapple with where to spend
increasingly tight budgets.

The willingness to change is another significant barrier, influenced by factors such as

organizational culture, employee comfort with legacy systems, and the level of perceived risk
associated with transformation. Modernization typically involves updating technology with

13
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minimal disruption, appealing to employees and leaders accustomed to legacy systems.
Transformation, however, requires a fundamental shift in processes, workflows, and often
organizational structure, which can be intimidating for public sector employees who are
accustomed to the status quo. Resistance to change within public institutions, particularly
among long-tenured staff, reinforces a preference for modernization, even when
transformation would offer more lasting improvements.

Additionally, technology transformation requires extensive planning, training, and restructuring
efforts, which are often politically unpopular in the public sector. Elected officials may hesi-
tate to support transformation projects that do not show results within their term, as these
initiatives often span multiple years. Modernization projects, on the other hand, can theoreti-
cally yield faster, more visible improvements that provide political wins in shorter timeframes.
This political reality creates pressure to invest in modernization over transformation, perpetu-
ating the cycle of incremental improvements rather than holistic advancements. The lack of
bipartisan or long-term support for transformation results in initiatives that are abandoned or
underfunded, creating a cycle of dependency on outdated technology.

Ultimately, the tension between technology modernization and transformation in government
sectors is rooted in competing priorities: the need for immediate, budget-conscious
improvements versus the potential for comprehensive, long-term benefits. While
modernization is essential to keep government systems functioning in the short term, relying
on it alone can impede innovation and delay the adoption of digital services that meet
modern citizen expectations. Addressing this tension head-on requires both cultural shifts
within government organizations and political frameworks that support sustained, bipartisan
investment in transformational change, allowing governments to build resilient, adaptable
technology infrastructures.

The reality is that agencies need to shift from bimodal thinking and to hybrid thinking. Within
most transformational programs, there is an element that modernizes the technical stack to
allow the new technology, functions and processes to integrate into it. The obverse needs to
be true too, in that modernization programs can modify the technology stack in such a way
not only to address the immediate business need, but also to set the conditions for full scale
transformation in the future. While there is a need to continue to fund legacy systems, not

all value is equal and not all capabilities are equal. The challenge is finding a way to keep
the legacy system going (short-term requirement) while gradually shifting to modernization
and transformation.

14
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Issue 2—Tensions between modular and monolithic systems

Appreciating the paradoxical tension between modularity and monolithic system design
requires understanding the inherent trade-offs between flexibility and simplicity. Modular sys-
tems are composed of discrete, interchangeable components that can be developed, tested,
and maintained independently. This promotes greater flexibility, as modules can be updated or
replaced without disrupting the entire system. Modularity fosters innovation by allowing one to
experiment in isolated parts of the system. However, this increased flexibility comes with the
cost of added complexity. Managing the plug-n-play aspect of modules requires one to think
through the overall architecture and interaction protocols between modules upfront that envi-
sion future use cases.

On the other hand, monolithic systems are built as a single, unified structure, where all com-
ponents are tightly integrated and interdependent. Monolithic systems have the advantage of
being stable as majority, or even all, possible use cases are envisioned prior to their design
and deployment. As such these systems only need regular patches (e.g., for security updates)
and minor updates (e.g., to fix functionality issues that are uncovered as features are used).
Monolithic systems can often be easier to deploy and maintain in the short term because
there is no need to manage multiple moving parts or deal with integration challenges.
However, the trade-off is that monolithic designs lack flexibility and often end up silos.
Modifying a part of the system often requires significant changes to the entire structure, mak-
ing it harder to innovate or scale. Over time, as the system grows, this can lead to increased
technical debt and reduced agility. As one interviewee told us, “Our technology aim is to get
to a simpler modular world . . . but what we are actually finding is the opposite: the new
platforms are just new monoliths.”

The paradox lies in the inherent tension between the control and coherence of monolithic sys-
tems versus the flexibility and adaptability of modular designs. While modularity supports
scalability and innovation, it demands careful governance and coordination to avoid system
fragmentation. Conversely, while monolithic systems offer short-term simplicity, they can
become rigid and difficult to evolve. The challenge for organizations is to navigate this tension
by choosing the right design approach based on their goals, scalability needs, and long-term
vision. Some may even adopt hybrid models, combining elements of both modular and mono-
lithic architectures to balance flexibility and efficiency. Understanding these tensions allows for
more informed decision making, aligning system design with organizational priorities. As
Gerald Caron of the International Trade Association of the U.S. Chamber of Commerce noted,
“Even before | got here, they were working on modernizing and they were built since such a
way that neither sustainable nor [something] that we could modularly move. How can we
make sure that we don’t engineer ourselves into a corner . . . that we can sustain and take
on what we want for a longer term . . . that is very important.”*

Unfortunately, agency budgets are rarely amenable to a modular approach and, to get and
maintain funding and staffing, the system needs to be treated as a single monolith rather than
having modular components. This reality often forces entities to retreat from the optimal mod-
ular form to a more monolithic form. If agencies can anticipate this, they can plan a soft land-
ing to a hybrid approach and build in some hooks for future modularity. If not, then they will
simply be adding to their field of silos.

4.  IBM Center for The Business of Government. (2024, May 6). Enhancing Information Technology at the International Trade
Administration (ITA): A Conversation with Gerald Caron, CIO at ITA. https://www.businessofgovernment.org/interviews/5346.
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The paradox of modularity and monoliths contributes to the reality that most public sector
efforts are generally more focused on incremental modernization rather than true digital trans-
formation. Resolving this issue allows for more transformational activities to emerge.

Issue 3—The cost of newness in government

Government’s infatuation with recruiting technology experts to come in and address challeng-
ing innovation issues is well-known and organizations, such as 18F, have been largely suc-
cessful in supporting technology change.® The success of 18F is due, in large measure, by
recruiting external industry experts to serve a short stint as a full-time government employee in
order to more easily transfer the lessons and successes of the private sector into the public
sector. 18F successes include such things as analytics.usa.gov, College Scorecard, and web-
sites for various government agencies.®”’

However, the recruiting of outsiders as government ClOs as a practice is much less successful.
In a report for the Brookings Institution, we examined the phenomenon of hiring “rockstar
ClOs,” who are recruits lured from the private sector into the public sector with a mandate to
spark innovation.® In this report, we found that, rockstar CIOs were significantly outperformed
by career CIOs who have experience working in government.

Career vs Rockstar CIOs—Who Performs Best?

In a 2014 study that compared the effectiveness of state-level CIOs, the authors compared “rock-
star ClOs” (those ClOs that had little or not government experience prior to becoming a state-level
ClO) with those career ClOs (those ClOs with a long career in government technology before
becoming a ClO). The authors found that, almost without exception, career ClOs outperformed
rockstar ClOs. Several reasons were offered:

Career ClOs know the rules of government and, while they may not always like them, they under-
stand that they need to be followed. Rockstar CIOs generally do not understand these rules and
regularly have run afoul of them.

Government employees, aware of the historically short tenure of an incoming rockstar ClO, often
realize that they can simply wait out the newly arriving rockstar. By the time the rockstar CIO
realizes this, they are already looking for an off-ramp to go back to industry.

Agency directors (or mayors or legislatures) are often unwilling to risk implementing a major ini-
tiative simply based on the star power of the new rockstar CIO. Major initiatives are politically risk
and trust is necessary for them to be successful and these business leaders simply do not have
that trust in a new and untested CIO.

5. The Verge. (2014, March 22). The government now has a fast-moving IT office modeled after a startup. https://www.theverge.
com/2014/3/21/5533892/the-government-now-has-a-fast-moving-it-office-modeled-after-a-startup.

6. Brown, M. (2015, March 19). Several U.S. government websites now offer real-time analytics. Geekwire. https://www.geekwire.
com/2015/several-u-s-government-websites-now-offer-real-time-analytics/.

7. The White House. (2015, September 12). Fact Sheet: Empowering Students to Choose the College that is Right for Them.
https://obamawhitehouse.archives.gov/the-press-office/2015/09/1 2/fact-sheet-empowering-students-choose-college-right-them.

8. Denford, J. S., Dawson, G. S., & Desouza, K. C. (2014, September 30). Are Rock Star ClOs the Secret to Public Innovation?
Brookings. https://www.brookings.edu/articles/are-rock-star-cios-the-secret-to-public-innovation/.
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One of our interviewees put it this way: “There are many necessary processes and constraints
in the government. Outsiders can get themselves in jail if they do not understand those
[things]. You have to work with the budget people, cybersecurity, privacy, acquisitions, legal,
etc., [and make sure] they are focused on protecting the agency and public. That is where
the private sector types can get into trouble.” She went on to add, “It takes time to trust.
You build your track record in different agencies and then move into the CIO role. You need
to be a good government citizen first.”

Robert Osmond of Virginia supports this belief and says, “Generally, | get a lot of support. |
came out of industry into VDOT so it brought a tremendous amount of credibility. Agencies
see me as an advocate. It was different coming from VDOT [into the CIO role] since | knew
the legal and regulatory framework and had established trusted relationships with the
agency CIOs that | serve. Since | came from an agency, | was able to hit the state level run-
ning. Otherwise, | would have had to spend the first two years learning government, navigat-
ing the budget, preparing and reviewing legislative decision packets, and involving oversight
boards. . . . It is just very hard for someone to come in to the state CIO role without state
experience.”

JR Sloan of Arizona added to this, saying, “I've seen the influx of people from the outside:
those that come in here with [an attitude] of I’'m here to tear things up and fix them.’ If you
come in thinking that all [the government people] are idiots, be prepared to fail. My experi-
ence in government is that there are a lot of good people who are smart and who want to do
good things and, yes, they have to work within the constraints that they have. But the reason
my colleagues are successful is that they have been in government for a while, know its
challenges and processes and how it works.”

At the end, agencies need to find a way to harness the new technology ideas emerging from
private industry but to also realize that successful implementation of this new ideas is largely
dependent on experienced government ClOs.

Issue 4—Solving the agile versus waterfall conundrum

Public sector technology projects often present unique challenges, from strict regulatory
requirements to large, complex systems with long lifecycles. When choosing between agile
and waterfall methodologies, both offer advantages and disadvantages that can significantly
impact project outcomes. Blending the two approaches—which one of our interviewees
described as “wagile, [meaning] agile principles in a waterfall approach”—can help public
sector projects benefit from the strengths of each while minimizing their respective drawbacks.
As Osmond of Virginia put it, “Agile project management is more of a mindset than a meth-
odology,” and government simply cannot afford to remain in the theoretical realm of pure agile
rather than being more pragmatic with its application.

Agile offers significant benefits in the context of government technology projects, particularly
in terms of flexibility and adaptability. Given the fast pace of technological advancement, the
ability to pivot quickly and adjust to evolving requirements is crucial. Agile allows for iterative
development, enabling government teams to continuously improve software, incorporate stake-
holder feedback, and deliver functional increments over time. This is particularly useful for
complex projects where it's difficult to foresee every requirement at the outset. Additionally,
agile promotes collaboration and transparency, with regular communication between develop-
ers, users, and government stakeholders. This helps align the project more closely with the
end-users’ needs and expectations.
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Despite its advantages, agile can also pose challenges in government settings, particularly due
to the lack of rigid structure and documentation. Government projects need to adhere to strict
procurement processes, regulatory frameworks, and audit requirements, which demand clear
documentation, timelines, and deliverables—something agile can deprioritize in favor of flexi-
bility. Furthermore, agile requires active engagement from stakeholders, which can be difficult
in large government agencies where decision making is hierarchical, complex and slow. The
iterative nature of agile can also lead to challenges in budget control, as the flexible scope may
cause costs to increase unpredictably. As one of our interviewees noted, “We cannot do agile
as it was intended but are doing it as best as possible within government processes.”

Waterfall, with its structured, linear approach, aligns well with the regulatory and compliance
needs of government projects and has been long been the choice within government for these
very reasons. Each phase—requirements gathering, design, implementation, testing, and main-
tenance—is completed sequentially, providing clear documentation and measurable progress
along the way. This is valuable in government environments where audits, accountability, and
long-term maintenance are crucial in an environment where staff turnover is high and political
oversight changes every two to four years. Waterfall's predictability makes it easier to manage
timelines, budgets, and risk, as the detailed planning phase allows for clear expectations and
deliverables within a high personnel churn environment where projects outlast most if not all
of their contributors. This methodology works well in projects with clearly defined objectives
and requirements that are unlikely to change over time.

One of the primary drawbacks of waterfall in government technology projects is its inflexibility.
Since waterfall relies on the assumption that all requirements are known upfront, it can be ill-
suited for projects where technological or policy changes emerge mid-way. Government proj-
ects, especially large-scale transformational or monolithic initiatives, often face changing
political priorities, evolving citizen needs, or emerging cybersecurity threats. The inability to
adjust the project scope after the design phase in waterfall can lead to delays, cost overruns,
or solutions that fail to meet current needs. Additionally, stakeholder feedback is typically
delayed until the testing or implementation phase, which can result in a project that doesn’t
fully address user requirements.

Given the distinct advantages and disadvantages of both agile and waterfall, many government
agencies are moving toward hybrid models that blend elements of both methodologies. This
approach can deliver the rigidity and structure needed for regulatory compliance while allow-
ing for flexibility and iteration in development. For example, a project might begin with a
waterfall-like phase for initial planning, procurement, and establishing high-level requirements.
Once these are in place, the development phase can switch to agile, enabling the team to
work iteratively while incorporating user feedback and adjusting to new requirements until the
system is considered fully ‘in-service.’
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This hybrid approach allows agencies to mitigate the risks of scope changes while still benefit-
ing from agile’s adaptability. It also ensures that there is enough documentation and oversight
for regulatory and compliance needs, making it easier to track progress and ensure account-
ability. By blending the two, government projects can achieve the best of both worlds: the pre-
dictability and governance of waterfall, combined with the innovation and responsiveness of
agile. As one of interviewees described it, “We are held back from pure agile by agency pro-
cesses. It is not pure . . . and we cannot do agile as it was intended. But we are doing it as
best as possible within government processes.”

Issue 5—The challenge of new versus established vendors

Public agencies today are increasingly challenged to find the right balance between working
with established vendors and engaging with nontraditional digital solution providers.
Established vendors offer familiarity, proven track records, and a deep understanding of gov-
ernment procurement processes, which can reduce risk and ensure compliance with regula-
tions. Their solutions are often reliable and have been tested in similar contexts, providing
agencies with a sense of security. Further, there is often a flow of staff between the agency
and the established vendor leading to a rich and complex web of interrelationships and trust.
However, working exclusively with these known vendors can limit innovation and the adoption
of cutting-edge technologies, as these providers may be slower to innovate due to bureaucratic
constraints or legacy systems.

On the other hand, nontraditional digital solution providers, such as start-ups and tech disrup-
tors, offer innovative and agile solutions that can address complex problems in new ways and
this is important for both modernizations and transformations. These firms tend to be more
nimble, capable of deploying novel technologies quickly. Engaging with them can inject fresh
ideas and capabilities into public services. However, there are risks involved, including lack of
experience with large-scale government projects and unfamiliarity with regulatory require-
ments. This creates tension, as public agencies must balance the promise of innovation with
the potential for increased operational risk. As one of our interviewees observed, smaller sup-
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pliers are often incapable of supporting the large-scale efforts required for digital transforma-
tion, despite their potential for innovation. Further, as another interviewee said, “Another issue
we started was like, we hire a [smaller] contractor [and] they do some work. Maybe they
don’t get it all done in that contract and now we’re bringing in another [smaller] contractor
and we start again from scratch.”

Ganesh Selvaraj reflected on another challenge with technology vendors:

OO

If | think of a technology vendor, they want to sell more technology beyond what
we need. Some are good, but the majority wanted to sell suites of applications
that we may not use for a long, long period of time, but it all depends on our
maturity. It’s very rare that they hop on this maturity journey to come with the
organization to sell things at the appropriate time. The organization is not using
the investment optimally. Nothing is used optimally. It just feels like we are over
invested. So things get complicated.

sly

Clearly the existing contracting model is substandard, and agencies need to find creative ways
to balance the tensions that come with working with known vendors and engaging with non-
traditional digital solution providers. This will require agencies to rethink how they assess ven-
dor performance and stimulate more innovation within the broader ecosystems. The current
contracting process makes it challenging, though not impossible, for new entrants to work
with the public sector (especially on large-scale efforts). While the traditional players have the
advantage of history on digital initiatives and scale (to handle large-scale efforts), the track
record of successful delivery on digital efforts is mixed.

Additionally, public agencies need to look for ways to build ecosystems of collaboration rather
than seeing these vendors as competing forces. Initiatives such as open data platforms,
sandbox environments, and innovation labs can foster a space where traditional and
nontraditional vendors can work together to co-develop solutions that meet the needs of
government more holistically. By facilitating partnerships across the spectrum of vendors,
public agencies can tap into the innovation of start-ups while benefiting from the stability of
established vendors. This strategic synergy not only enhances the agility and effectiveness of
public services but also ensures that agencies are better equipped to handle the fast-paced
changes in the digital landscape.

Public agencies should be more active in shaping the digital innovation ecosystem. They can
take greater responsibility for scaling solutions. The agency must identify key scaling issues
upfront and have a plan to address them, including a clear exit strategy if scaling encounters
unforeseen problems.

20



DIGITAL MODERNIZATION FOR GOVERNMENT: AN IMPLEMENTATION FRAMEWORK

www.businessofgovernment.org

Evolution of a Federal Al Ecosystem

In a study comparing U.S. federal Al spending from 2017—2022° and 2023—2024,'° several
key trends emerged:

e Total of funds obligated grew from $216 million > $675 million
e Potential award value grew from $355 million > $4.56 billion

* NAICS 54 code (reflecting professional, scientific and technical services) potential award
value grew from $311 million > $1.932 billion

e NAICS 51 code (reflecting information and cultural industries) potential award value grew
from $5 million > $2.195 billion

* Number of federal agencies with Al contracts grew from 17 > 23
» Department of Defense contracts grew from $269 million > $4.323 hillion

e Number of vendors with over $10 million in contract value grew from 4 > 205

The 2017—2022 ecosystem of Al vendors was mostly comprised of small contrac-
tors, often headquartered close to a military installation. Given that the Department
of Defense is, by far, the largest and most active agency in the federal Al market-
place, it makes sense for an Al vendor to be located close to their primary client.

The 2023—2024 ecosystem still has a large number of small vendors whose main
source of revenue is often a single contract with a nearby federal client but the mar-
ket is now seeing larger vendors moving in. Similarly, there is a large increase in
number of contracts but particularly in the value of the individual contract. This
makes sense as the market is maturing and is shifting from a study orientation to a
live systems implementation.

Contractual challenges loom large in this and there are challenges rigid contractual terms with
suppliers that limit flexibility and transformation. As one of our interviewees noted, “With a
fixed price contract, which is often the case, the systems integrator has to deliver by a cer-
tain date. Because of that, they are not going to be flexible [and] are not going to support
your organization’s [goal] to transformation. With a more open contract, the SI will support
greater [flexibility] and how much transformation you could potentially get.”

Balancing between known vendors and new suppliers requires trust. As one of our interview-
ees said, “Trust is foundational for digital transformation.” Without trust, transformational
efforts are unlikely to occur as parties will likely face significant organizational resistance in
trying to work through governmental siloes. When asked what trust means in this context, the
respondent noted it is a function of switching costs. The greater the switching costs, due to
the established vendor's integration within the digital ecosystem, the higher the perceived

9. Dawson, G. S., Desouza, K. C., & Denford, J. S. (2022). Understanding artificial intelligence spending by the U.S. federal govern-
ment. Brookings. https://www.brookings.edu/articles/understanding-artificial-intelligence-spending-by-the-u-s-federal-government;.

10. Larson, J., Denford, J. S., Dawson, G. S., & Desouza, K. C. (2024). The evolution of artificial intelligence (Al) spending by the
U.S. government. Brookings. https://www.brookings.edu/articles/the-evolution-of-artificial-intelligence-ai-spending-by-the-u-s-gov-
ernment/.
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trust. Established vendors also benefit from organizational slack, which enhances perceived
reliability. Their solutions are comprehensive and refined over time, thus presenting lower risk.
The established players are large-scale system integrators, which acts as a significant barrier
to entry for smaller (and new) entrants into the digital innovation space.

Issue 6—The need for data management

It is hard to overstate the importance of data in creating digital modernization or transforma-
tion. Accurate and up-to-date data is essential to the successful operations of public sector
organizations because it forms the foundation for effective decision making and policy imple-
mentation. Governments and public institutions rely on data to allocate resources, assess the
needs of communities, and track the progress of public initiatives. When data is accurate and
current, these organizations can make informed decisions that reflect real-world conditions,
ensuring that public services are responsive and targeted. Without reliable data, public sector
organizations risk making decisions based on outdated or incomplete information, leading to
inefficiencies and potential misallocation of resources.
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Centralized vs. Decentralized Data Governance

In their article entitled “Learning from IT Centralization: How to Decide Who Owns the Data,”
the authors compared centralized versus decentralized data governance using data from the
U.S. states.!! Their major findings were that centralized data governance outperformed decen-
tralized data governance in seven key ways:

e Major finding 1—Better IT departmental performance: Full centralization or mostly cen-
tralized governance consistently linked to higher IT departmental performance and the
dominant factor for IT performance was the ability to control the IT purse strings for the
organization.

* Major finding 2—Higher levels of innovation: Full centralization or mostly centralized gov-
ernance was linked to higher innovation. While overall high centralization was linked, the
dominant factor for innovation was the ability to successfully implement centralized project
management.

* Major finding 3—Equal split of organizations on centralization: Despite strong evidence
that centralization is superior for both IT departmental outcomes and amount of innovation,
organizations were approximately equally divided between fully centralized, fully decentral-
ized, and federated (mixed), with those in the latter two groups showing lower performance
and innovation than the first. This suggested to us that organizations struggled to know
where to rest on the centralization/decentralization debate.

* Major finding 4—Greater ease of implementing advanced technologies: Centralized gov-
ernance facilitates the movement to advanced technologies including cognitive computing
systems, analytics, and artificial intelligence since these technologies are heavily dependent
upon data being available and in a common format to fuel the advanced technologies.
While decentralized data governance can work, it adds a substantial level of difficulty to the
implementation of advanced technologies since different formats, owners, and philosophies
of data are likely to exist.

* Major finding 5—Fewer cybersecurity issues: Centralization is likely to reduce cybersecu-
rity issues since the organization can apply a common data security framework to protect
data versus a multitude of frameworks with varying levels of effectiveness.

e Major finding 6—Facilitates modernization: Modernization is frequently needed to allow an
organization to evolve its systems to being able to handle more complex processing required
for such things as analytics. While decentralization does not preclude modernization, cen-
tralizing can allow a more focused attention than the more diffuse attention that can occur
with decentralization.

e Major finding 7—Lower coordination hurdles: The level of coordination necessary to enact
change is likely to be easier if it is single project rather than multiple projects with differing
standards, stakeholders, and operating philosophies.

With that said, government still struggles with data. As a senior executive of a public agency
noted, “There are little data bits all over the place. And, for the last two years, | haven’t
seen any clear data strategy. . . . | think we have got a lot of work to do from a data per-
spective.” Echoing that, Sloan of Arizona told us, “Data is what we [government employees]
are stewards of, but projects tend to fail on data. Without good data management and gov-
ernance, even the most advanced technologies struggle to deliver the desired results.”

11. Denford, J. S., Desouza, K. C., & Dawson, G. S. (2018, October 3). Learning from IT Centralization: Who Should Own the Data?
Cutter. https://www.cutter.com/article/learning-it-centralization-who-should-own-data-50091 1?check_logged in=1.
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Finally, Andrea Fletcher of CMS said, “Oh man, we have a mountain of data. | wish | could
say that we are really good at using data all the time. There are a lot of challenges with data
access to data in the government. It is very much locked down in many places for good rea-
son. But it’s not like we just have, you know, some big, big data. Everybody wishes we had a
big data lake where you could just like go query whatever you want and answer all your
questions. That’s not the way it works, right? Data is often very siloed.”*?

Clearly data and the management of data negatively effective modernization and transforma-
tion and agencies need to get this right in order to effect the modernization or transformation
that they desire.

Issue 7—Accessibility versus security

Cybersecurity plays a critical role in technology modernization and transformation within the
public sector, ensuring that as organizations adopt new digital tools and platforms, they
remain resilient against ever-evolving cyber threats. As Alexis Bonnell of the U.S. Air Force
Research Lab recently said, “We need to think about [security] in a catalytic way, meaning,
that it is as dangerous for us to cut people off from critical data as it is to let that informa-
tion get into the wrong hands . . . that is going to have to be the critical balance of our
cybersecurity future.”3

Public sector entities, with their large volume of sensitive information, including citizen data,
financial records, and critical infrastructure details, are prime targets for cyberattacks. As gov-
ernments embrace technology-driven solutions such as cloud computing, loT, and artificial
intelligence, their digital footprint expands, making cybersecurity a top priority. Modernization
or transformation without robust cybersecurity measures could expose vulnerabilities, leading
to breaches that can erode public trust, disrupt essential services, and result in significant
financial losses. As Bonnell of the Air Force Research Lab said, “Cybersecurity is absolutely
critical, right? . . . We have to approach cyber to both protect our informational advantage but
not disadvantage ourselves by making it too hard to find the right information.”!4

The increasing complexity of cyber threats requires public sector organizations to implement
advanced cybersecurity solutions as part of their digital transformation efforts. Traditional
perimeter-based security models are no longer sufficient to protect against sophisticated
attacks like ransomware, phishing, and nation-state cyber espionage. Modern cybersecurity
solutions, such as zero-trust architectures, encryption, multi-factor authentication, and
Al-powered threat detection systems, are necessary to secure both the internal networks and
the cloud-based services used by government agencies. Incorporating these technologies into
modernization initiatives allows public sector organizations to proactively defend against cyber
risks while ensuring the seamless operation of their digital platforms.

One of the key aspects of successful cybersecurity integration in public sector technology mod-
ernization is workforce readiness. With cyber threats growing in sophistication, governments
need skilled cybersecurity professionals capable of managing advanced security tools and

12. IBM Center for The Business of Government. (2024, August 19). Executing the Digital Strategy for the Centers for Medicare and
Medicaid Services (CMS): A Conversation with Andrea Fletcher, Chief Digital Strategy Officer at CMS. https://www.businessofgov-
ernment.org/interviews/5352.

13. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.

14. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.
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responding to potential breaches. Training and upskilling public sector employees in cyberse-
curity best practices are crucial, as human error remains one of the most significant factors in
cyber incidents. As part of their modernization strategies, public sector organizations must
invest in both technology and talent, creating a cybersecurity-aware workforce that can adapt
to the evolving threat landscape.

Additionally, cybersecurity is essential for ensuring the resilience of critical infrastructure and
public services during the digital transformation process. As public sector organizations digitize
services such as healthcare, transportation, energy, and defense, they become more depen-
dent on interconnected systems that, if compromised, could lead to widespread disruptions.
Cybersecurity strategies must be designed to protect these essential services from attacks that
could have national security implications or threaten public safety. By embedding cybersecu-
rity into the core of their technology modernization initiatives, governments can safeguard criti-
cal infrastructure and maintain the continuity of operations in the face of cyber threats.

Lastly, effective cybersecurity in public sector technology transformations also supports public
trust and compliance with regulatory standards. Citizens expect their governments to protect
personal data and maintain the integrity of public services. Any security breach can severely
damage public confidence and hinder the success of digital initiatives. Additionally, public sec-
tor organizations must comply with data protection regulations, such as the General Data
Protection Regulation (GDPR) or the National Institute of Standards and Technology (NIST)
frameworks, which mandate stringent cybersecurity practices. By incorporating cybersecurity
into modernization efforts, governments can not only protect against breaches but also ensure
that they meet regulatory requirements, fostering greater public trust in their digital transfor-
mation journey.

But issues remain. For example, as Fletcher of CMS recently said, “About 80-90 percent of
code that’s written nowadays . . . is all open source and . . . there are security vulnerabili-
ties with that. And, people don’t always update to the most [recent] version.”'® Managing
this tension is critical for information security.

15. IBM Center for The Business of Government. (2024, August 19). Executing the Digital Strategy for the Centers for Medicare and
Medicaid Services (CMS): A Conversation with Andrea Fletcher, Chief Digital Strategy Officer at CMS. https://www.businessofgov-
ernment.org/interviews/5352.
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Framework

Mindful of the issues facing government executives, we offer a framework for resolving those
issues and enacting effective modernization and transformation.

Component 1—People at the center of all technology decisions

People are at the heart of government technology modernization and transformation because
these initiatives are performed by people (government employees) to serve people (citizens)
within a governance structure under people (politicians). Successful technology transforma-
tions are not just about adopting new tools or systems; they require aligning with the needs of
the people developing, using, or are being impacted by these technologies. As Bonnell of the
Air Force said, “I [came to realize] that driving innovation and change was more about peo-
ple and identity, and how we stick together, than it was the particular technology.”'¢ Without
strong communication and a focus on people, even the most advanced technologies can fail to
deliver their intended benefits.

Metz of the Department of the Defense emphasized this, saying, “What was missing, |
believe, is the fact that we needed to focus on the people doing the transforming—how they
receive, think about, and use technology, and equating (that understanding) to business out-
comes. Most people aren’t technologists. If we talk about buzzwords like zero trust and
cloud, that doesn’t really resonate with a controller or logistician or human resources. But if
you talk about how the technology leads to a business outcome that relates to them, now
we’re having a conversation. Now we’re able to solicit what they need and ensure that the
technology we're delivering is meeting that need.”*”

16. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.

17. IBM Center for The Business of Government. (2024, March 11). Delivering World-Class IT: A Conversation with Danielle Metz,
Director, Information Management & Technology Director and CIO, Office of the Secretary of Defense. https://www.businessofgov-
ernment.org/interviews/5195.
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A Rare Consensus: Cloud Migration

The campaign to move to the cloud from on-prem solutions is touted as a wildly
successful change management effort.'® The campaign, jointly led by Reps. Darrell
Issa (R-Cali.) and Gerald Connolly (D-Va.), was designed to spur government to
accelerate the move to the cloud. Connolly said at the time, “We agree on nothing.
We don’t agree on the IRS issue. We don’t agree on Benghazi. We don’t agree on
[Operation] Fast and Furious. We don’t agree about the Obama administration. We
don’t agree on the role of federal regulation in our lives. We don’t agree on the
direction of the economy. We don’t agree on whether it’s sunny out or dark and
cloudy. With one exception . . . We came together on the issue of technology—the
whole issue of how the federal government manages IT reform.”

The approach taken was to communicate the

expectations in a clear and straightforward,

but not patronizing, manner. The mantra

“don’t be a box hugger” and its associated

humorous graphic was used to signify that

cloud migration was a positive thing and

holding on to physical infrastructure was an

outdated concept. This was an effective way

to avoid the use of buzzwords around cloud

computing. In the end, the communication strategy conveyed the desired end-state
while respecting the target audience by not “dumbing-down” the issue.

Not surprisingly, the effort was supported by major cloud vendors. But the group
was broadly seen as a nonpartisan effort that drew support from both sides
of the aisle.

Clear and effective communication is critical throughout the entire modernization process,
from initial planning to implementation and beyond. It ensures that all stakeholders—public
employees, decision makers, citizens, and vendors—are aligned on objectives, requirements,
and timelines. Open communication helps bridge the gap between technical experts and non-
technical personnel, ensuring that everyone understands the purpose and benefits of the new
technology. As Bonnell of the Air Force said, “We see this time and time again, where a
leader will come in and say, we're going to do this differently now, myself included. People
start doing that and we assume success and it’s going to stick. But if you don’t change how
people think and feel and help them understand why they’re doing things differently, it’s not
going to stick.”'®

Focusing on people means prioritizing the needs, concerns, and abilities of those who will be
using the technology. Technology is merely a tool to empower individuals to work more effi-
ciently, make better decisions, and serve the public more effectively. As Bonnell said,

18. CIO. (2014, January 16). Is the Federal Government Ready to Embrace the Cloud? https://www.cio.com/article/288422/govern-
ment-use-of-it-is-the-federal-government-ready-to-embrace-the-cloud.html.

19. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.
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“Technology is frankly nothing without people and their understanding of what we're trying to
do differently.”?® Without considering how technology fits into existing workflows or how it
might affect day-to-day tasks, modernization efforts can lead to frustration and inefficiency.
Communication helps identify these needs early on, allowing agencies to design or select tech-
nology solutions that are user-centric and tailored to the actual demands of public service
work. Engaging employees in the process through workshops, surveys, and feedback loops is
essential for creating technology that people want to use and can easily adopt.

Moreover, technology alone cannot solve the complexities of government transformation. The
adaptability and mindset of the workforce are far more important. Successful technology trans-
formations require a workforce that is open to learning new skills and adjusting to new pro-
cesses. Communication plays a key role in cultivating this adaptability, as it provides the
necessary guidance, support, and training that employees need to feel comfortable with the
changes. Leaders must communicate not only the technical aspects of the transformation but
also the broader vision of how the changes will benefit both public servants and citizens.

As Metz of the Department of the Defense explained, the effort requires much more than lip
service from those in charge, but also requires them to walk the walk:

GO

It was really important to us to talk to the user. We conducted individual listening
sessions with principal staff assistants. We were able to hear their concerns, frus-
trations, what was going right, what was going wrong. | was able to ask one ques-
tion that we elicited a consistent theme. The question was, how do you use
technology to execute your mission? The resounding response was, we don’t. This
creates a culture of collaboration, where people are encouraged to embrace innova-
tion rather than resist it.?!

sls

As Osmond of Virginia put it, “When you frame [a technology decision] about what it is going
to do for them, 95 percent come along. Those unwilling to be a part of new process or orga-
nization eventually find different opportunities. Look, people generally want to do interesting
things and add value. People want to play for the winning team. The more winning you do,
the more winning they want to do.”

In the end, people are the ones who make technology work and people are the ones who can
make sure it does not work if it is not communicated, trained and supported properly. In fact,
there is a considerable body of academic research to point out the fact that when humans are
faced with a system that they do not support but in a function for which they care deeply
about the outcomes, they will actively work around the system rather than using it correctly in
order to get their job done effectively. Technology itself is neutral and cannot achieve anything
without the human effort, creativity, and problem-solving needed to implement and maintain it.

20. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.
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The DoD’s Metz described how she incorporated this change management into her project, saying:

60O

The biggest challenge is change and change management. There are some organi-
zations and individuals who were doing well with the status quo. They were able to
identify value in what they were providing and doing for their respective organiza-
tion. If there’s going to be a change to that status quo, there’s going to be tension
and frustration and feeling that their value is going to be taken away. We had to
come at it more people oriented, right? Because if you can’t engage with the peo-
ple, then you’re not going to impact the mission. We try to build trust and prove
our value—as an office, and as to why we were doing this. The point of our office
was to democratize access to technology.??

sly

While technology is an enabler, it is people who determine how it will be applied, improved,
and integrated into daily operations. Good communication ensures that this human element
remains central to any modernization effort, making it clear that transformation is about more
than just the tools—it's about empowering the people who use them to better serve society.
Thus, placing people and communication at the core ensures that technology truly enhances
government operations and delivers public value.

Component 2—Robotic Process Automation (RPA)

RPA is an elegant solution to several technology and human capital issues that are omnipresent
in government. By shifting human work to RPA, the work can be arranged once and done multi-
ple times.?® Melinda Rogers, of the Department of Justice, described why her agency used RPA:
“We have been leveraging the benefits of RPA for some time now. We use it in automating
business processes, especially when dealing with integrating processes and data between dis-
parate legacy systems. Whether that’s compiling cybersecurity, monitoring data from sources
or optimizing complex workflows, robotic process automation has allowed justice to move for-
ward with automation for critical business functions without having to invest in a whole system
or platform efforts.”?*

22. IBM Center for The Business of Government. (2024, March 11). Delivering World-Class IT: A Conversation with Danielle Metz,
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Findings on RPA Usage

A 2021 study on RPA usage in federal CFO organizations examined 14 financial management
organizations and found that most of the organizations had five or more bots in production at the
time.?® The study found that:

* |dentifying a “simple, well-documented” business process as a proof of concept was the
favored strategy.

» Strong organizational change management was necessary to alleviate staff fears about
job losses

* Good working relationships with the CIO’s office was critical to success.

e The development of a thorough business case was necessary to persuade agency leaders and
this was often done with using a standard intake form to capture specifics about the process
under consideration.

* Many organizations under-estimated the amount of work necessary to build the bots.

e Security challenges were higher with unattended bots but still existed for attended bots.

RPA offers significant value for government agencies by streamlining routine tasks and improv-
ing overall operational efficiency. Many government processes, such as handling applications,
processing data, and managing records, involve repetitive, rule-based actions that RPA can
automate. By doing so, agencies can reduce the time spent on mundane tasks, freeing up
staff to focus on more complex, high-value work. This shift not only improves service delivery
but also allows governments to function more efficiently, meeting increasing demands with
existing resources.?®

RPA can also enhance accuracy and compliance in government operations. Manual data entry
and processing are prone to human error, which can lead to costly mistakes, delays, or com-
pliance issues. By implementing RPA, agencies can improve the accuracy of their data han-
dling, ensuring that critical information is processed correctly and consistently. This reduces
the risk of errors and enhances compliance with regulations, which is particularly important
for agencies handling sensitive or regulated data.

Finally, RPA contributes to improved public services and citizen satisfaction. Automating pro-
cesses such as application submissions, payments, or inquiries can significantly reduce pro-
cessing times and improve the responsiveness of government services. Faster turnaround times
lead to a better experience for citizens, who benefit from quicker access to the services they
need. Moreover, by optimizing workflows, government agencies can be more agile and adap-
tive to the evolving needs of the public.

As a result of all of these benefits, RPA is close to a “must have” for modernization or trans-
formation initiatives. Similar to the TIME model for systems, agencies should follow what we
are calling the RCCE model for assessing RPA candidates. The RCCE model looks at various
processes and assess them for their Repeatability (frequency that the process is repeated in a

25. O'Leary, K. (2021, February 17). RPA in Federal Financial Management Organizations. IBM Center for The Business of
Government. https://www.businessofgovernment.org/blog/rpa-federal-financial-management-organizations.
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given time period), Consistency (amount that the process changes over time), Criticality
(importance of getting the process correct) and Ease (ease of creating the RPA). Any process
that scores high under all four dimensions is an excellent candidate for incorporating RPA.

Component 3: Generative Al

Generative Al has the potential to play a key role in government technology modernization and
transformation, offering innovative solutions that improve efficiency, decision making, and ser-
vice delivery. However, to leverage generative Al effectively, governments must ensure its use
adheres to ethical Al principles and complies with regulatory frameworks. By focusing on
transparency, accountability, bias mitigation, and data security, generative Al can help solve
critical challenges while upholding ethical standards and government regulations. As Bonnell
of the Air Force pointed out, “My guess would be that we probably have about 6 percent of
our knowledge structured. It’s a bit ironic that we take a lot of confidence from that struc-
tured information, but it only represents 6 percent of our knowledge. The surprise and
excitement for me—as | look at this job now and in the coming years—is the ability to put
all of our knowledge on the table, to be able to use generative Al.”%’

One significant way generative Al can assist in government modernization is through mindful
and responsible automating and streamlining administrative processes. As Bonnell of the Air
Force said, “People [in large part] are turning to generative Al tools, including GPT, to
reduce toil—to take things that might have taken them four hours before and get them done
in four minutes. To be clear, Al isn’t about giving us the answers. It's helping us curate and
have options at speed and scale.”?®

Another area where generative Al can drive transformation is in citizen engagement and ser-
vice delivery. Al-driven chatbots and virtual assistants powered by generative models can offer
more personalized and responsive services, answering questions, helping citizens navigate
complex systems, or assisting with applications. These systems can handle large volumes of
requests and provide 24/7 support. However, to meet government regulations on data privacy
and security, these Al solutions must be designed with robust data protection measures,
ensuring that sensitive personal information is kept secure and that Al models are trained on
compliant datasets free from biases or discriminatory patterns.

Generative Al can also support decision making and scenario planning by generating multiple
models or simulations to predict outcomes of policy changes or new initiatives. Governments
can use Al-generated insights to explore the potential impacts of various strategies, helping
them make more informed choices. In this context, ethical Al principles must be applied to
ensure that Al-driven recommendations are fair, unbiased, and based on reliable data. This
involves rigorous auditing and validation of Al models to avoid perpetuating systemic biases,
ensuring that policy decisions based on Al insights are equitable and just.

Ethical considerations are especially important when using generative Al to assist with data
processing and integration. Governments often manage vast amounts of data, some of which
are sensitive or regulated. Generative Al can help transform this data into actionable insights,
but agencies must ensure that Al tools comply with data governance policies and avoid creat-
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ing outputs that could lead to biased or unfair treatment. To align with ethical Al guidelines,
these models should undergo regular assessments for bias and fairness, and there should be
clear oversight mechanisms in place to ensure accountability for Al-generated decisions.

Finally, to fully harness the potential of generative Al while staying within ethical boundaries,
government agencies must focus on transparency and accountability in Al deployment. This
means clearly communicating how Al is being used, the logic behind its decisions, and provid-
ing opportunities for human oversight. Al models should be designed to produce explainable
outcomes, ensuring that public sector workers can interpret and validate the Al's recommen-
dations. Ethical Al frameworks can be adopted, such as maintaining human-in-the-loop pro-
cesses for critical decisions and having fail-safe mechanisms in place to correct or override
Al-generated outputs when necessary.

Recommendations for Implementing Al

In the IBM Business of Government's Pathways to Trusted Progress, the report out-
lines critical recommendations for implementing Al in government.?® These included:

* Recommendation 1—Promote Al-human collaboration when appropriate. Different kinds
of Al call for different levels of human involvement, and citizens are generally more comfort-
able with a human being involved in providing direct services.

* Recommendation 2—Focus on justifiability. Justifiability can be thought of as an outwards-
facing business case, and with citizens as a primary audience. The government needs to
article why an Al system needs to be developed, the amount of human involvement, and
execution strategies.

* Recommendation 3—Insist on explainability. Government must be able to explain why the
Al came to a proposed decision, including the data that was used for the decision. This
becomes increasingly important with decision making for high-stakes outcomes.

* Recommendation 4—Build in contestability. Just as citizens can appeal to a person in gov-
ernment about the fairness of a decision, they also need to be able to contest the decisions
made with Al. This feedback loop helps ensure that decisions are reasonable and not prone
to bias.

* Recommendation 5—Build in safety. While Al is deployed, risks can arise that make a
safety feedback loop important. Government needs to either create or join an incidents
tracking database to capture and act upon feedback.

* Recommendation 6—Ensure stability. The machine learning function in Al means that sup-
porting algorithms will be constantly tweaked in response to new information. Not only does
the Al system need auditing prior to implementation; regular examinations will ensure that
Al provides stable results.

29. Desouza, K. C., & Dawson, G. S. (2023). Pathways to trusted progress with artificial intelligence. IBM Center for The Business of
Government. https://businessofgovernment.org/sites/default/files/Pathways%20to % 20Trusted % 20Progress % 20with % 20Al. pdf.

32


https://businessofgovernment.org/sites/default/files/Pathways to Trusted Progress with AI.pdf

DIGITAL MODERNIZATION FOR GOVERNMENT: AN IMPLEMENTATION FRAMEWORK

www.businessofgovernment.org

By incorporating these principles and focusing on transparency, fairness, and security, genera-
tive Al can significantly advance government technology modernization efforts without violating
ethical standards or regulatory requirements. This approach fosters trust in Al systems and
ensures they serve the public interest responsibly.

Component 4: Know what TIME it is

Osmond of Virginia uses the TIME (Tolerate, Improve, Migrate and Eliminate) model to under-
stand each of his systems. The TIME model is a strategic framework applied in government
agencies to evaluate and enhance system components, enabling agencies to allocate resources
effectively, streamline operations, and ensure policy objectives are met efficiently. This model
assists in the categorization and decision-making processes by breaking down the assessment
of systems into four key actions. Government agencies can use this structured approach to
make informed choices about which components to maintain, upgrade, replace, or discard,
ultimately fostering better service delivery and responsiveness to public needs.

* Tolerate refers to system components that may not meet ideal performance standards but
still function adequately enough to retain in the short term. This might include legacy
systems or established protocols that, while outdated, do not critically hinder operations.
These components are maintained to avoid unnecessary disruptions and excessive costs.
By tolerating specific systems, agencies can allocate resources to more urgent areas while
planning for gradual improvements or future replacements. Tolerating allows for a more
flexible approach, prioritizing stability and continuity.

* Improve focuses on system components that have significant potential but require en-
hancement to reach optimal performance. For government agencies, this could mean
updating technologies, enhancing workforce skills, or refining existing policies to better
align with agency goals. The “Improve” phase supports modernizations that refine process-
es without requiring a full system overhaul. For example, updating data security protocols
or training staff in new software can yield efficiency gains without the extensive time and
budget required for full system replacements. Improvements not only increase operational
efficiency but also help government agencies to gradually modernize.

e Migrate applies to system components that, while valuable, would function more effec-
tively within a new framework or platform. Migration can involve transferring data to a
more advanced database, swapping out legacy components of the technology stack,
adopting cloud-based solutions, or transitioning to a new policy approach to address
shifting public needs. In government, migration might mean moving from paper-based
records to digital systems or adopting interagency platforms that allow for real-time
information sharing. Migrating systems can be complex and resource-intensive, but it
ultimately enables government agencies to improve scalability, accessibility, and respon-
siveness to the public. In short, these are excellent systems for transformation.

e Eliminate targets components that are no longer relevant or are inefficient, redundant, or
outdated, leading to unnecessary costs and complexity. Government agencies often face
constraints in budget and resources, and eliminating nonessential or redundant processes
can streamline workflows and reduce costs. By systematically identifying components that
no longer serve their purpose, agencies can simplify their systems, reduce technical debt,
and reallocate resources to higher-priority areas. Systems and processes can also be
eliminated as a part of a successfully realized modernization or transformation initiative
and, in fact, this may be one of their strategic objectives. Eliminating outdated policies or
programs also helps agencies focus on innovation and modernize their operations to serve
the public more effectively.
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Successfully using the TIME approach allows the agency to consciously decide their approach
to each existing system, thus enabling a more informed spend.

An aspect of assessing TIME is the data view. As Sloan of Arizona put it, “If data is water,
then IT is the plumber. Can IT help provide access to the data, yes, but data quality is not
an IT problem; it’s a business problem. We have done data maturity assessments for several
agencies. Now they can focus on data being a key asset—with every employee understand-
ing that they are the steward for their data. Employees need to understand the impact of
their decisions and their role in data management—a latent investment that we are overdue
in needing to make in some agencies.”

As such, once the TIME analysis is done, a thoughtful dive needs to be taken into the data
and what to do with it.

Component 5: Agile/flexible processes versus structure

In technology modernization and transformation projects, there is often tension between
adopting an agile, flexible process and the necessity for structure and control. Agile methodol-
ogies offer the ability to quickly adapt to evolving requirements, enabling teams to deliver
incremental changes and pivot in response to new insights. This flexibility is essential in fast-
paced technological environments, where rapid changes in tools, frameworks, and customer
needs often demand continuous iteration. However, the same characteristics that make agile
appealing can also lead to challenges in maintaining focus on long-term goals.

Conversely, large-scale technology transformation projects often require a high degree of struc-
ture and governance to ensure all moving parts are aligned. Modernization efforts—Ilike migrat-
ing legacy systems, overhauling infrastructure, or implementing enterprisewide platforms—often
involve many stakeholders, complex dependencies, and significant investments. In such cases,
structured processes ensure that timelines are met, resources are managed effectively, and risk
is minimized. Well-defined processes, thorough documentation, and robust oversight help pre-
vent scope creep, ensure compliance with regulatory standards, and provide accountability
across teams and departments. As Metz, of the DoD, said, “We do need to have rigor and
structure, but they need to be adaptable and in line with the current reality that we live in
and with technology, because it's so dynamic. That means you constantly need to be refresh-
ing your business processes so that they’re not becoming a hindrance to your ability to
deliver technology.”*°

The tension arises when the need for flexibility conflicts with the necessity for structure. In
technology, adhering too strictly to structured plans can lead to inefficiencies. Teams may find
themselves stuck in rigid processes that don’t account for the rapid pace of change in the tech
landscape. Conversely, too much agility without proper guardrails can result in chaos—proj-
ects may drift, objectives can become unclear, and critical deadlines might be missed. Striking
the right balance between these two approaches is critical, as both offer unique advantages in
the context of transformation initiatives.

One potential resolution to this tension is the concept of hybrid frameworks—a blend of agile
and structured methodologies. For example, scaled agile frameworks (SAFe) allow for agile
processes at the team level while maintaining a structured approach to portfolio management,

30. IBM Center for The Business of Government. (2024, March 11). Delivering World-Class IT: A Conversation with Danielle Metz,
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budget allocation, and risk mitigation at higher organizational levels. This allows organizations
to be nimble in execution while ensuring that strategic objectives remain clear. The right blend
depends on the project’s scale, the industry, and the organizational culture, but hybrid models
can provide the flexibility to adapt while keeping essential governance in place.

Ultimately, the choice between flexibility and structure in technology modernization hinges on
contextual factors. For innovation-driven transformations, flexibility may take priority, whereas
for high-stakes projects with critical infrastructure, structured processes are often nonnegotia-
ble. For example, the COVID response required great flexibility while statutory changes to
Medicare require a much more structured approach. The key to success lies in tailoring the
approach to fit the specific needs of the project while recognizing that modern transformations
are rarely a one-size-fits-all endeavor. A thoughtful combination of both agility and structure
ensures that modernization efforts are responsive, sustainable, and scalable.

18F Agile Recommendations

To facilitate the evolution to agile, 18F has published an agile contract format document which
slims down the solicitation document to around a dozen pages but still follows all of the appli-
cable procurement rules and keeps it under the contracting officer’'s control.®! They recommend
including several key elements:

e A Statement of Objectives versus a Statement of Work—They suggest that, since the
agency does not know exactly what needs to be done, it is impossible to define it up front.
The Statement of Objectives focuses on the collaborative effort between the developers and
the product owners to define what needs to be done on a sprint-by-sprint basis.

* A labor-hour contract versus a firm fixed price—18F suggests that the agency is not buy-
ing a finished product but is instead buying the developer's time but with rigid guardrails
to ensure that the output is consistently and rigorously measured to ensure it is meeting
expectations. This allows for both more flexible spending but also easier contract escape
clauses for poor performance.

* A short base of performance—The argument is that the agencies is hiring a developer to
perform a defined set of objectives and then leave. A longer contracting period muddies
the water.

* A nominal appendix of the backlog of user stories—This provides an insight into the type
of stories that may be necessary in terms of complexity or length. Because the agency is
buying a labor hour (rather than a finished product), it is not necessary to fully and com-
pletely inventory or specify each possible story.

* Quality assurance and surveillance plan—This specifies how “good” is going to be mea-
sured and secured.

* Specification of the lead developer and the Project Manager—In doing a labor hour con-
tract, the people performing the work is critical and so the agency must know who they are
getting in order to judge the quality of the firm.

31. Jaquith, W., Hart, R., Hopson, M., & McFadden, V. (2019, August 20). An Agile Software Development Solicitation Guide. 18F.
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Component 6—Creative and detailed contracting with vendors

and providers

Governmental procurement rules are intentional. However, how an agency complies with these
procurement rules allows room for agencies to be creative. The heart of that is working with
vendors as peers rather than adversaries and jointly coming up with solutions. The ability to
create innovative processes for working with vendors, while still fully complying with applica-
ble rules and regulations, is a critical skill in performing a modernization or transformation.

Creative contracting solutions can significantly enhance collaboration between government
agencies and vendors on technology modernization and transformation projects, enabling both
parties to work more effectively while staying compliant with government contracting rules.
Traditional procurement processes often prioritize rigid requirements, timelines, and cost struc-
tures, which can be a barrier to innovation and flexibility. Creative contracting approaches,
such as modular contracting, performance-based contracts, and the use of innovation funds,
offer more agile frameworks. These frameworks allow both vendors and agencies to adapt to
evolving needs, integrate emerging technologies, and iteratively develop solutions, all while
staying within regulatory bounds.

Metz of the Department of the Defense described how her agency used creative contracting
by saying:

[ 1

If we can come up with a strategy where there’s enough commonality . . . then we
can go after those [funding] resources together, instead of sniping at each other.
Based on that, we can come up with agreed upon performance metrics, what we
think the service level agreements is, and [do it] in partnership with the service
provider. As the service provider implements our plan of action, the governance
structure allows us to be able to have that community, to continue to foster that
rapport, that openness, that safe space to exchange ideas and to have real conver-
sations that are data driven, because we are using the same performance metrics.*

olo
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One such solution is modular contracting, which breaks down large, complex technology proj-
ects into smaller, manageable phases or modules. This approach allows government agencies
to procure services in incremental steps, providing flexibility to adjust requirements as the
project progresses. For vendors, this means they can deliver parts of the solution in stages,
responding to feedback and refining the next phase based on lessons learned from the previ-
ous one. This structure reduces risk for both parties, as agencies can course-correct more eas-
ily without being locked into long-term contracts with static terms. Modular contracting also
ensures compliance with procurement rules by adhering to project oversight and performance
evaluations at each phase. Further, this allows the agency to follow a modular approach to
contracting rather than having to approach it as a monolith.

Performance-based contracting is another solution that aligns the interests of both agencies
and vendors by focusing on outcomes rather than prescriptive tasks. Instead of specifying
exactly how a vendor should achieve results, agencies outline desired outcomes and allow
vendors the flexibility to determine the best approach. This incentivizes innovation, as
vendors can propose new technologies and methodologies that are better suited to achieving
the desired outcomes. Performance-based contracts help agencies access cutting-edge
solutions while still meeting government procurement regulations, which often focus on
measurable results and accountability. Candidly, this can be a challenge as many stakeholders
are often vested in how a project is accomplished and significant change management

may be necessary.

Collaborative contracting mechanisms such as “Other Transaction Authorities” (OTAs) or
“Challenge-Based Acquisitions” also foster better partnerships between government agencies
and vendors. OTAs, for example, offer a more flexible procurement process for research and
development, allowing agencies to work with nontraditional contractors, startups, and technol-
ogy innovators who might not typically engage in government contracting. By using these
innovative contracting authorities, agencies can bypass some of the bureaucratic hurdles that
slow down traditional procurement while still adhering to the oversight and reporting require-
ments essential in government contracts. This approach encourages vendors to bring new
ideas to the table, fostering a more dynamic and innovative problem-solving environment.

Finally, partnership-based contracting solutions such as joint ventures, consortia, and public-
private partnerships enable agencies to pool resources and expertise with vendors while
remaining compliant with contracting rules. These approaches allow for greater collaboration
on complex modernization projects, where multiple stakeholders might be involved. By lever-
aging the diverse skills and knowledge of different vendors and public entities, agencies can
create more comprehensive solutions to modernization challenges. Structured under the right
legal frameworks, these partnerships balance the need for innovation with the rigor of govern-
ment oversight, ensuring that all parties adhere to contractual obligations while working
toward a common goal.

One thing that underlies the success of all of these alternative contracting approaches is how
the role of the vendor staff is seen relative to the internal government staff. An adversarial
relationship is unlikely to yield positive outcomes.

Osmond of Virginia describes how he deals with contractors, saying, “/ view them as an
extension of my team and rely on them to bring in expertise and run the infrastructure. We
have 300 core employees but around a thousand contractors . . . we follow the contractual
processes and requirements, but once they are awarded the contract, then they are a part
of the team.”
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Metz, of the DoD, described how she viewed contractors, saying:

[ 1

That’s a lot to ask of a service provider. It goes well beyond what they were stood up to
do. You can see that we've set them up for failure. | think that’s what we were trying
to go after. There’s a smarter way about doing this where we’re able to offload the
unnecessary things that we put on the service provider and smarten up the customer
base so that we can hold ourselves to account. We can treat each other as peers
instead of adversaries, because we're all going after the same precious resources.>3

<lo

Through these creative contracting solutions and maintenance of positive vendor relationships,
government agencies can maintain the flexibility needed to adapt to evolving technological
landscapes, improve vendor relations, and ensure successful modernization and transformation
projects. At the same time, the regulatory integrity of government contracting processes is pre-
served, safeguarding accountability, transparency, and fair competition.

Solution 7—Curiosity

Curiosity is a critical driver for solving government technology modernization and transforma-
tion problems, as it fosters a mindset of exploration and continuous learning. In the rapidly
changing landscape of technology, government agencies are often tasked with updating legacy
systems, adopting new technologies, and meeting evolving citizen expectations. Curiosity
encourages agencies and their leaders to ask “what if” and “why not” questions, prompting
deeper investigation into existing problems and alternative solutions. This exploratory approach
is essential in uncovering innovative ways to modernize systems and adopt cutting-edge tech-
nologies that can transform government services.

Moreover, curiosity leads to a better understanding of emerging technologies and their poten-
tial applications. When government officials and technologists maintain a curious mindset,
they are more likely to stay informed about advancements in artificial intelligence, cloud com-
puting, data analytics, and cybersecurity. This awareness enables them to anticipate how
these technologies can be leveraged to improve operations, enhance efficiency, and address
security concerns. For instance, by exploring the potential of automation or blockchain tech-
nology, curious leaders can identify novel solutions for improving transparency and service
delivery. As Bonnell of the U.S. Air Force said, “Curiosity is a key survival trait. It’s our job to
know what’s out there . . . and to know or invent as what we need to do.”3

33. IBM Center for The Business of Government. (2024, March 11). Delivering World-Class IT: A Conversation with Danielle Metz,
Director, Information Management & Technology Director and CIO, Office of the Secretary of Defense. https://www.businessofgov-
ernment.org/interviews/5195.

34. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.
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Curiosity also encourages collaboration and knowledge sharing, which are essential in solving
complex modernization challenges. Government technology projects often involve multiple
stakeholders, including internal teams, external vendors, and partner organizations. A curious
approach invites open communication, brainstorming, and the sharing of diverse perspectives,
which can lead to more holistic and creative problem-solving. Through curiosity-driven inquiry,
teams can break down silos and better understand how different systems and processes can
work together, ultimately leading to more effective modernization efforts.

Finally, curiosity helps overcome resistance to change, a common barrier in government tech-
nology transformation. People naturally resist new systems and processes that disrupt their
routines, but curious individuals are more inclined to embrace change as an opportunity to
learn and improve. By fostering a culture of curiosity, government leaders can encourage their
teams to approach modernization challenges with a positive, open mindset. This helps build a
more adaptable workforce that is ready to experiment with new tools, processes, and method-
ologies, which is critical for navigating the complexities of technology transformation. As
Bonnell of the U.S. Air Force puts it, “Those who excel in government . . . are those people
who use those curiosity muscles . . . to curate their knowledge sources and they are just
going to move at light speed.”3®

35. IBM Center for The Business of Government. (2024, October 28). Exploring the IT Strategy at the U.S. Air Force Research
Laboratory: A Conversation with Alexis Bonnell, CIO & Director Digital Capabilities Directorate, AFRL. https://www.businessofgov-
ernment.org/node/5393.

39


https://www.businessofgovernment.org/node/5393
https://www.businessofgovernment.org/node/5393

Implementing Change

Enacting the harmonization of traditional and emerging technologies for digital modernization
and transformation involves performing five distinct steps while keeping in mind four
overarching considerations.

Step 1—Ensure the right leadership is in place

Ensuring the right leadership for a transformational implementation effort requires identify-
ing leaders who possess both technical understanding and the ability to drive organiza-
tional change.

Prioritize selecting individuals with experience in managing large-scale IT projects, prefer-
ably within the public sector, and aligning them with the agency’s mission and goals.

Clearly communicate the vision and benefits of the transformation to build commitment
and establish accountability by defining roles and expectations early.

Foster a supportive culture by providing leaders with the resources and authority needed to
address challenges effectively.

Regularly engage leadership through updates, collaborative problem-solving, and celebrat-
ing milestones to maintain enthusiasm and alignment throughout the implementation
process.

Step 2—Determine the appropriate implementation approach

To determine the appropriate implementation approach—waterfall or agile—for a transfor-
mational government technology project, evaluate the project’s scope, complexity, and
flexibility requirements.

Waterfall is ideal for well-defined projects with stable requirements, such as compliance-
driven initiatives, where a linear, sequential approach ensures thorough planning and
documentation.

Agile, on the other hand, suits projects with evolving requirements, high stakeholder
engagement, or a need for iterative development, such as innovative or user-focused
solutions.

Assess the agency’s culture, technical expertise, and capacity to adopt agile methodologies
effectively. Consider hybrid models if aspects of the project require the structured oversight
of waterfall alongside agile’s adaptability to changing needs.
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Step 3—Determine the vendor approach

To determine whether to use new or established vendors for large transformational govern-
ment projects, consider the project’s complexity, risk tolerance, and need for innovation.

Established vendors often bring proven expertise, reliability, and familiarity with govern-
ment processes, making them a safer choice for projects requiring stability and predictable
outcomes.

Conversely, new vendors may offer innovative solutions, competitive pricing, and agility,
which can be advantageous for projects emphasizing modernization or unconventional
approaches.

Evaluate vendor track records, capacity to scale, and alignment with the project’s goals.

Additionally, consider a balanced approach by leveraging a mix of established and new
vendors, fostering innovation while minimizing risk.

Step 4—Implement a robust data management plan

To implement a robust data management plan for a large government technology solution,
focus on integrating data accuracy, currency, and security through a multi-layered ap-
proach.

Establish a centralized data governance framework with clear policies for data collection,
validation, and updating processes to ensure information accuracy and timeliness.

Employ automated tools for real-time data synchronization and integrity checks to prevent
errors and inconsistencies.

Implement robust cybersecurity measures, including encryption, access control, and
continuous monitoring, to safeguard sensitive information.

Regularly audit and update the plan to address emerging threats, ensure compliance with
regulations, and adapt to evolving data needs.

Foster a culture of accountability and training among personnel to uphold these standards.

Step 5—Determine which technologies are (and are not)
appropriate

To determine appropriate technologies for a large government technology transformation,
assess alignment with strategic goals, scalability, and long-term sustainability.

Evaluate the technology’s compliance with regulatory and security requirements, ensuring
it meets government standards.

Consider cost-effectiveness, interoperability with existing systems, and ease of integration
to minimize disruptions.

Analyze vendor reliability and support for the technology’s lifecycle, along with its potential
for future innovation.

Finally, engage stakeholders to understand needs and concerns, ensuring that the chosen
technologies address both operational efficiency and public service priorities.
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The considerations are:

Consideration 1—Recognize and resolve the inherent tension
between what you would like to do (desires) and what can
be done (reality)

To address the tension between goals for new system and their embedded constraints of
budgets and staffing, begin by aligning the vision with clear, measurable priorities that
reflect the organization’s most critical needs.

Engage stakeholders early to ensure buy-in and realistic expectations, and explore phased
implementation strategies that deliver incremental value while adapting to resource
limitations.

Advocate for scalable, cost-effective solutions such as open-source software or modular
designs that can evolve over time.

Finally, foster collaboration across departments to pool expertise and encourage training
initiatives that empower personnel to maximize existing resources, bridging the gap
between aspirations and achievable outcomes.

Consideration 2—Resolve the tension between modular and
monolithic system

To resolve the tension between modular and monolithic systems, focus on aligning the
choice with the agency’s specific needs, resources, and long-term goals rather than striving
for an ideal yet unattainable solution.

Evaluate factors such as scalability, cost, interoperability, and implementation timelines.

Modular systems can offer flexibility and adaptability, making them suitable for dynamic or
rapidly evolving requirements, while monolithic systems provide cohesion and simplicity,
often better suited for agencies with stable, uniform processes.
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Prioritize stakeholder input, assess potential constraints (e.g., budget, technical capacity),
and consider hybrid approaches to balance immediate functionality with future growth,
ensuring the decision supports the agency’s mission effectively.

Consideration 3—Put people at the center of all technology decisions

Placing people at the center of transformational technology decisions in the public sector
involves prioritizing user-centric design and inclusive engagement throughout the develop-
ment lifecycle.

Begin by conducting comprehensive stakeholder consultations to understand the needs,
expectations, and challenges of both end-users and system administrators.

Employ human-centered design principles, focusing on accessibility, usability, and inclusivity
to create systems that serve diverse populations equitably.

Continuously solicit feedback through iterative prototyping and testing to refine solutions
based on real-world usage.

Prioritize transparency and effective communication to build trust and ensure alignment with
public values.

Invest in training and support to empower users, fostering a sense of ownership and confi-
dence in the system.

By focusing on people first, technology becomes an effective tool to enhance public service
delivery effectively.

Consideration 4—Remain curious throughout the effort

To remain curious, focus on understanding the project’s purpose and impact while connecting
it to your personal and professional growth.

Break the work into manageable milestones, proactively seek opportunities to learn about
related technologies, and ask thoughtful questions to deepen your understanding.

Collaborate with diverse teams to gain fresh perspectives, and regularly reflect on how your
contributions drive meaningful outcomes for stakeholders.

Staying organized, celebrating progress, and embracing challenges as learning opportunities
will help you sustain curiosity and engagement throughout the process
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