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MDC2 is a strategy for integrating and -

simultaneously across air, land, sea, space,

cybér, and electromagnetic domains.

coordinating command and control operations
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Foreword

Across the defence and national security landscape, governments and partners are
grappling with the speed of technological change and a deteriorating global strategic
context. From capability development to planning to operations, leaders recognize that
Western Allies no longer have a technological advantage over peer adversaries. To win the
future battle, governments must focus on gaining situational advantage—making
decisions better and faster than the enemy. Multi-Domain Command and Control (MDC2)
addresses gaining that decision superiority. This strategy enables integration and
coordination of command and control operations simultaneously across air, land, sea,
space, cyber, and electromagnetic domains.

Dr. David Bray has expertly gathered the thoughts and insights of a diverse range of
leaders from defence, industry, and academia, who joined a roundtable discussion in
October 2021 on the effectiveness of MDC2 implementation.

By defining the need for MDC2 in context of the human flaws and irrationality in chaotic,
uncertain, ambiguous circumstances—as well as the ability of the adversary to contribute
to that uncertainty and the inherent flaws of any technological system and its
processes—Dr. Bray elevates the discussion beyond any single challenge. This is vital
because the modern battlespace is anything but homogenous. Today’s military terrain
involves a seething mass of digital infrastructure that includes edge assets, public/private
clouds, embedded weapons systems software, and a host of Internet of Things (loT)—all
built separately, over a long period of time and for different purposes.

To solve for the challenges of MDC2, this paper outlines a range of action-oriented steps
to be taken. Each step supports one or both of these top-line statements:

» Strong and gifted commanders, at all levels, must remain at the centre of the
solution. They must learn, and continually relearn, how to take best advantage of
available technology to inform development of the next generation of systems.

e Only a hybrid cloud architecture can provide a consistent, standards-based approach
to development, security, and operations. This smarter architecture allows for
workload portability, orchestration, and management across multiple environments.

For defence and national security—when the mission is this critical—agility and flexibility
are paramount. Such a complex undertaking does not mean a lack of planning or
unstructured implementation. It means taking the right approach to avoid being locked in
and unable to respond to a changing environment. We hope this paper will help prompt
deeper assessment about creating the capability needed for the future.

Daniel J. Chenok Daniel Munro

Executive Director Defence Global Markets
IBM Center for The Business of Government IBM
chenokd@us.ibm.com daniel.munro@ibm.com

Daniel J. Chenok

Daniel Munro
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Background

Multi-Domain Command and Control (MDC2), also referred to as Joint All-Domain
Command and Control (JADC2), represents the operational vision of connecting sensors
from all the military services into a single, interoperable, actionable data environment.!
Though based on the earlier visions of Network-Centric Operations, modern day MDC2
differs in that it fundamentally represents data-centricity to include interoperability at
the data-level across the different sensors, communication, and processing capabilities
associated with all military services. As a result of this centrality of data interoperability,
both analysts and operators across services—including human and artificially intelligent
digital agents assisting humans—collectively can overcome the challenges of data over-
load, detection of weak signal-from-noise associated with important information, and
information complexity of command and control spanning different domains of defence
simultaneously.?

On October 19, 2021, several speakers from Australia, the U.S., and the U.K.
assembled for a virtual conference as part of IBM SPADE 2021. This document
represents a synthesis of the immediate realities each of the speakers see with regards
to MDC2 as well the near-term action necessary to produce effective command and
control capabilities to ensure collective defence in conflicts with either near-peer
adversaries or faceless non-state terror organizations.

ob

War is the realm of uncertainty; three-quarters of the factors on which action
in war is based are wrapped in a fog of greater or lesser uncertainty.

—~Carl Von Clausewitz

90

1.  https://crsreports.congress.gov/product/pdf/IF/IF11493.
2. https://www.16af.af.mil/News/Article/24217 18/decision-superiority-through-joint-all-domain-command-and-control/.
3. https://www.globalsecurity.org/military/library/policy/usmc/medp/6/medp6_chl.pdf.


https://crsreports.congress.gov/product/pdf/IF/IF11493
https://www.16af.af.mil/News/Article/2421718/decision-superiority-through-joint-all-domain-command-and-control/
https://www.globalsecurity.org/military/library/policy/usmc/mcdp/6/mcdp6_ch1.pdf
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Why the Future of Defence Requires
Multi-Domain Command and Control

Australia is under near constant cyberattack. Such a reality represents both significant
challenges as well as an exciting time for defence to better use data to uplift cyber
defence and to unbalance Australia’s rivals. This is just one example of the challenges
nations like Australia, the U.S., the U.K., and others are facing. The post-pandemic world
looks more dangerous than the decade that preceded it. There is no room for compla-
cency in such an environment in which reengagement of near-peer competition is present.

The Five Eyes intelligence alliance comprising Australia, Canada, New Zealand, the U.K.,
and the U.S. is based upon exquisite data collection as well as crucial information
sharing. It is also subject to disruption of communications, be it from electronic warfare,
cyberwarfare, or traditional physical attacks. In such challenging environments, quicker
and higher-quality decisions are paramount. MDC2 is essential for quality command and
control decisions that require augmenting human intelligence as well as augmenting the
synthesis of massive amounts of data to produce better intelligence. This includes MDC2
operating at timescales relevant to the operation-at times waiting for just the right
moment to decide and execute to use temporal effects for maximum advantage.

606

(1) Is the proposed operation likely to succeed? (2) What might be the
consequences of failure? (3) Is it in the realm of practicability of materials
and supply?

—Fleet Admiral Chester W. Nimitz*

T

4.  https://www.history.navy.mil/get-involved/essay-contest/2017-winners/additional-essay-contest-submissions/theater-jfmcc--
-back-to-the-future-.html.
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What Implementing Multi-Domain Command
and Control Will Achieve

Successful MDC2 requires quicker and higher-quality intelligence—noting that
intelligence is not synonymous with more data. In many cases, the moderate era of
defence confronts environments overwhelmed with data and underwhelmed with
actionable intelligence. To produce both quicker and higher-quality intelligence from
which to make superior decisions, military services must get control of their data in all
the data environments in which operations occur. This requires command and control
data that can act at the tactical edge, operational level, and across a strategic theatre.
Achieving this requires connecting all battlespace sensors across domains; military
services must break out of their data communication boxes completely.

Connecting all battlespace sensors across domains essentially means connecting all
sensors since the modern battlespace essentially is an undefined environment wherein
conflict and contestation can occur anywhere at any time. Nowadays tactical physical
engagements can overlap with global cyber defence operations simultaneously in ways
that significantly change the dimensions of the battlefield. For MDC2 to succeed, it is
imperative to know what datasets are valuable to transport, assess, and synthesize at
relevant timescales for quality decisions. Currently, knowing what datasets are relevant
confronts again the modern-day challenge of an overwhelming volume of data relative to
an underwhelming amount of actionable intelligence.

Solving the challenge of knowing what datasets are relevant for tactical, operational,
and strategic multi-domain engagements requires artificial and augmented intelligence
as well as automation—not to take the final decisions away from analysts, operators, or
commanders, but rather to weed through all the initial data to convert the abundance of
data into actionable intelligence by which humans can make quality decisions. It is
important to note that MDC2 is not about removing the decision authority from
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commanders. Rather, MDC2 is about providing a better command-level picture so that
humans can make quicker and higher-quality decisions. These include recognizing the
human limits that analysts and commanders need to sort through to get to the point
where they can produce superior command and control decisions.

Alongside knowing what datasets are relevant and how complementing the data with
technology tools can aid humans in sifting through data to produce intelligence and
superior decisions, MDC2 also requires a better picture of the security of command and
control. Military services must ensure their digital and physical practices place
transportable and accessible data at the heart of decision-making. Transportable and
accessible data requires a grand ecosystem of multi-cloud solutions that span different
security domains. This includes zero-trust security baked into how data-centric activities
occur. This also requires that command and control activities must recognize the
possibility that some datasets are compromised, faulty, or intentionally deceptive to
confound decision-making in times of conflict. It presents a requirement for MDC2 to
incorporate a new security architecture that enables quicker and higher-quality
intelligence, decisions, and operations despite compromised datasets. This new security
architecture for effective MDC2 requires methods to perform real-time verification and
retesting data of sources across domains.

Effective MDC2 also requires the capabilities for commanders to order, execute, and
implement decisions at relevant timescales. This will include waiting for just the right
moment to decide and execute to use temporal command and control effects across
multiple domains for maximum advantage. Such capabilities require a connective digital
network structure that permits multi-routing of actions with the assumptions that some
aspects of communications will be disrupted or destroyed by adversarial actions. An
effective MDC2 digital fabric must continuously reassess what are the best paths for
certain times of mission data and actions. This includes autonomous assessments and
routing across different communications modes—fibre optics, satellite transmission, 5G,
high-frequency radio communications, and more—given contested battlefield
environments.

Past military efforts at network-centric did not deliver on promised capabilities in part
because of an absent focus on the data as well as a lack of maturing of digital
technologies to operate at timescales relevant to employ artificial and augmented
intelligence methods effectively. From a technological perspective, delivering successful
MDC2 requires three crucial actions. First, technologies must transform how datasets
are organized to test assumptions of both analysts, operators, and commanders.
Second, technologies must achieve data-centric, interoperable activities across a vast
number of sensors to best inform intelligence activities as well as command and
control.’ Third, technologies must augment the abilities of analysts and commanders to
make superior decisions; achieving this requires both integration across different systems
to produce multiple answers from different algorithmic platforms as well as continuous
verification and retesting of security assumptions.

From an organizational culture perspective, delivering successful MDC2 will change
depending on how humans are trained and operate together. For analysts, operators,
and commanders, new forms of training to interact with MDC2 systems and avoid data
overload will be necessary. Such training will include human-machine teaming with

5. https://asc.army.mil/web/news-stitching-the-armys-data-fabric/.
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digital agents, whereby digital agents help augment some of the sifting through relevant
data for analysts and help tip and cue commanders to relevant issues warranting their
attention. Practicing and learning from these new ways of thinking will be essential to
success. Military services must ensure human simulation and synthetic training occurs
for personnel alongside assistive digital agents.

Given there are no boundaries to modern battlefields, even tactical commanders who
might be experiencing immediate incoming advisal action will need to think and
consider what's happening outside this immediate environment to include potential
cyberwarfare, disruptive information operations, supply chain exploits, or other strategic
actions impacting the commander’s long-term success or failure. The U.S. saw some
aspects of this in the Middle East where there were tactical cyber engagements on the
Afghan Mission Network alongside a larger, global cyber battle occurring in parallel.
Operating at tactical, operational, and strategic scales requires curated datasets and
digital twins of physical environments and entities of interest.

Consequentially, MDC2 requires both new technologies and changes in how analysts
and commanders scale their thinking, focus, and ways of operating. Analysts, operators,
and commanders must practice with MDC2 technologies and iteratively learn by doing
as they operate alongside artificially intelligent digital agents. Changes in how analysts,
operators, and commanders train will ensure MDC2 successfully assists humans to
translate data into intelligence and translate intelligence into actions at the speed of
decision-making. Successful MDC2 also recognizes that necessary data will not always
get through, either through disruption, modification, or human irrationality and flaws in
a time of conflict. Most importantly, this means we must still rely on our commanders
in the field and develop a command system that understands its own flaws and
potential points of failure well.

006

The commander in war must work in a medium which his eyes cannot see;
which his best deductive powers cannot always fathom; and with which,
because of constant changes, he can rarely become familiar.

—Carl Von Clausewitz®

<10

6.  https://www.globalsecurity.org/military/library/policy/usmc/medp/6/medp6_chl.pdf.
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How to Start the Journey to Implement
Multi-Domain Command and Control

Successful MDC2 also will require jointness across services—all military services as
well as intelligence. Such effects will require robust scalability of command and control
across domains as well as across tactical, operational, and strategic engagements. Such
scalability will need to recognize the importance of decentralized capabilities that can
come together and “appear” to be centralized by sharing data yet operate in a
coordinated decentralized fashion should lines of communication become degraded.
Decentralized MDC2 capabilities also permit superior coordination of actions across
time, space, and domains.

MDC2 requires adapting contracting and procurement of new technologies and services
to match the speed of change in such capabilities. This means contracting and
procurement must shift to outcome-driven delivery which can morph and adapt to
support more hands-on pilots, prototypes, and experiments. The voice of the customer
needs to be embedded at the very start and continue throughout the entire development
and operations process. MDC2 contracting and procurement will require open standards
and better integration with industry to develop MDC2 capabilities for the military
services.’” Successful contracting and procurement also require new methods of rapid
experimentation to maintain the pace of technology development and adaptation, while
openly building and innovating.

Starting the journey to implement MDC2 will require modernizing the military
services—both in terms of technologies and operations. Strong and gifted leaders,
focused on empowering their teams to collaborate and break out of the paradigm of
doing things per the “old ways,” are fundamental. Some circumspection about future
command and control systems is warranted in helping to inform the design of future

7. https://www.af.mil/News/Article-Display/Article/1766202/industry-gets-schooled-on-mdc2/.

11
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systems; no single communications procedure, method, or system is itself sufficient to
guarantee success or even adequate conduct of command in war. Approaches come and
go, yet the challenges of command and control remain.

Technology itself is not a cure-all. Data will not always get through due to disruption,
modification, or human irrationality and flaws. Each new command system is a
response to an evolving context and new set of problems—presenting new opportunities
as well as potential new limitations. Not only do we seek new technological and data-
centric capabilities, near-peer adversaries seek the same. As such, trusted team-based
development of MDC2 includes experimentation, open-thinking, and bottom-up
innovation—necessary to ensure what is developed remains relevant in a rapidly
changing world.

Such experimentation and bottom-up innovation must embrace, from the state, that the
promise of ubiquitous data in future conflicts may not be an actual reality. The
quintessential, idealized diagram of all of the “blue force’s” tanks, ships, planes,
satellites, and warfighters operating in perfect synchronicity with the “red force’s”
equipment and personnel may be only that—an ideal. The reality needs to recognize
that loss of communications and data-centric capabilities might be lost from the very
start of a conflict. MDC2 cannot be static, it must be adaptive, as adversaries will seek
counters and workarounds. As such, MDC2 must always be adapting and exploring new
methods and capabilities, as well as ways to overcome adversarial counters. Conflicts in
cyberspace have already shown this dynamic of action and counteraction; we should
anticipate the same for future multi-domain battlespaces.

A better diagram for how to proceed with MDC2 recognizes three crucial nodes essen-
tial for success: (1) multi-domain sensors, (2) curated, interoperable datasets, and (3)
human analysts, operators, and commanders. Successful MDC2 connects these three
crucial notes with:

e Multi-routing, adaptive communications pathways
e Artificial intelligence and augmented intelligence capabilities

e Security architecture that verifies and retests sources and assumptions

The strategic value when implementing MDC2 is to assist analysts and commanders in
chaotic, uncertain, ambiguous space between the perfect function of command and
control and its inevitable disruption, imperfection, and malfunction in the face of
adversarial actions. Unlocking this strategic value raises the overarching goal of MDC2:
to design and demonstrate a command and control that considers both (1) human flaws
and irrationality in chaotic, uncertain, ambiguous contexts as well as (2) its own flaws,
imperfections, and disruptions involved by advisal actions—such that the system can
evolve and adapt. Such a command system would anticipate its own failures such that
when it fails, it “fails well” amid contested environments.

12
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The good news is there are already hints about how to achieve this overarching goal
and unlock the strategic value of continuous and evolving implementation of MDC2
across military services. Decentralization, mission commanders’ intent, and task-
oriented teams already have been demonstrated and provide value in requiring adaptive,
distributed efforts to operating disconnected from a main command system.

Successful MDC2 also will need to account for the great diversity of analysts and
commanders who operate within the systems, to include their myriad strengths and
weaknesses, preferences, and optimal presentation of data and intelligence for
actionable decisions. MDC2 will need to identify when the risk of an analyst or
commander drawing mistaken conclusions from the data presented is high, as well as
to identify ways to help the human be aware and adjust for this. Similarly, MDC2 will
need to reflect when its own digital agents providing artificial and augmented
intelligence capabilities may have limitations, flaws, or gaps in their capabilities not
readily visible to analysts, operators, or commanders. Again, such realities necessitate
experimentation, open-thinking, and bottom-up innovation to hone and improve human-
machine teaming for the purposes of MDC2.

Tactical forces with their own sensors and ability to effect actions on battlefields may in

some circumstances overcome dependence on remote sensors and remote abilities to
effect actions. When MDC2 permits coordination of these actions across time and

13
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space, force multipliers occur in this coordination. These proof points point to an MDC2
that is not “one size fits all” or only operates in one way; rather successful MDC2 must
account for different ways of operating, thinking, and effecting actions. Such realities
include MDC2 operating both when data and connectivity is abundant, as well as when
data and connectivity is scarce.

Ultimately, for MDC2 to provide superior decision-advantages, it must incorporate
iterative codesigning of artificial intelligence with human systems. MDC2 must ensure
its technological aspects incorporates both human psychology and doctrinal innovation
to include learning by doing. In starting the journey to implement MDC2, it is essential
to ensure a tightly coupled relationship between implementing new technologies and
the necessary shifts in how analysts, operator, and commanders are trained.

006

That is not to say that we can relax our readiness to defend ourselves. Our
armament must be adequate to the needs, but our faith is not primarily in
these machines of defence but in ourselves.

—Fleet Admiral Chester W. Nimitz8

o0

8.  https://www.bartleby.com/73/409.html.
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Six Action-Oriented Recommendations from
SPADE 2021

As a result of the shared discussions on October 19, 2021, the collective set of points
raised by a diverse group of speakers from Australia, the U.S., and the U.K. provided a
set of action-oriented recommendations on how to advance and deliver the capabilities
of MDC2, to include:

1. Military services must break out of their data communication boxes completely.
This action includes changing how datasets are organized to test assumptions,
ensure interoperable activities across a vast number of sensors, and providing inte-
gration to produce ensuring multiple answers from different algorithmic platforms.

2. Military services must ensure their digital and physical practices place transporta-
ble and accessible data at the heart of decision-making. To succeed, MDC2 efforts
must assemble a grand ecosystem of multi-cloud solutions that span different secu-
rity domains, with zero-trust security baked into the assumptions that data may be
compromised, faulty, or intentionally deceptive to confound decision-making in
times of conflict.

3. Military services must ensure human simulation and synthetic training occurs for
personnel alongside assistive digital agents. This action recognizes that in addition
to curated datasets and digital twins of physical environments and entities of inter-
est, humans must practice and iteratively learn by doing as they operate alongside
artificially intelligent digital agents assisting humans to translate data into intelli-
gence and translate intelligence into actions at the speed of decision-making.

15
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4. Contracting and procurement must shift to outcome-driven delivery which can
morph and adapt to support more hands-on pilots, prototypes, and experiments.
To succeed MDC2 requires the voice of the customer to be embedded at the very
start and continue throughout the entire development and operations process, to
include better integration with industry and new methods of rapid experimentation
to maintain pace with technology development and adaption, while openly building
and innovating.

5. Strong and gifted leaders, focused on empowering their teams to collaborate and
break out of the paradigm of doing things per the “old ways,” are fundamental.
This action recognizes that MDC2 must recognize that technology itself is not nec-
essarily a silver bullet; instead, trusted team-based development to include experi-
mentation, open-thinking, and bottom-up innovation are necessary to ensure what
is developed remains relevant in a rapidly changing world.

6. We must still rely on our commanders in the field and develop a command sys-
tem that understands its own flaws and potential points of failure well. To suc-
ceed MDC2 must recognize necessary data will not always get through, either
through disruption, modification, or human irrationality and flaws in a time of con-
flict. This means that for successful MDC2 to provide the superior decision-advan-
tages, it must incorporate iterative codesign of artificial intelligence with human
systems that ensure robust scalability, decentralized capabilities, and solution
adaptability to evolving situations—both those that we expect to confront as well
as the unexpected.

60

If the leader is filled with high ambition and if he pursues his aims with
audacity and strength of will, he will reach them in spite of all obstacles.

—Carl Von Clausewitz®

0

9.  https://www.goodreads.com/author/quotes/67848.Carl_von_Clausewitz.
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