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INVESTING IN SUPPLY CHAIN SECURITY

FOREWORD

December 2005

On behalf of the IBM Center for The Business of Government, we are pleased to present the second edition of
the report “Investing in Supply Chain Security: Collateral Benefits,” by James B. Rice, Jr., and Philip W. Spayd.

This report is believed to be the first to examine whether the benefits gained from investing in security exceed

the costs. It also looks at the important question of whether greater collaboration between government and the
private sector leads to improved supply chain security, reduces overall cost, and improves efficiencies.

This is the second comprehensive report that IBM has sponsored to investigate supply chain security. In 2004,
the IBM Center for The Business of Government partnered with Michigan State University to publish “Enhancing
Security Throughout the Supply Chain,” aimed at helping businesses better understand the threat to supply chains
from disruptions. This new report asserts that while the United States and other governments have taken steps

to secure international transportation systems, supply chains remain vulnerable to terrorist attack and exposed
to the introduction of unauthorized people or weapons. It also responds to industry concern that government
action to impose tougher standards and processes erodes trade efficiency by adding cost and complexity.

Rice and Spayd say they approached this report with the objective of encouraging business executives, research-
ers, and government officials to ask questions, conduct research, and make decisions about how to approach
investing in supply chain security to best determine the collateral benefits. They say it is difficult to quantify how
a specific security action prevented a problem from occurring in the supply chain or the cost that was avoided.
If something is stolen or there is a noticeable reduction in theft, then it can be measured. But calculating the
cost of a security breach or disruption that did not occur is virtually impossible.

In this report, Rice and Spayd help business leaders and security managers quantify the business case for increas-
ing investment in security. The report discusses investments in supply chain security that have shown promise to
create collateral benefits, as well as emerging benefits that need to be considered. The authors believe that per-
haps the most significant collateral benefit is a firm’s ability to continue operations in the event of a disruption to
its supply chain, maintaining supply chain continuity with its suppliers and customers wherever it does business.

This report covers many of today’s supply chain security challenges and highlights issues governments and busi-
nesses face as they ponder supply chain security investment strategies. And it offers advice on how to use invest-
ments in new security programs to improve the efficiency, flexibility, and resilience of the supply chain.

We trust this report will be a catalyst for leadership and fresh thinking, and more research and learning, by the public
and private sectors to sustain global supply chain security. We are making progress, but there is still much to do.

Paul Lawrence Theo Fletcher

Partner-in-Charge Vice President, Supply Chain Compliance,
IBM Center for The Business of Government Security and Diversity
paul.lawrence@us.ibm.com IBM Integrated Supply Chain

theof@us.ibm.com

www.businessofgovernment.org
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EXECUTIVE

SUMMARY

The unthinkable is that a weapon of mass destruc-
tion is smuggled through the trade and transporta-
tion system via an unsuspecting company’s supply
chain into a country that is the target of interna-
tional terrorism. The potential short- and long-term
damage in terms of life and economic activity is
unfathomable and incalculable. We know that free
markets are the targets of terrorists. Osama Bin Laden
has said so himself. The United States and other
governments have taken steps to secure the inter-
national transportation systems and international
supply chains. However, because of the worldwide
reach of international trade and the sheer number
of the components of trade transactions, the systems
remain vulnerable to an attack by terrorists on the
systems themselves or to being used to introduce a
weapon of mass destruction (WMD) or other imple-
ment of catastrophic terrorism into the target nation.
The danger of a terrorist attack involving the interna-
tional transportation system remains high. An attack
could take place anywhere in the world and would
have impact well beyond the location of the attack.

Because of the reach and complexity of the inter-
national supply chain, it is difficult for governments
to mandate and achieve increased supply chain
security through traditional regulatory methods. It

is nearly impossible to design security regulations
that can rationally improve security throughout the
wide range of activities that constitute international
trade. Regulations governing security and move-
ments through international supply chains add cost
and complexity to the systems. The modern supply
chain is already a complex and interrelated network
involving the movement of goods, services, funds,
and information among a wide range of participants.
A real danger is that government actions may be
well intended yet may actually diminish trade effi-

IBM Center for The Business of Government

ciency without achieving genuine improvements in
supply chain security.

Any government with a stake in international trade
that stands by without taking measures to improve
the security of international trade imposes enormous
risks on its citizens and its economy. Neither can
businesses afford to do nothing to protect their
employees, their company, their customers, and the
public from the use of their supply chains to launch
a terrorist attack.

Government and business managers also need to

be aware of their personal responsibility in protect-
ing international supply chains. An attack launched
through a supply chain could damage the credibility
and political interests of a government. In this situ-
ation, private sector officials, in a legal and social
environment of holding corporate officials person-
ally liable for the actions of their firms, could be
deemed responsible should their firm’s supply chain
be compromised. The reputation of the government,
the firm, and the individual executives could be irre-
deemably damaged. A key question, then, is: Can
the government and private sector collaborate in a
way that achieves substantial improvements in sup-
ply chain security and enables private sector firms
to reduce their overall cost and improve efficiency?

This leads to a discussion of the collateral benefits
that may flow to the firm from investments in secu-
rity. That is, are there benefits to a firm in addition
to the improvements in security that exceed the costs
of investment in security? From the perspective of
the public sector, can voluntary programs be created
that are aimed at maximizing the collateral benefits
that firms might achieve as a result of compliance with
the program requirements? Might the development
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of collateral benefits serve as a catalyst to improve
the safety of the public and to bring greater visibility
and efficiency in the operation of supply chains?

There has been a great deal of speculation in this area,
but there is very little data. Our work is intended

to build a framework for executives, researchers,
and government officials to ask questions, conduct
research, and make decisions about how to approach
investments in supply chain security. Firms that derive
collateral benefits from investments in security may
very well have a competitive advantage over firms
that invest in security but do not do so in a way that
creates collateral benefits. Governments that create
voluntary public/private partnerships that enhance
security, maximizing the opportunity for firms to
achieve collateral benefits, may achieve higher degrees
of improvements in security with lower costs to the
governments and the firms.

There needs to be a warning label that comes

with the pursuit of collateral benefits: Not all col-
lateral benefits accrue to a firm automatically from
investments in security. As noted in this report, the
creation of collateral benefits relates to a variety
of factors, including the firm’s approach to risk
management and supply chain security and how it
determines its investment options and builds link-
ages from security to other benefits in the operation
of the supply chain. The next steps from a business
perspective are to develop the metrics to gauge
the actual relationship between the investment in
security and the return on the investment, and from
a research perspective to capture the necessary
data to document the actual dynamics associated
with identifying and capturing collateral benefits.
Government officials may use this research to
develop approaches to trade and transportation
security that increase security, protect the public,
and provide a platform for increased efficiency
within international supply chains.

Looking into the future, perhaps the most significant
collateral benefit of investments in security is the
development of a firm’s ability to continue opera-
tions—supply chain continuity—so that it may
maintain its economic livelihood in the face of

a significant disruption. This entails the ability to
achieve dynamic processes for managing the firm’s
supply chains and the ability to respond quickly and
with resilience to changes in the external environ-

ment, irrespective of the nature of the disruption.
That will be the dominion of forward-looking com-
panies that plan to operate successfully in a very
unstable environment.

www.businessofgovernment.org
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Introduction

About the Report

This report expands on the emerging concept of
collateral benefits derived from making supply
chain security (SCS) investments. While this is not

a new concept in theory, it is one that is new in
practice, and to date there are limited citations of
organizations deriving collateral benefits from SCS
investments. The good news, however, is that there
is increasing evidence and logic that supports the
likelihood that meaningful benefits are created from
prudent SCS investments.

A key goal in this focused report is to help managers
think clearly about the security issues they face within
their supply chains. In addition, it should help them
consider how investments in increased security might
achieve other beneficial results for the company,
and how governments, working through the regula-
tory process and creating public/private partnerships,
can enhance supply chain security.

In covering collateral benefits from supply chain
security investments, the report focuses on supply
chain security investments that have shown promise
to create collateral benefits. While a more compre-
hensive assessment of supply chain security return
on investment (ROI) would be useful, this work
covers the aspect that represents newly emerging
benefits that should be considered when building

a business case for making supply chain security
investments.

The report utilizes data from an ongoing research
initiative at MIT called “Supply Chain Response
to Terrorism,” which included several sets of semi-
structured interviews with senior supply chain and
security leaders from global shippers and carrier

IBM Center for The Business of Government

firms operating global supply chains. Although the
interviews were conducted in the United States, the
firms provided a global perspective given the world-
wide nature of their supply chains.

Global Supply Chain Vulnerability
and Security

Business managers throughout the world have
recently become sensitized to the vulnerability of
their supply chains to an ever-increasing range of
security breaches and disruptions that affect global
supply chains. Many point to the terrorist attacks
on September 11, 2001, but closer analysis reveals
a recent series of security breaches and disruptions
that threaten national security for many nations. The
October 2002 U.S. west coast longshoremen’s lock-
out, utility failures in the U.S. and Europe in 2003,
the Madrid bombing, and the tsunami in 2004 all
illustrate the inherent vulnerability that exists in
global supply chains, and the global scope and
scale of impact.

Consider the value of international trade to the
world economy together with the global supply
chains that are delivering the trade, and one can
recognize how our economies are especially vulner-
able to disruptions, whether they are from a terrorist
attack, a natural disaster, an infrastructure failure, or
a business collapse. These principles drive the basis
for a “new normalcy” in international trade where
security plays an increasingly critical role, and entails
not only physical security of the supply chain but
the ability of firms and nations to continue trading
in the face of the security vulnerabilities, previously
noted as supply chain continuity.’
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Making the Case for Supply Chain
Security Investments

With a clear need for increased security in global
supply chains, firms are tasked to make appropriate
supply chain security investments? to protect their
assets and operations. Yet, a unique characteristic
about security investments is that they defy many
traditional methods of calculating ROI if firms only
consider cost avoidance.

Security investments by their nature do not directly
increase revenues but are intended to prevent
costs—when effective, supply chain security mea-
sures prevent disruptions, supply chain security
breaches, product adulteration, and brand/franchise
destruction. In most cases, it is difficult at best to
prove that a specific action prevented a problem
from occurring, much less how frequently the prob-
lem would occur or the costs that were prevented.
Aside from theft reduction, where there is tangible
evidence of improvements when loss levels are
reduced, one cannot measure the cost of a security
breach or disruption that did not occur. Ironically,
only when a security measure fails can one calcu-
late the cost of the loss for that particular incident.

Theoretically, one could better understand and pre-
dict the cost impact of security breaches by study-
ing security breaches and the subsequent costs

and losses on a broad, industry-wide scale. Such
data could be used to create a probability distribu-
tion function that approximates a predictable set of
losses across industry. Sadly, this data is not widely
available for various reasons, mostly because firms
believe that they expose themselves to additional
costs and risks by sharing this data. Sharing their
loss data and experiences opens up the firm to addi-
tional risks: Exposing the loss data may make secu-
rity weaknesses more evident to the general public,
which may result in further losses; exposing actual
losses may lead to higher insurance premiums as
insurers would adjust premiums to more accurately
reflect the higher loss levels; firms may fear reduced
access to capital if exposing loss data causes nega-
tive public perception of their operations.

As one industrial executive noted, the benefits of
security investments are often in the form of avoid-
ing losses, saying “nobody gets credit for solving

problems that did not happen,”* as suggested previ-
ously. The benefits are difficult to measure if the
avoided costs are not incurred. This reflects a chal-
lenge to the business to identify and value real
savings from avoiding a security breach. Some prog-
ress has been made quantifying the benefit from
preventing supply chain disruptions, but more work
is needed to make the same progress quantifying the
benefits of preventing supply chain security breaches.

With these fundamental constraints, business lead-
ers and security managers have had limited success
quantifying the business case to fund desirable
security investments, leaving supply chains know-
ingly vulnerable.

An emerging and more powerful way of viewing
return on investment for supply chain security
investments entails considering more than just cost
avoidance benefits. Some firms are recognizing the
potential to extend beyond cost avoidance benefits
to actually capture cost reduction and efficiency
improvements from those same investments. These
may be possible by considering the impact of these
investments on supply chain operations, and subse-
quently designing those operations to leverage the
investments for process improvement. Those firms
pursuing this approach have begun to identify

and enjoy collateral benefits of their investments.

Acronyms & Abbreviations
ACS Automated Commercial System
CBP U.S. Customs and Border Protection
C-TPAT  U.S. Customs-Trade Partnership

Against Terrorism

GPS Global Positioning Systems
OS&D  Overages, Shortages, and Damages
RFID Radio Frequency Identification
ROI return on investment
SCS supply chain security
™M Total Quality Management

www.businessofgovernment.org



INVESTING IN SUPPLY CHAIN SECURITY

Collateral Benefits:
Approach to ROI

A Promising

One promising approach for building a business
case for supply chain security lies in the possibility
that supply chain security investments may provide
valuable benefits in other areas in the firm, and vice
versa. These “collateral benefits” (also known as
indirect or “dual benefits”) can possibly enhance

a business case to increase the return on investment
for firms interested in reducing their vulnerability.

At this time, the data on actual collateral benefits
resulting from SCS investments is sparse. To date,
little work has been done to understand the various
aspects and issues associated with creating col-
lateral benefits, although some* have recognized
the existence and value of creating these collateral
benefits.

Firms need to develop economic justifications for
their investments in making the supply chain secure
and resilient; understanding the dynamics and issues
related to creating collateral benefits may provide

a valuable investment incentive to justify those
investments. Just as Phil Crosby believed that quality
investments provide collateral benefits that offset the
investments in quality, so too we suggest the possi-
bility that security investments may generate collat-
eral benefits that may exceed the cost of the security
investments. Will we find that “security is free”?

The Major Collateral Benefit:
Facilitating Trade

Perhaps the most important potential collateral ben-
efit that may develop from making security system
improvements is in facilitating trade. While a pri-
mary intention of the investments noted is to make
the supply chain secure, by virtue of making the

IBM Center for The Business of Government

supply chain secure it becomes less prone to disrup-
tion. In some cases, it also helps the supply chain
become more capable of withstanding and bounc-
ing back from a disruption.

While this may seem intuitive and a non-starter,
only when one considers the potential loss from not
being able to trade does one begin to appreciate the
impact. Using the U.S. west coast longshoremen’s
lockout of 2002 as an example, the economic impact
on the U.S. economy has been estimated at between
$10 billion and $20 billion—this for a 10-day lock-
out of only some of the U.S. ports of entry, and one
where the disruption was known about in advance
and well anticipated. One can easily estimate that
the impact would have been factors higher (if not
exponentially higher) if all the ports were closed
without notice. How much could the economy with-
stand before collapsing? At the firm level, a number
of examples illustrate the magnitude of the risk of
disruption to business operations and the ability to
conduct trade.

The terrorist attacks on September 11, 2001, had
dramatic and lasting effects on automotive manu-
facturers dependent on not quite just-in-time deliv-
eries across the U.S.-Canadian border, shutting
down five Ford Motor Company plants in the U.S.,
for example.®

A recent study’ of 861 firms over a nine-year period
of time illustrates the significant impact of supply
chain glitches on firm valuation: Each glitch had

a lasting impact on the stock valuation of publicly
traded firms, calculated to be a permanent loss of
approximately 9 percent of the stock valuation after
announcement of the glitch. “This translates into
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an average destruction in shareholder value in 1998
dollars of about US$130 million per glitch. For the
861 glitches in the sample, this amounts to an over-
all destruction in shareholder value of about US$112
billion.”8

A now-famous lightning bolt at a radio frequency
chip plant in New Mexico virtually started a chain
of events that resulted in Ericsson’s eventual depar-
ture from the cellular phone production business.’
The case presents a unique side-by-side comparison
of how two firms (Ericsson and Nokia) were able

to respond to a situation and how the preparedness,
systems, and organizational capabilities were the
differentiating factors in their starkly different perfor-
mance. While a number of factors contributed to
the demise of Ericsson’s cellular phone business,
their lack of a sensing, aware, and responsive orga-
nization—and Nokia’s highly sensing, communi-
cative, and aware organization—determined the
outcome of the disruption, with the viability of the
firm clearly at stake.

A growing number of examples could be used

to make the point—secure supply chains enable
firms to continue exchanging goods and services,
creating a healthy economy. Without the ability
to source, produce, and distribute product to cus-
tomer demand, there would be no economy.

Options to Create Additional
Collateral Benefits

Firms have a variety of investment options available
to improve their supply chain security. The box
below provides an overview of a range of security
investments offering collateral benefits, and Table A.1
in the Appendix provides a more complete version,

also showing the direct and collateral benefits asso-
ciated with these investments. The Appendix is
designed to portray a range of security investment
options and the associated broad range of anticipated
collateral benefits. It is notable that a firm may create
similar collateral benefits by making different supply
chain security investments. Therefore, the table pro-
vides guidelines for understanding the potential col-
lateral benefits available prior to making an investment
decision, to maximize the potential collateral benefits
and the subsequent return on investment. Each entry
in the table will be addressed in subsequent sections.

Collateral Benefits from Asset
Visibility and Tracking

Firms can make a number of investments that pro-
vide varying levels of asset visibility and tracking.
Asset visibility provides constant access to location
and product status, which may reduce the uncer-
tainty of shipment arrival. Together with product
tracking, asset visibility also provides a time-definite
and controlled chain of custody for conveyances
across the supply chain. They give firms higher lev-
els of security by providing a more consistent and
predictable flow of materials, making it easier to
observe exceptions to anticipated material flows that
may indicate a security breach and allowing subse-
quent rapid follow-up and preventative actions.

Within this category of security investment, firms
have many choices, each with a different potential
for creating collateral benefits. Global Positioning
Systems (GPS) are widely used now for tracking the
location of truck and rail fleets. Radio Frequency
[dentification (RFID) and Smart Containers are in
the early stages of being developed for commer-
cially viable applications for asset tracking.

e Asset Visibility and Tracking

e Personnel Security

e Physical Security

e Standards Development

e Supplier Selection and Investment

e Transportation and Conveyance Security

An Overview of Supply Chain Security Investment Options
Offering Collateral Benefits

e Building Organizational Infrastructure
Awareness and Capabilities

e  Collaboration Among Supply Chain Parties
*  Proactive Technology Investments
e  TQM Investments

e Voluntary Security Compliance

www.businessofgovernment.org
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The collateral benefits may be significant with this
set of investments, although they will not be auto-
matic. By providing constant access to location and
product status, planners may be able to reduce the
specified inventory levels because they have less
uncertainty in the material flows. Lower inventory
levels and less uncertainty may result in lower oper-
ating expenses coming from less product handling
and rehandling, which is common in distribution
systems with high levels of uncertainty. Achieving
these collateral benefits, however, will require the
firm to actually reduce the inventory levels, poten-
tially reduce the planned transit times, and even
modify transportation arrangements with third par-
ties to take advantage of the lower levels of uncer-
tainty and potentially even fewer shipments
(emergency shipments especially).

Collateral Benefits from Personnel
Security

By focusing on the “supply” of human resources, firms
can increase the level of security within the firm. The
focus on people is one of the most fundamentally
important aspects of supply chain security. This may
entail a thorough initial background check to elimi-
nate “bad actors” from the hiring pool, supplemented
with regular drug testing and background checks. These
will increase the likelihood of providing early warn-
ing about employees operating under the influence,
or early warning about those employees with intent
on putting the firm and its assets at risk. The testing
does come at a cost, but it has been long recognized
that one of the most significant risk elements is “the
enemy within” the walls of the corporation.

In an odd twist, it is likely that employees will place
a higher value on their employment with the recog-
nition that the firm establishes and maintains a high
quality level for employees, building pride in their

work and greater dedication to the firm’s objectives.

Just as employees may value the high standards, so
too will the customers appreciate the high personnel
and operating standards. Increased customer loyalty,
increased sales revenues, and higher market shares
are possible from the higher levels of employee com-
mitment coming from the firm’s efforts to maintain
high employee standards.

IBM Center for The Business of Government

Collateral Benefits from Physical
Security

Physical security is commonly one of the first secu-
rity initiatives that firms undertake to improve sys-
tem security. Physically preventing access and
controlling access keeps out unauthorized person-
nel, protecting site intellectual property, capital
equipment, personnel, inventory, work in progress,
finished goods, and product integrity. Traditional
approaches to security have focused on theft reduc-
tion, which entails protecting against the unauthor-
ized removal of items from the process. Physical
security investments often focus on local site secu-
rity and not system-wide security. The new security
paradigm, however, now requires inverse thinking
by developing systems that prevent the addition of
unauthorized items into the supply process.

These investments may provide other benefits as
well, including increasing process efficiency through
technology adoption (e.g., automated processing
and identification through technologies like radio
frequency identification), and reducing Overages,
Shortages, and Damages (OS&D) from potentially
fewer handoffs and more automated handling.
These lower loss levels may generate their own col-
lateral benefits. With lower loss levels, insurance
rates will likely drop because of the reduced likeli-
hood of loss, and firms can expect lower indirect
costs (short-term administration costs and long-term
expenses) that are not reimbursed by typical insur-
ance policies.™

For firms regularly hosting customers on site,

a more secure environment certainly provides for
a much more favorable experience and builds con-
fidence in the supplier selection, increasingly the
likelihood of continued business and return visits
by customers.

Collateral Benefits from Standards
Development

Firms often invest resources in building industry
operating coordination and security standards. These
pay many direct benefits, making it easier to coordi-
nate multi-company security activities (initiatives,
sting operations, incident investigations), making



INVESTING IN SUPPLY CHAIN SECURITY

security breaches easier to spot, making for higher
levels of security, and ultimately improving the secu-
rity of the entire system, not just the individual firm.
Standards may help reduce non-security losses
through processes that entail systems-wide aware-
ness and incentives and practices oriented toward
security. The benefits surface in non-security loss
reduction such as reduced counterfeit and “gray
market” shipments. As one global logistics security
manager said, “We're structured as a group within
[the firm] to try and delve into more of those busi-
ness issues that are out there—counterfeit, gray
market, supply chain, warranty fraud, etc., where

through some of our efforts we've been able to show
a return to the bottom line....”

Beyond these direct benefits, developing standards
may also generate potential collateral benefits. By
having standards for security, coordination, and
operation, firms may find improved efficiency in
various logistics operations, potentially resulting in
reduced shipping times. Industry standards often
lead to higher levels of process discipline that are
necessary for intercompany operations, leading to
higher performance levels from fewer process devia-
tions and increased process predictability.

Security

Investment Direct Benefits

Collateral Benefits

Asset Visibility
and Tracking

e Provide positive location
status, preventing excursions

e Provide time-definite and
controlled chain of custody

e Lower theft and losses

e Faster recalls

e Fewer delayed shipments

e Better planning, enabling lower working capital for
inventory

Less Overages, Shortages, and Damages (OS&D)
Protection of brand name

Development multi-company security activi-
ties (initiatives, sting opera-
tions, incident investigations)
Security breaches easier to
spot with standard systems
Higher levels of security with
common procedures
System-level and supplier
security improvement

Personnel e Thorough background check e Customer loyalty, increased sales revenues, higher
Security eliminates “bad actors” from market share
hiring pool e Employee commitment and belief in company’s
¢ Regular background checks concern for employee
provide early warning for
employees operating under
the influence
Physical Security e Controlled access keeps out * Customer recognition of firm’s safe and secure environ-
unauthorized personnel ment as an expertise, increasing customer loyalty
e Protection of intellectual e Fewer thefts and OS&D by virtue of having more
property secure facility
e Protection of capital equip- e Reduced equipment damage and operating costs
ment and personnel (lower insurance rates)
e Protection of product integrity e Fewer safety incidents and catastrophes
Standards e Facilitate coordination of e Improve the efficiency of ship, train, truck, terminal

operations; cuts international shipping times

Platform for collaboration within an industry leading
to standards that raise level of performance

Process discipline enables compliance (quality, safety,
process), higher performance

Common processes reduce confusion, raise predictability,
improve staff backup

¢ Reduce non-security losses

www.businessofgovernment.org
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Collateral Benefits from Supplier
Selection and Investment

Investing in secure suppliers is a fundamental
source of supply chain security. It is difficult to
overstate the importance of the security of the
firm’s suppliers, and suppliers throughout the
supply chain, including those upstream from
the tier-one supplier. This comes as a result of
the increasing interdependencies among supply
chain parties, particularly as firms outsource
more activities to third parties, inherently
bringing in greater risk of security breach.
End-to-end supply chain security is therefore
of fundamental importance to overall supply
chain security.

Basic expectation sharing, supplier site visits, and
security audits increase the likelihood of higher
levels of security in the upstream supply chain.
Additionally, firms may elect to more deeply
involve selected suppliers in tabletop and mock
incident exercises, further increasing the upstream
supply chain security. Some firms consider this a
mandatory set of actions required to validate the
supplier’s ability to maintain a secure supply.
While a firm may wish to trust a supplier’s intent,
the necessity is to check the supplier’s capabilities.
Aside from ensuring the integrity and uninterrupted
supply of materials, such discipline also provides
the firm with a direct insight into the supplier’s
ability to maintain a supply in a potential security
breach or disruption.

Focusing on supplier security also indoctrinates the
supplier to sense security issues, providing an early
warning system for the firm, on security issues as
well as other critical issues such as quality and
availability. Ultimately, these efforts result in lower
levels of loss, less downtime, and likely higher
quality. By collaborating, sharing resources, and
working toward common goals, firms may be able
to enjoy lower costs from reduced cargo inspec-
tions, faster throughput, joint planning, ongoing
coordination, and active problem resolution. Firms
that develop and maintain a clear “secure supplier”
competence maintain a marketing advantage for
customers that demand security in their own sup-
ply chains.

IBM Center for The Business of Government

Collateral Benefits from Transportation
and Conveyance Security

Investing in securing transportation conveyances
may provide significant security benefits. The
options include adding additional drivers to avoid
long stops (“freight at rest is freight at risk”), adding
physical security features to the conveyance (e.g.,
electronic seals), and adding visibility tools to main-
tain known location and status (e.g., GPS and RFID
systems). These will likely result in lower losses from
theft, fewer incidents of product adulteration, lower
OS&D, avoidance of cargo misuse (e.g., as a
weapon delivery system), and protection of the con-
veyance itself.

A distinct collateral benefit exists for the supplier in
cases where the supplier develops a secure opera-
tion and leverages this as a competitive advantage.
In several instances, firms have used their security
practices and orientation as a competitive advantage
in capturing additional business in the marketplace.

Collateral Benefits from Building
Organizational Infrastructure
Awareness and Capabilities

Making investments in organizational infrastructure
constitutes a long-term approach toward building
capabilities in the organization through personnel
and organizational processes. Typical efforts might
include investing in employee education on vulner-
ability and on firm operations, building improved
communications systems, and adding security mea-
sures into performance assessment and incentives,
among others.

How do these investments impact security and
provide collateral benefits? As an example, regular
communication about security issues that is woven
into daily work practices builds an awareness of
security issues that translates into quicker recogni-
tion of security breaches and issues when they arise.
Similarly, this establishes a knowledge base in every
employee that is broad, with each employee being
well informed and aware of the broader system and
its operation. This, in turn, develops employees that
are more aware of the firm’s broader business needs
and issues, and hence those employees can con-
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Security

Investment Direct Benefits Collateral Benefits

Supplier ¢ Ensure a secure supply of e Lower inspection costs, faster throughput
Selection and materials ¢ Enhanced communication via collaboration
Investment e Early warning of upstream ¢ Increase efficiency through joint planning

security issues
e Reduce upstream and
inbound losses

Utilize internal security resources to assist suppliers,
ultimately making for improved relationships

Reduce theft losses
Reduce adulteration of product

Transportation
and Conveyance

Cost avoidance of non-product-related costs (indirect
costs)

Security ¢ Reduce chance of cargo ¢ Crime and vandalism rates fall

vessel misuse (weapon e Fewer disruptions to the supply chain, more cost savings

delivery system) compared with avoided losses

e Protect conveyance equip- e Less capital required for inventory

ment, vessels ¢ Reduced transportation cycle time
Building e Build awareness of security ¢ Increase problem prevention through recognition by
Organizational concerns employees
Infrastructure e Increase role of security in e Increase early intervention, reducing impact of a
Awareness and daily operations and every disruption
Capabilities assignment e Improve the ability to respond with early awareness
Collaboration  Improved coordination e Platform for broader alignment
Among Supply along supply chain increases e Enable creation of a secure supply chain network for
Chain Parties security common problem solving, resource sharing

Improve communication among supply chain partners,
potentially reducing coordination costs

sider them when making operating decisions. The
likely results are decisions that are more closely
aligned with the business needs.

Specifically, organizational infrastructure investments
may then increase problem prevention through prob-
lem recognition by employees. In addition, such invest-
ments may increase the chances that employees may
recognize potential problems, which enables the firm
to intervene and reduce the impact and consequences
of a disruption.

One firm described how their infrastructure invest-
ments helped build an exceptionally resilient and
responsive supply chain. Each day employees
receive a three- to four-minute security brief that is
integrated into a daily communications meeting at
the beginning of each shift. Since all critical issues
in the business are covered together, security is rec-
ognized on a par with the other key elements of the
business operation. Employee performance mea-
sures include losses as a key element, and incen-
tives and rewards are offered to employees for
specific actions taken to reduce losses."

Collateral Benefits from Collaboration
Among Supply Chain Parties

Similar to making investments in organizational
infrastructure, investments in collaboration entail

a long-term approach toward building capabilities
in the supply network through inter-organizational
processes. Typical efforts might include investing in
building formal communication systems, facilitating
regular interactions between multiple levels within
each organization, and conducting joint security
assessment and response planning. As noted previ-
ously, the collaboration among supply chain parties
may include multiple partners together in tabletop
and mock incident exercises. Such proactive work
further increases the awareness and likelihood of
increasing end-to-end supply chain security.

Collaboration in the supply chain can also be secu-
rity specific. In some cases, firms may elect to build
security into their extended supply network by using
third parties for security contracting. In other cases,
firms may elect to develop long-term contracts or,
perhaps more importantly, mutually agreed terms
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and conditions among the supply chain parties so
that the organizations can operate more efficiently
and effectively. These investments may also foster
the development of closer relationships and more
easily align the parties around the shared objective.
This may result in higher performance levels, as
well as higher levels of awareness as each organiza-
tion develops a deeper understanding of the other’s
operating characteristics and needs.

Collateral Benefits from Proactive
Technology Investments

Investments in technology are often praised for gen-
erating numerous benefits beyond the initial purpose
of the investment. Investing in technology for secu-
rity is no different, where the investments create the
ability to customize the application to the benefit of
the firm and potentially provide visibility throughout
the supply network. Visibility investments enable
increased real-time awareness of business operations
and better process knowledge, which in turn enables
the firm to focus resources and efforts on key improve-
ment areas, therefore reducing waste and increasing
resource utilization.

Two examples illustrate these benefits. In the first
case, one firm' elected to install a new security
technology before the government-mandated adop-
tion of the technology. Although this required an ini-
tial outlay for the technology, the firm believes this
will ultimately result in lower costs since they were
able to design the system around their own pro-
cesses and systems. Specifically, the firm built other
processing systems into the technology that avoided
adding another step in their process, streamlining
the operations and therefore reducing their cycle
time and operating costs. Had the company waited,
it is unlikely that the government would have been
so open to designing other features into the system,
so the firm would have been forced to adopt a sys-
tem that did not “fit” with their operating system.

The second example illustrates how one firm in

the medical supply industry used an early warning
information systems to provide data about specific
customer needs during a disruption. Their analysis
indicated that the firm actually had 48 hours to

respond to a disruption before it impacted the cus-
tomer, allowing the firm to plan for less expensive
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two-day service rather than the more costly next-day
service in responding to the disruption.™

In both cases, firms proactively invested in technol-
ogy and systems intended to improve security and
at the same time enabling the firms to create addi-
tional benefits of great value.

Collateral Benefits from TQM
Investments

The underpinnings of the “total quality management”
(TQM) approach to security improvements have
potential collateral benefits in a number of signifi-
cant areas. The hallmarks of TQM are dedication

of the entire organization and its suppliers (and in
some cases its customers) to improved security,
emphasis on prevention of security breaches, assur-
ance that the security system is operating “in control”
within a defined set of parameters, and the embed-
ding of security in the firm’s business processes.
Operating “in control” when using a TQM approach
to embed and document security in the logistics
processes can lead to a reduction in safety stock,
lead-time variance, and reduced OS&D shipments.'
Because the process is operating within defined lim-
its and with emphasis on internal discipline, ship-
ments should be more accurate and can be counted
on with greater reliability to precisely meet shipping
specifications. Information provided to logistics
managers within the firm should also be counted on
to provide accurate representations of the goods that
are in transit. These same capabilities provide useful
benefits to non-security areas, such as reduced vari-
ation in operations, which results in lower operating
costs, and higher levels of employee awareness. And
better decisions, likely higher resource utilization,
and higher levels of service may be possible through
process improvements that aware and enlightened
employees may initiate and implement.

Other capabilities and potential for improvement
can be derived by using the enhanced information
gained from the TQM process. This rigorously col-
lected data may offer greater visibility within the
supply chain, enabling improved materials tracking
and early problem identification by discerning bottle-
necks and congestion.
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Collateral Benefits from Voluntary
Security Compliance

While the U.S. moved ahead first with initiatives to
upgrade trade and transportation security, other coun-
tries as well have passed new legislation or under-
taken new initiatives. Most of the initiatives involve
approaches similar to those undertaken in the U.S.
They are based primarily on voluntary efforts by com-
panies to improve supply chain security and include
a benefit in terms of facilitated customs processing
for participating companies. Canada’s Partners in
Protection, Sweden’s StairSec, and the European

Union’s Authorized Economic Operator program con-
tain the central themes of voluntary actions to improve
supply chain security and a benefit of facilitated cus-
toms processing in exchange for the security improve-
ments. The World Customs Organization is moving
toward an international framework for supply chain
security and customs processing. It adopted the
Resolution on Global Security and Facilitation
Measures Concerning the International Trade Supply
Chain, which aims to create an international system
for identifying businesses that offer a high degree of
security in their supply chain operations and to pro-
vide customs facilitation for those companies.

ensures base level of supply

chain security assessment
¢ Customs specialists working in
specialized security programs
may observe risk of security
breach before breach can occur
Customs-Trade Partnership
Against Terrorism (C-TPAT)
membership provides member
companies with information
about industry “best practices”
in supply chain security
Sweden’s StairSec program
leads to higher inspection
rates of uncertified cargo,
increasing likelihood of early
warning and prevention

Compliance

Security
Investment Direct Benefits Collateral Benefits
Proactive e Technology provides e Ability to customize the application to the benefit of the firm
Technology increased ability to track, e Increase process efficiency through technology
Investments monitor, and observe material e Visibility investments give real-time awareness of supply
flows, preventing excursions chain delays, location, and status
TQM ¢ More consistent security pro- e Discipline increases, enabling compliance (quality,
Investments cedure execution safety, process)
e Application of Six Sigma e Reduction in safety stock, lead-time variance, and lower
may lead to disciplined loss 0S&D
reduction efforts e Better process knowledge and management from addi-
e Lower losses tional data, greater visibility to discern bottlenecks and
¢ Higher-performance employ- congestion
ees emphasize security e Safety stock reduction as a result of advance lead-time
¢ Process design standardizes information
security processes e Investment in quality processes results in quality security
e Design supply chain with e Consistent process operation leads to fewer disruptions,
fewer handoffs, keeping faster and more reliable operation
product moving * Process discipline leads to higher levels of performance,
efficiency
Voluntary e European Union’s Authorized e Establish a “mandatory” fundamental standard across
Security Economic Operator program industry for supply chain security via a “voluntary”

program

A platform for collaboration and alignment within an

industry that leads to industry standards, raising overall

level of performance in quality, service, and cost

C-TPAT supply chain specialist assists firm as CBP

liaison for validation, security issues, procedural updates,

communication, and training

Faster border throughput times from fewer inspections

and “green lane” flow, which may raise service levels,

enabling lower working capital

e Process discipline enables compliance (quality, safety,
process), higher levels of process performance
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While it is officially a voluntary security program,
the U.S. Customs-Trade Partnership Against Terrorism
(C-TPAT) program for all intents and purposes is nearly
a “mandatory” program.'® The disadvantages for
those firms that do not volunteer are significant—
e.g., higher rates of inspection that may add extra
time of up to 10 to 12 days in a congested U.S. sea-
port and uncertainty in customs processing. For those
firms that elect to participate in C-TPAT, there is a
clear program compliance requirement. Regardless
of the firm’s intent in participating in C-TPAT, one
collateral benefit of this implicit regulation is that
C-TPAT effectively serves as the foundation process
for implementing supply chain security for many
firms, which is a significant benefit.

Recent results from those firms participating

in C-TPAT report that there are indeed tangible
benefits available. U.S. Customs and Border
Protection (CBP) reports that firms participating
in C-TPAT have received tangible benefits in terms
of reduced customs examinations. They report
that “in the Automated Commercial System (ACS),
C-TPAT certified importers received reduced
selection rate for compliance measurement exami-
nation (-3x in FY 2003) and exclusion from cer-
tain trade-related local and national criteria,” and
that C-TPAT certified importers receive targeting
benefits (-7x in FY 2003) by receiving a “credit”
via the CBP targeting system.'”

Faster Flow Through Customs

Participating in the various government/industry
programs that are becoming more prevalent
throughout the world provides access to a “green
lane” for imports, which would entail expedited
customs clearance, effectively speeding material
flows through the import supply chain process.'®
Faster throughput times at border crossings also
come from fewer inspections by virtue of being in
compliance with government regulations. The faster
throughput may raise service levels and lead to
other benefits, not the least of which include faster
delivery to customers, lower working capital for
inventory, and lower operating costs from less han-
dling and fewer movements.

For some firms, this is the most important collateral
benefit: “The overarching elements that define the

[company] have to do with speed and flexibility. The
second [that not being C-TPAT certified] was viewed
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as an impediment to speed, it became a high priority.
If this thing didn't intersect with speed and flexibility,
it would be a ‘who cares?” But because it could con-
ceivably play havoc with speed and flexibility, it
became a high priority. The fact that it was a poten-
tial impediment was quickly obvious internally.”*?
Another firm placed a conservative cost-savings fig-
ure on their C-TPAT compliance, saying that it will
save $12 million in cost by reducing the actual cost
of the inspection.?’ This figure did not include any
other likely benefits such as capital/inventory, coor-
dination, or service-related cost reductions, meaning
that a more realistic assessment would put the actual
financial impact for the firm at multiples of their
estimate.

Potentially Faster Restart and Flow Through
Customs Post Disruption

A widely anticipated but not yet promised or
defined benefit of participating in government secu-
rity programs is favorable treatment after future dis-
ruptions. Although customs officials have made no
commitments to provide this benefit, it seems logi-
cal that they will select “known shippers” and other
firms participating in government programs among
the first cargo to be permitted through customs after
a disruption.

Platform for Collaboration

These programs provide a platform for collaboration
and alignment within an industry that leads to indus-
try standards, raising overall level of performance in
industry on several levels, not just security. Specifically,
these programs provide a network of firms that enables
higher levels of coordination for tackling common
industry problems. At one firm, the “collateral bene-
fit of [the] security program has been open commu-
nication with competitors such as Wal-Mart. It’s the
industry’s best interest to share information to help
protect.”?!

Supply Chain Efficiency

A number of voluntary programs entail several com-
mon practices that may help to improve supply chain
efficiency as they improve security. Practices such as
early warning systems—for example, electronic pre-
notification of delays or problems in customs clear-
ance—enable the affected parties to react quicker
and with more reaction time. This ultimately makes
for a more thoughtful response that will tend to be
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more effective and will utilize resources better. As
an example, one medical products producer noted
that its early warning systems give it 12 to 24 hours
to respond before problems impact customers,
enabling them to use the precious time for optimal
response planning and execution. As it turns out,
this foreknowledge allowed the firm to reduce emer-
gency transportation costs and more effectively allo-
cate reserve inventory. With some forethought, firms
will be able to anticipate efficiency and effective-
ness improvements in their supply chain operations.

Broader Impact on the Firm

Participating in voluntary programs also integrates
security into standard processes, engraining security
into the process fabric of the firm. This becomes an
important element in creating a security culture that
increases the level of awareness and sensitivity in
the firm to potential security breaches and system
disruptions.

Others have noted that C-TPAT partners have enjoyed
additional collateral benefits, including lower theft
and losses, as well as reduced insurance rates after
firms adopt improved security procedures.??

Many of the programs serve to instill process disci-
pline in the firm, which increases compliance and
higher performance in other domains such as quality,
safety, and process performance. As an example,
The Gillette Company learned that multiple methods
were being used in the firm to handle imports, mak-
ing for inefficiencies and additional costs to handle
the multiple methods.?

“While preparing its C-TPAT application, for exam-
ple, The Gillette Company discovered that each of
its subsidiaries had different ways of handling imports,
said Global Customs Compliance Manager Norman
Lubeck. He’s now working on standardizing import
procedures company-wide, which will bring both
cost and efficiency benefits.”**
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Connecting Security Investments
and Collateral Benefits

Recognizing the potential to augment the return on
supply chain security investments, firms may wish to
actively pursue creating collateral benefits. Yet these
benefits are not guaranteed because the investments
themselves do not automatically create collateral
benefits. Instead, the security investments create the
opportunity—either through a new capability, a new
process, or a different business condition—which
could then be used to create a collateral benefit. To
fully understand how to create the collateral benefit
from the security investment, one must analyze and
detail the causal relationship between the security
investment and the actual benefit. This is a critical
element when developing a realistic business case
for the security investment.

While we have suggested and even enumerated a
broad range of collateral benefits that could poten-
tially be derived from a variety of security investments,
most of these possibilities are based on preliminary
data®® and early insights rather than formal data
collection and analysis. The good news is that such
speculation can be made with some foundation
because one can find guidance from similar past
investments. Many of the potential investments pre-
dictably create certain capabilities, some of which
have known impacts on supply chains, enabling one
to develop a linkage map from the investment to
benefits. A linkage map may illustrate the relationship
between a security investment and the subsequent
capability that is created, which in turn enables sub-
sequent action and potential benefit. An example
may help illustrate the possibility.
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Making the Connection: Collateral
Benefits Linkage Maps

For example, investing in tracking systems to pro-
vide asset visibility may provide a valuable secu-
rity service/role, but it is also believed to reduce
uncertainty in the supply chain with real-time
confirmed asset location and status/condition. With
such information, supply chain managers have less
uncertainty and could therefore reduce the amount
of safety stock necessary. If the manager does
reduce the safety stock, this will reduce working
capital and operating cost (lower levels of inven-
tory to finance, fewer movements to make). With
lower levels of inventory, the firm needs less space
for that inventory, reducing the amount of stocking
space required (eliminating interim stock points

or reducing contracted space commitments). If the
firm eliminates interim stock points, they will enjoy
lower operating costs (fewer stock points and less
handling from fewer movements) and potentially
faster cycle times (fewer stops, less time handling/
stocking/shipping).

This example, illustrated in Figure 1, shows the
potential for creating collateral benefits by iden-
tifying the linkages between the investment and
the benefit. Capturing and achieving the benefits,
however, requires that the firm take action (in the
example given, reducing inventory and eliminat-
ing stock points). Additionally, in some cases the
collateral benefits can also be attributed to other
conditions as well, so there may be other require-
ments that need to be present in order to capture
the benefits.
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Figure 1: Example of a Collateral Benefits Linkage Map

Again, this intends to show that these collateral
benefits are possible. The order of magnitude is
dependent on the scope and the success of the
implementation, and clearly the firm would need

to take action in order to enjoy the gains. As sug-
gested earlier, the ability of the firm to enjoy the
collateral benefits is also dependent on other condi-
tions as well. This includes whether the firm actually
takes action to reduce inventory levels, to use the
additional information in its planning, and even to
eliminate intermediaries. So we can assert that the
investments can create possibilities, but enjoying the
advantage requires other conditions as well; it's not
automatic, and therefore creating and leveraging the
collateral benefits will take management attention
and action.

Challenges and Choices for Creating
Collateral Benefits

Minimalist or Holistic Systems Approach?

An initial observation from interviews with security
leaders indicates that firms are taking one of three
approaches to implement supply chain security:

Location
_| and Status || RealTime || Theft an.d
. . Interruption
Exceptions Correction
. Prevented
Evident
Location,
Asset | | Status
Visibility Known
Real Time
Lower
L
Lower Saiii U Gy Lower
- T IZ - Capital Working
Uncertainty Stoc. Operating —| Capital
Required Cogia Operating
Costs
Less Reduce
S Space i  Stock
Required Points
Shorter
—|  Cycle
Times

doing nothing, making minimal efforts targeted

at satisfying voluntary program compliance obliga-
tions, or making holistic efforts targeted at improv-
ing the overall system.

The “do nothing” group has chosen to make no invest-
ment in supply chain security. These firms appear to
be fatalists and presume that a terrorist attack or dis-
ruption will affect all companies equally. Based on
that, they have chosen to take no action at all and
will not receive the benefits associated with security
investments.

Slightly more involved are those firms that take a
“minimalist” approach. Here, the firms undertake
the bare minimum required to satisfy participation
requirements for voluntary government programs.
As an example, one high-tech company selling
consumer products stated that their supply chain
security approach depends completely on comply-
ing with a government security program: “We're
pursuing C-TPAT certification, and that’s our security
plan.”?® In these cases, the firms will likely enjoy
lower security operating costs and may receive
limited collateral benefits from their security invest-
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ments, but may be vulnerable to security breach
or other disruptions and may also suffer higher
losses and delays in their respective supply chains.

In comparison to these two groups, firms adopting
a holistic approach undertake a comprehensive
effort to impact the entire system (i.e., the end-to-end
supply chain) rather than just meeting voluntary
program compliance obligations. This group is most
likely to realize collateral benefits from their security
investments. One firm pursuing a holistic systems
approach invested significant sums above and
beyond that which was needed for C-TPAT compli-
ance to improve the security of their supply chain,
and the firm enjoyed several benefits. In addition

to eliminating losses on new product introductions,
the firm enjoyed the collateral benefits of new levels
of collaboration in their industry, and their C-TPAT
application required no additional efforts to gain
compliance. Ultimately, this firm, in adopting the
more holistic approach, has created a more secure
supply chain, with lower loss levels, and improved
their overall end-to-end supply chain efficiency and
performance, with these benefits far exceeding the
investment costs.

Making Investment Choices

Firms have supply chain security investment
choices, and the best option for one firm may not
be the best option for another firm. The specific
benefits, costs, risks, and requirements need to be
assessed by the firm in order to make a determina-
tion as to what is best for the firm itself.

Prior to making investment decisions, it may be pos-
sible and useful to consider several characteristics
of the various security investments that can possibly
create collateral benefits:

e Effort required to implement the security initiative

e Collaboration required to achieve the collateral
benefits

e Cost of implementing and additional efforts
required to create the collateral benefits

e Estimated time for collateral benefits, i.e.,
whether the collateral benefit could be enjoyed
in the near term or long term

These may provide a starting point for firms to con-
sider the possibilities.

IBM Center for The Business of Government
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Conclusion

Observations and Issues to Consider

While this report has introduced several new con-
cepts and proposed some new management and
policy actions, a number of other directly relevant
and tangential issues are worthy of some discussion.
Some of these are offered here, as it may be useful
for organizations to consider these preliminary obser-
vations when planning their investment decisions.

Most notably, the preliminary analysis shows that
the major collateral benefits accrue from reducing
actual security breaches and enabling trade continu-
ity or “trade security.” Some firms place the value of
this as high as US$50-100 million/day cost, and in
one actual case, one firm’s “trade security” enabled
it to avoid the US$250 million loss that its less
secure competitor suffered.

It also appears that there is some “first mover advan-
tage” possible to firms if they engage early enough
in the process. One firm described how it was able
to establish an important security standard by vol-
unteering to install security equipment as a beta

site for the local government, therefore building the
standard around its own internal processes, which
subsequently made for a faster throughput and
lower operating cost for the firm.

Some forward-thinking security efforts have engaged
the corporate accounting or finance operations, in
one case installing a security chief who also was

a CPA. Their experience indicated that this officer
enjoyed increased success of making security invest-
ments and creating collateral benefits by virtue of
knowing how to quantify benefits and credibly artic-
ulate this into the management hierarchy.

A significant collateral benefit may come when the
firm ties the role of security to corporate objectives
(i.e., security plays an integral role in the delivery
of the product or service to the customer) rather
than treating it merely as a separate activity. One
firm in the fashion industry found it less expensive
to spend US$500,000 on security by hiring per-
sonnel to be on site (this added about US$.01 per
US$200 item); the on-site resource established a
robust security program, making their upstream sup-
ply chain more secure and thoroughly preparing
them for the subsequent C-TPAT application. For this
fashion product provider, time to market was criti-
cal, and so a key motivation for making the security
investment was the speed advantage offered by
being C-TPAT certified.

Finally, the importance and impact of voluntary
programs is likely to increase as customs clearance
processes require greater oversight and time. It is
widely recognized that there is a capacity constraint
in moving materials through many ports throughout
the world. And with processes requiring more over-
sight, one can predict that there will be increasing
delays for border crossings—delays that entail an
implicit cost (cost of delay, cost of additional inspec-
tion) and will increase. Hence, the value of having
security certification under a voluntary government/
industry program will likely increase.

The Challenge and Opportunity

This report presents an informed point of view on
collateral benefits available to those making security
investments. The work is based on insight, experi-
ence, secondary data, and anecdotal primary data,
providing a qualitative assessment that portrays
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the landscape relevant to developing and captur-
ing collateral benefits from supply chain security
investments. Far from being a foregone conclusion,
though, capturing collateral benefits will require
the important next step of validating these observa-
tions and further documenting the actual dynamics
associated with identifying and achieving collateral
benefits from supply chain security investments.

Creating and achieving collateral benefits requires
a number of other capabilities and conditions in
order to capture the benefits. Often, the collateral
benefit enables a capability that must then be further
developed and applied. Even for those instances
where there is a direct causal relationship between
a security investment and a capability, firms still
need to take the initiative to exploit the potential.
Interestingly, the potential will vary somewhat by
firm, depending on firm characteristics and com-
petitive situation, among other factors.

From the perspective of the firms that are consider-
ing supply chain security investments, the good
news is that this preliminary analysis indicates there
are many potential collateral benefits that may be
derived from the investments. The lack of docu-
mented evidence to make the case should not be
interpreted as an indication that attaining the ben-
efits is impossible; this is more likely a result of the
relatively recent recognition of security weaknesses
and this emerging opportunity. One should not be
surprised that there is a lack of systems to measure
the impact of the security investment, much less the
impact of collateral benefits. The management infor-
mation systems need to be refined, and the organi-
zational focus needs to be sensitized to observe and
measure this data.

Those firms choosing to take a deeper look at the
potential of creating the various collateral benefits
will need to honestly and realistically assess the
effort level and likelihood of success of their efforts
to create collateral benefits. By virtue of undertaking
this effort, firms will enjoy the collateral benefit of
a more intimate understanding of their own opera-
tions, processes, capabilities, and weaknesses. This
enables the firm to take even greater advantage of
the possibility by tailoring the efforts to their firm-
specific situation.
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If this were easy, of course, all firms would be
undertaking these activities, and copious amounts of
data would be available to guide the uninitiated. Yet,
the fact that achieving collateral benefits remains a
challenge may have a positive twist to it—it clearly
indicates the potential to create some competitive
advantage for firms successfully seizing the opportu-
nity and capturing these potentially significant ben-
efits. A key turning point will occur when the early
adopters promote their successes, demonstrating the
potential economic value and competitive advan-
tage from their investments in supply chain security.

Looking Ahead

The international trade and transportation system
remains vulnerable to an attack by terrorists who
seek to strike at the heart of the underpinnings of
modern economies. It is widely understood by
government leaders and business executives that
protection of the systems of trade and transportation
are the exclusive province of neither the govern-
ment nor the private sector. Neither has the means
to completely supervise the vast number of activities
that constitute international trade. Governments and
firms working together, each operating within their
realm of effectiveness, can, however, greatly reduce
the opportunities for attacks by terrorists against the
system of international trade.

The creation of collateral benefits from investments
in security may very well be the fulcrum that bal-
ances the government’s interest in increased secu-
rity with the private sector’s interest in increased
efficiency. Without collateral benefits, increases in
security will be viewed only as increases in costs.
The natural reaction of the vast majority of firms
when faced with a requirement that increases their
costs will be to act entirely rationally. They will
devise a strategy to reduce the costs and drive them
to the lowest possible level. Governments that
undertake a purely regulatory approach will find
that many of the transactions that need to be con-
trolled are beyond their reach, and that they have
created a regulatory environment of increased costs
and very uncertain benefits. The collateral benefits
approach, however, allows governments to extend
their reach deeply into the systems of international
trade and allows firms to respond to the need for
increased security throughout the trade process
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in a way that enhances their competitive position.
Collateral benefits work in consonance with free
trade by allowing governments to attain a higher
security content of international trade without regu-
lating the details of the components of the transaction.

At this time, the collateral benefits approach con-
tains a great deal of potential but remains difficult
to quantify. There is little if any analysis of hard data
documenting the actual collateral return on invest-
ments in security, as very few firms have taken a
systematic and disciplined approach to understand-
ing and creating collateral benefits. Firms need to be
aware of the risks they take if investments are made
in security with the hope that collateral benefits will
flow from the investments but without the detailed
planning and attention to managing change that are
necessary to achieve the benefits. Just as was the
case with many firms that pursued TQM without
fully understanding the requirements, there are sig-
nificant planning and change management obliga-
tions that are prerequisites to successfully creating
collateral benefits.

Government regulatory agencies as well need to
think outside their regulatory focus and understand
how their decisions impact the operational realm of
international trade. The “green lane” is a term used
by customs organizations to describe how the cus-
toms formalities of firms certified to be secure will
be processed. A green lane is meaningless, however,
if it is an expression of customs processing that is
not integrated with the actual operations of the port.
At a seaport, chassis need to be available and dedi-
cated lanes and special processing need to be avail-
able to expedite egress from the port. Government
agencies need to pay close attention to the detailed
planning and change management that are the foun-
dations of collateral benefits.

Collateral benefits are an important component

of the “new normalcy” of international trade—the
quest to have it both ways, increasing both secu-
rity and efficiency. A great deal of work remains to
be done to convert the opportunity into actuality,
with potentially significant benefits and competitive
advantages available to those supply chains that are
successful.
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Appendix:
Overview of Supply Chain
Security Investment Options

Table A.1: Overview of Supply Chain Security Investment Options—Direct and Collateral Benefits

Security
Investment

Direct Benefits

Collateral Benefits

Asset Visibility
and Tracking

e Provide positive location
status, preventing excursions

e Provide time-definite and
controlled chain of custody

e Lower theft and losses

e Faster recalls

e Fewer delayed shipments

e Better planning, enabling lower working capital for
inventory

Less Overages, Shortages, and Damages (OS&D)
Protection of brand name

Personnel
Security

e Thorough background check
eliminates “bad actors” from
hiring pool

Regular background checks
provide early warning for
employees operating under
the influence

Customer loyalty, increased sales revenues, higher
market share

e Employee commitment and belief in company’s
concern for employee

Physical Security

¢ Controlled access keeps out
unauthorized personnel

e Protection of intellectual
property

e Protection of capital equip-
ment and personnel

e Protection of product integrity

e Customer recognition of firm'’s safe and secure environ-
ment as an expertise, increasing customer loyalty
Fewer thefts and OS&D by virtue of having more
secure facility

Reduced equipment damage and operating costs
(lower insurance rates)

Fewer safety incidents and catastrophes

Standards
Development

e Facilitate coordination of
multi-company security activi-
ties (initiatives, sting opera-
tions, incident investigations)
Security breaches easier to
spot with standard systems
Higher levels of security with
common procedures
System-level and supplier
security improvement

Improve the efficiency of ship, train, truck, terminal
operations; cuts international shipping times

Platform for collaboration within an industry leading
to standards that raise level of performance

Process discipline enables compliance (quality, safety,
process), higher performance

Common processes reduce confusion, raise predictability,
improve staff backup

¢ Reduce non-security losses

Supplier
Selection and
Investment

e Ensure a secure supply of
materials

e Early warning of upstream
security issues

¢ Reduce upstream and
inbound losses

Lower inspection costs, faster throughput

Enhanced communication via collaboration
Increase efficiency through joint planning

Utilize internal security resources to assist suppliers,
ultimately making for improved relationships
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Security
Investment

Direct Benefits

Collateral Benefits

Transportation
and Conveyance
Security

¢ Reduce theft losses

¢ Reduce adulteration of product

¢ Reduce chance of cargo
vessel misuse (weapon
delivery system)

e Protect conveyance equip-
ment, vessels

Cost avoidance of non-product-related costs (indirect
costs)

Crime and vandalism rates fall

Fewer disruptions to the supply chain, more cost savings
compared with avoided losses

Less capital required for inventory

Reduced transportation cycle time

Building
Organizational
Infrastructure
Awareness and
Capabilities

¢ Build awareness of security
concerns

e Increase role of security in
daily operations and every
assignment

Increase problem prevention through recognition by
employees

Increase early intervention, reducing impact of a
disruption

Improve the ability to respond with early awareness

Collaboration
Among Supply
Chain Parties

e Improved coordination
along supply chain increases
security

Platform for broader alignment

Enable creation of a secure supply chain network for
common problem solving, resource sharing

Improve communication among supply chain partners,
potentially reducing coordination costs

Proactive e Technology provides e Ability to customize the application to the benefit of the firm
Technology increased ability to track, * Increase process efficiency through technology
Investments monitor, and observe material e Visibility investments give real-time awareness of supply
flows, preventing excursions chain delays, location, and status
TQM ¢ More consistent security pro- e Discipline increases, enabling compliance (quality,
Investments cedure execution safety, process)
e Application of Six Sigma e Reduction in safety stock, lead-time variance, and lower
may lead to disciplined loss OS&D
reduction efforts e Better process knowledge and management from addi-
e Lower losses tional data, greater visibility to discern bottlenecks and
¢ Higher-performance employ- congestion
ees emphasize security e Safety stock reduction as a result of advance lead-time
e Process design standardizes information
security processes e Investment in quality processes results in quality security
e Design supply chain with e Consistent process operation leads to fewer disruptions,
fewer handoffs, keeping faster and more reliable operation
product moving e Process discipline leads to higher levels of performance,
efficiency
Voluntary e European Union’s Authorized e Establish a “mandatory” fundamental standard across
Security Economic Operator program industry for supply chain security via a “voluntary”

Compliance

ensures base level of supply

chain security assessment
¢ Customs specialists working in
specialized security programs
may observe risk of security
breach before breach can occur
Customs-Trade Partnership
Against Terrorism (C-TPAT)
membership provides member
companies with information
about industry “best practices”
in supply chain security
Sweden’s StairSec program
leads to higher inspection
rates of uncertified cargo,
increasing likelihood of early
warning and prevention

program
A platform for collaboration and alignment within an
industry that leads to industry standards, raising overall
level of performance in quality, service, and cost
C-TPAT supply chain specialist assists firm as CBP

liaison for validation, security issues, procedural updates,
communication, and training

Faster border throughput times from fewer inspections
and “green lane” flow, which may raise service levels,
enabling lower working capital

Process discipline enables compliance (quality, safety,
process), higher levels of process performance
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Endnotes
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1. A number of terms have been used to describe
this capability, including resilience, business continuity,
contingency planning, and “trade security” (“trade secu-
rity” refers to a broader set of capabilities described in the
white paper “Trade Security: The New Equation for the
New Normalcy” by the authors). One can think of supply
chain security in terms of maintaining the integrity of the
product, processes, and information, in contrast to supply
chain continuity or resilience, which we define as “the
ability to react to unexpected disruption and restore nor-
mal supply chain operations.”

2. Supply chain security investments range from cap-
ital equipment, human resources, process improvements,
and operating expenses for a range of activities including
physical security improvements, monitoring, and incident
investigation.

3. This problem has also been recently addressed by
researchers using system dynamics methods. See “Nobody
Ever Gets Credit for Fixing Defects that Didn’t Happened:
Creating and Sustaining Process Improvement,” California
Management Review, 43, 4:64-88 by N. Repenning and
J. Sterman, 2001.

4. Early mention of collateral benefits includes
insights from several leaders, including Dr. Ruth David,
CEO and president of ANSER Analytical Service, who
coined the term “dual benefits.” Additionally, “dual ben-
efit solutions” are profiled through the Homeland Security
Institute operated by ANSER (http://www.homelandsecu-
rity.org/bulletin/current_bulletin.cfm).

5. “Quality is free” by Phil Crosby. Professor Hau
Lee and Michael Wolfe also recognized and noted
similarities between security improvement and quality
improvement in their article “Supply Chain Security
without Tears” published in Supply Chain Management
Review, Jan-Feb 2003.
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6. ). Martha and S. Subbakrishna. (2002), “Targeting
a just-in-case Supply Chain for the Inevitable Next
Disaster,” Supply Chain Management Review, September/
October, pp. 18-23.

7. Vinod Singhal, “Supply Chain Glitches and
Shareholder Value Destruction,” Business Briefing: Global
Purchasing and Supply Chain Strategies. In this study, the
researchers examined instances where firms experienced
production or shipping delays as announced in the The
Wall Street Journal or the Dow Jones News Service.

8. Ibid.

9. Almar Latour, “Trial by Fire: A Blaze in
Albuquerque Sets Off Major Crisis For Cell-Phone Giants,”
The Wall Street Journal, January 29, 2001, page AT.

10. “The No-See-Um’s: The Financial Impact of Cargo
Losses on the Bottom Line.” Presentation at the 2004
Council of Logistics Management Annual Conference
on October 6, 2004, by Robert S. Holley, Chubb & Son.

11. The data was derived from an interview con-
ducted in 2005 by Abby Benson and James B. Rice, Jr.,
both of MIT, as part of a study on supply chain security.

12. Examples of multiple levels of firms collaborating
include sourcing personnel working with sales personnel,
product development personnel working with design
engineers, and warehousing managers working with
distribution and shipping managers.

13. The data was derived from an interview con-
ducted in 2005 by Abby Benson and James B. Rice, Jr.,
both of MIT, as part of a study on supply chain security.

14. The data was derived from an interview con-
ducted in 2003 by Federico Caniato, Visiting Student
MIT, and James B. Rice, Jr., as part of a study on supply
chain resilience.

15. Hau L. Lee and Seungjin Whang, “Higher Supply
Chain Security with Lower Cost: Lessons from Total
Quality Management,” Stanford University white paper,
October 19, 2003, p. 21.
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16. Reference Benson-Rice interviews. One 3PL pro-
vider described C-TPAT as a “choiceless choice because
a company that doesn’t comply will go out of business
since all major importers require it.”

17. “Securing the Global Supply Chain: Customs-Trade
Partnership Against Terrorism (C-TPAT) Strategic Plan,”
U.S. Customs and Border Protection, April 2005.

18. The availability of “green lanes” will vary by
country and their respective progress toward developing
the necessary technology and infrastructure to support
building “green lane” processes.

19. Ref. Benson-Rice interview.

20. Ref. Benson-Rice interview.

21. Ref. Benson-Rice interview.

22. Deena S. Disraeli, “Public-Private Partnerships:
Security and Emergency Response Collaboration in
a New Threat Environment,” MIT Thesis, June 2004.

23. Tobey Gooley, “C-TPAT: Separating Hype from
Reality,” Logistics Management, August 1, 2004.

24. Ibid.

25. Data derived from a series of interviews con-
ducted as part of the Supply Chain Response to Terrorism
project at MIT; see http://web.mit.edu/scresponse/ for
additional information.

26. Ibid. Rice-Caniato interviews
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