Management

A Prepared Federal Government: Preventing Fraud and
Improper Payments in Emergency Funding

This article is adapted from A Prepared Federal Government: Preventing Fraud and
Improper Payments in Emergency Funding by Steve Goodrich and Bob Westbrooks
(Washington, D.C., IBM Center for The Business of Government, 2024).

When the government distributes supplemental funding to
address various national emergencies such as the global
pandemic, time is of the essence. Putting money quickly in
the hands of Americans in need benefits vulnerable segments
of the American population and stabilizes the nation in a time
of crisis. At the same time, transparency and accountability
mechanisms are essential to safeguard these taxpayer dollars
and maintain public trust.

Rapid program delivery and program integrity are not
mutually exclusive, but it can be difficult to establish

the appropriate controls and checks and balances and
produce the desired outcome in a fast-moving crisis. With
a combination of new programs, additional funding, and
broader program eligibility, the risk of waste, fraud, and
improper payments increases significantly.

This report began with a roundtable discussion of experts in

government fraud and improper payments in December 2023.

Leaders and experts from the budget, financial management,
data and oversight communities came together with those
with experience in implementing efficient, effective, and
lawful tracking and safeguarding of taxpayer dollars during
emergency situations. These roundtable discussions generated
insights on how the government can ensure integrity while
meeting policy and programmatic goals in increasingly
frequent emergency situations.

The report documents the challenges that governments
experience with fraud and improper payments, especially
during a national emergency. It also profiles the many
collaborative initiatives currently underway to create lasting
solutions to reduce fraud and improper payments. It includes
27 recommendations that Congress and federal agencies can
use to ensure the integrity, efficacy, and protection of funds
distributed in increasingly frequent emergency situations.

Introduction
When an emergency has subsided, the federal government
typically goes back to business as usual, does little to
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identify lessons learned, and rarely acts on them to be
prepared for the next national crisis. But in the case of the
pandemic, agencies are proactively addressing many lessons
learned. The federal government—through the combined
and collaborative efforts of the Department of the Treasury
(Treasury), Office of Management and Budget (OMB),
Pandemic Response Accountability Committee (PRAC) of the
Council of the Inspector’s General on Integrity and Efficiency
(CIGIE), General Accountability Office (GAO), Congress,
and agency program offices—are actively addressing some
shortfalls with solution to fraud and improper payments. The
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report that this article is excerpted from intends to assist in the
process of capturing lessons learned and providing a whole-
of-government perspective.

* Identify the specific management and oversight
challenges associated with distributing government
funds under emergency conditions prior to and after
distribution.

e Make recommendations to ensure effective safeguards
and oversight methods (policy, practices, tools, resources,
systems, and authorities) to be ready for the next
emergency funding need.

Background on Emergency Funding

For each emergency, the federal government legislates
programs and releases funding through a defined disaster
declaration process. Agencies are typically prepared to

manage and fund many of them. Yet government programs
are not always prepared for emergencies of significant
magnitude such as hurricanes Katrina or Sandy, or the most
recent emergency, the COVID-19 pandemic. To address

this pandemic, Congress responded with programs and
emergency funding to support businesses, healthcare,
COVID testing, the supply chain, healthcare workers, mental
health, unemployment insurance, rental assistance, and
more. Never has so much money been injected into the U.S.
economy in such a short period of time. It is estimated that
with most of the $5 trillion appropriated, over $600 billion
was taken fraudulently and/or subject to improper payments.

The increased flow of funds in response to the COVID-19
pandemic exposed existing vulnerabilities in federal and
state government payment systems and processes that
resulted in increased improper payments—including fraud—
in federal programs.

Major COVID-19 Spending

Other, $979

Suplimental Nutrition
Assistance, $121

Coronavirus
Relief, $150

Education
Stabilization,
$278

Public Health
Emergency
Funds, $346

State/Local Fiscal
Recovery, $350

Economic Impact
Payments, $859

Business Loan
Program, $833

Unemployment
Insurance, $702
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About $1.4 billion of the $600 billion stolen has been
returned to the federal government, and over 3,500

people have been criminally charged. As Small Business
Administration (SBA) Inspectors General Mike Ware predicted
in a 2021 interview, the amount of fraud from COVID relief
programs was “larger than any government program that
came before it.

Two key definitions help to frame an understanding of the
nature and extent of this challenge.

e Improper payments are payments that should not have
been made. This may be due to wrong amounts (either over
or under), payments to the wrong person or corporation, or
payments that did not follow statutory requirements. They
may or may not include some level of fraud.

e Fraud involves paying an entity that is not entitled to the
payment based on misrepresentation.

Both require effective prepayment controls and post-payment
oversight and corrective action protocols to be put into

place when programs are established and executed. The
Government Accountability Office identifies root causes of
improper payments and fraud to include:

Improper Payment Root Causes
e Failure to access data/information needed

e Data/information needed does not exist
e Lack of documentation from recipients to

determine eligibility

Fraud Root Causes
e Opportunity, incentive, and rationalization on the
part of the perpetrator

e  Weak internal controls

e Undetected misrepresentations, falsifications, social
engineering, data breaches, cybercrime, or coercion
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e Lack of independent verification of applicant’s
information

This report seeks to help ensure that there is not a zero-sum
trade-off between getting money out quickly, serving the
nation, protecting program integrity, and minimizing fraud.
The government is expected to be an effective custodian

of taxpayer funds. Putting the policy, tools, and programmatic
infrastructure into place now without overburdening agencies
and the budget is essential. Taxpayer funds must be managed
effectively, efficiently, and equitably to address an emergency,
ensure proper use of public funds, and build the trust of

the public.

Recommendations

The goal of these recommendations is for the government

to be ready and more effective when the next emergency
strikes, while attempting to not add significant expenditure of
funds during nonemergency times. Here is a sampling of the
proposed recommendations outlined in the report directed

at Congress, Office of Management and Budget, Treasury,
Inspectors General, agency programs, and for states.
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For Congressional Action

e Establish proforma emergency funding legislation.

e Provide fraud and improper payment requirements in reauthorizations.
Preparedness e Immediately direct agencies and the PRAC to enhance existing capacity.

e Make the PRAC and PACE (All-inclusive Care for the Elderly) permanent.

e Provide stricter sentencing for convicted fraudsters.

* Require states to develop fraud control plans.
e Require agencies and states to use Treasury’s DNP.
e Suspend procurement and hiring rules in emergency funding legislation.

Prevention e Require electronic payments with emergency funding.
e Expand fraud prevention and detection tools and expanded treasury authority.
e Establish a payment integrity fund.

Detection e Require states to provide data and reporting.

Recovery e Provide treasury the ability to “claw back” electronic funds.

For the Office of Management and Budget

e Lead a whole-of-government counter fraud function.
Preparedness * Prepare briefing books for administration transition.
e Formalize a counter fraud workforce.

e Participate in the International Public Sector Fraud Forum.
Prevention e Pressure test agency programs.
e Prepare an emergency funding execution playbook.

Detection e Adopt GAO guidance under gao-24-105833.

Recovery e Provide Treasury the ability to “claw back” electronic funds.

For the Treasury

e Train government staff in fraud and improper payment and emergency funding preparedness.
Serve as the central POC for sharing tools and techniques.
Share information on fraud trends and best practices.

Preparedness

Strengthen payment integrity tools (e.g., DNP) based on lessons learned. Continue to add data sets.
Participate in the International Public Sector Fraud Forum.

Work with states to develop data sets and support fraud and improper payments.

Use open and proprietary data.

Prevention

e o o o

Develop a risk monitoring and flagging system.
e Develop a governmentwide monitoring system.

Detection

Recovery e Develop capacity to “claw back” electronic funds.
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For Inspectors General

Preparedness e Continue to enhance the capacity of the PRAC and PACE.

e Continue the blueprint development and Joint Program Review Meetings.
Prevention e Support training of agency staff.
e Support agency assessment of program readiness.

Detection and

N e Collaborate with Treasury, Justice, OMB and others in taking a whole-of-government approach.
Investigation

For Agency Programs

e Assess agency programs for susceptibility to fraud and improper payments.
Preparedness e Work to “harden systems.”

e Assess grants and contracts for appropriate practices.

e Maintain a fraud risk catalog.

e Develop standard risk profiles and continual update.
S e Develop a counter fraud and improper payment plans.

e Continual test risk mitigation strategies and adapt.

e Share best practices with others. Collaborate in whole-of-government approach.
Detection e Automate internal controls where possible using advanced technologies.
Investigation Support Treasury, 1G, OMB programs and investigations. .

Share data—program, validation, source data, etc., including judicial agencies.
For States

Preparedness e Develop fraud and improper payment management and reporting capacity.

While the recommendations highlighted above focus on

emergency funding initiatives, many can also be applied A Prepared Federal

to existing agency funding programs. Government: Preventing
Fraud and Improper
Payments in Emergency
Funding

by Steve Goodrich and
Bob Westbrooks

Available at:
businessofgovernment.org
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